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Status of this Menp

Thi s document specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenmo is unlimted.

Abstract

Thi s docunent presents extensions to Version 1 of RSVP. These
extensions permt support of individual data fl ows using RFC 1826,
Aut henti cati on Header (AH) or RFC 1827, |P Encapsul ating Security

Payl oad (ESP). RSVP Version 1 as currently specified can support the
| PSEC protocols, but only on a per address, per protocol basis not on

a per flow basis. The presented extensions can be used with both
| Pv4 and | Pv6.

Berger & O Mal |l ey St andards Track [ Page 1]



RFC 2207 RSVP Ext ensions for |PSEC Sept ember 1997

Tabl e of Contents

1 I ntroduction . Coe 2
2 Overvi ew of Extensions . 3
3 nj ect Definition. . 4
3.1 SESSION Cass . . . 5
3.2 FILTER SPEC d ass . . 5
3.3 SENDER TEMPLATE d ass . 6
4 Processi ng Rul es . . 6
4.1 Required Changes. 6
4.2 Merging Fl owspecs . 7
4.2.1 FF and SE Styl es. 7
4.2.2 W Styles . 8
5 | ANA Consi der ati ons. 8
6 Security Consi derations. . 8
7 Ref erences . - .10
8 Acknowl edgnents . . .10
9 Authors’ Addresses . .10
A Options Considered . . . . . . 11
A.1 UDP Encapsulation . . . . . . 11
A.2 Flow D Header Encapsul ation . 12
A.3 | PSEC Protocol Modification . 12
A. 4 AH Transparency . 13
1 I nt roduction

Recently published Standards Track RFCs specify protocol nechanisns
to provide IP level security. These IP Security, or |IPSEC, protocols
support packet |evel authentication, [RFC 1826], and integrity and
confidentiality [RFC 1827]. A nunber of interoperable

i mpl enent ati ons al ready exist and several vendors have announced
conmercial products that will use these mechani smns.

The | PSEC protocol s provide service by addi ng a new header between a
packet’s | P header and the transport (e.g. UDP) protocol header. The
two security headers are the Authentication Header (AH), for

aut hentication, and the Encapsul ati ng Security Payl oad (ESP), for
integrity and confidentiality.

RSVP i s being devel oped as a resource reservation (dynanm c QoS setup)
protocol. RSVP as currently specified [ RFC 2205] is tailored towards
| P packets carrying protocols that have TCP or UDP-1ike ports.
Protocol s that do not have such UDP/ TCP-1i ke ports, such as the | PSEC
protocols, can be supported, but only with linmitations.

Specifically, for flows of |PSEC data packets, flow definition can
only be done on per |P address, per protocol basis.
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This meno proposes extensions to RSVP so that data flows containing

| PSEC protocols can be controlled at a granularity simlar to what is
al ready specified for UDP and TCP. The proposed extensions can be
used with both IPv4 and I Pv6. Section 2 of this nmeno will provide an
overvi ew of extensions. Section 3 contains a description of extended
protocol nechani sms. Section 4 presents extended protocol processing
rules. Section 5 defines the additional RSVP data objects.

2 Overvi ew of Extensions

The basic notion is to extend RSVP to use the | PSEC Security

Par ameter Index, or SPI, in place of the UDP/TCP-like ports. This
will require a new FI LTER SPEC obj ect, which will contain the | PSEC
SPI, and a new SESSI ON obj ect .

VWiile SPIs are all ocated based on destination address, they wll
typically be associated with a particular sender. As a result, two
senders to the sanme unicast destination will usually have different
SPIs. In order to support the control of nultiple independent flows
bet ween source and destination |IP addresses, the SPI will be included
as part of the FILTER SPEC. Whien using W, however, all flows to the
same | P destination address using the sane IP protocol IDwll share
the sanme reservation. (This limtation exists because the | PSEC
transport headers do not contain a destination demultiplexing value
like the UDP/ TCP destination port.)

Al t hough the RESV message format will not change, RESV processing
will require nodification. Processing of the new | PSEC FI LTER SPEC
wi Il depend on the use of the new SESSI ON obj ect and on the protoco
ID contained in the session definition. Wen the new FI LTER SPEC
object is used, the conplete four bytes of the SPI will need to be
extracted fromthe FILTER SPEC for use by the packet classifier. The
| ocation of the SPI in the transport header of the | PSEC packets is
dependent on the protocol ID field.

The extension will also require a change to PATH processing,
specifically in the usage of the port field in a session definition
An RSVP session is defined by the triple: (DestAddress, protocol |D
DstPort). [RFC 2205] includes the definition of one type of SESSION
object, it contains UDP/ TCP destination ports, specifically "a 16-bit
guantity carried at the octet offset +2 in the transport header" or
zero for protocols that lack such a field. The |IPSEC protocols do
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not contain such a field, but there remains a requirenent for

denul ti pl exi ng sessions beyond the | P destination address. |n order
to satisfy this requirement, a virtual destination port, or vDstPort,
is introduced. The vDstPort value will be carried in the new SESSI ON
object but not in the IPSEC transport header. The vDstPort allows
for the differentiation of multiple | PSEC sessions destined to the
sanme | P address. See Section 5 for a discussion of vDstPort ranges.

I n PATH nmessages, the SENDER _TEMPLATE for |IPSEC flows will have the
same format as the nodified FILTER SPEC. But, a new SESSI ON obj ect
wi Il be used to unanbi guously distinguish the use of a virtual
destinati on port.

Traffic will be mapped (classified) to reservations based on SPIs in
FILTER SPECs. This, of course, neans that when WF is used all flows
to the same | P destination address and with the sane |IP protocol ID
will share the same reservation.

The advantages to the described approach are that no changes to
RFC1826 and 1827 are required and that there is no additional per
dat a packet overhead. Appendix A contains a discussion of the

advant ages of this approach conpared to several other alternatives.
Thi s approach does not take advantage of the IPv6 Fl ow Label field,
so greater efficiency nay be possible for IPv6 flows. The details of
| Pv6 Fl ow Label usage is left for the future.

3 oj ect Definition

The FILTER SPEC and SENDER TEMPLATE used with | PSEC protocols wll
contain a four byte field that will be used to carry the SPI. Rather
than label the nodified field with an | PSEC specific |abel, SPI, the
| abel "CGeneralized Port ldentifier", or GPI, will be so that these
obj ect may be reused for non-1PSEC uses in the future. The name for
these objects are the | Pv4/GPl FILTER SPEC, |Pv6/GPl FILTER SPEC,

| Pv4/ GPI SENDER _TEMPLATE, and | Pv6/ GPI SENDER TEMPLATE. Simlarly,
the new SESSI ON objects will be the I Pv4/GPl SESSI ON and the |Pv6/ GPl

SESSI ON.  When referring to the new objects, IP version will not be
i ncl uded unl ess a specific distinction between |IPv4 and | Pv6 i s being
made.
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3.1 SESSION d ass

SESSI ON d ass = 1.

o] | Pv4/ GPI SESSI ON object: Cass =1, CType = 3
Fom e Fom e Fom e Fom e +
| | Pv4 Dest Address (4 bytes) |
Fom e e e e oo - Fom e e e e oo - Fom e e e e oo - Fom e e e e oo - +
| Protocol 1D | Fl ags | vDst Por t |
S S S S +
o] | Pv6/ GPl SESSI ON object: dass =1, CType = 4
S S S S +
| |
+ +
| |
+ | Pv6 Dest Address (16 bytes) +
| |
+ +
| |
U U U U +
| Protocol 1D | Fl ags | vDst Port |
R R R R +
3.2 FILTER _SPEC d ass
FI LTER SPEC cl ass = 10.
o] | Pv4/ GPl FI LTER _SPEC object: Cass = 10, C Type = 4
S S S S +
| | Pv4 SrcAddress (4 bytes) |
U U U U +
| Generalized Port ldentifier (GPl) |
R R R R +
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o] | Pv6/ GPI FILTER SPEC object: Cass = 10, CType =5
R R R R +
| |
+ +
| |
+ | Pv6 SrcAddress (16 bytes) +
| |
+ +
| |
S S S S +
| Generalized Port ldentifier (GPl) |
U U U U +

3.3 SENDER TEMPLATE d ass

SENDER_TEMPLATE cl ass = 11.

o] | Pv4/ GPI SENDER TEMPLATE object: Cass = 11, C Type = 4
Definition sane as | Pv4/GPl FILTER SPEC obj ect.
o] | Pv6/ GPI SENDER TEMPLATE object: Class = 11, C Type =5

Definition sane as | Pv6/ GPl FILTER SPEC obj ect.

4 Processi ng Rul es

This section presents additions to the Processing Rules presented in
[ RFC 2209]. These additions are required in order to properly
process the GPI SESSI ON and FILTER SPEC objects. Values for
referenced error codes can be found in [RFC 2205]. As in with the

ot her RSVP docunents, values for internally reported (APl) errors are
not defi ned.

4.1 Required Changes
Bot h RESV and PATH processing will need to be changed to support the
new obj ects. The changes ensure consistency and extend port
processi ng.
The foll owi ng PATH nessage processing changes are required:
o Wen a session is defined using the GPl SESSI ON object, only
the GPI SENDER TEMPLATE nay be used. Wen this condition is

vi ol ated, end-stations should report a "Conflicting C Type" API
error to the application
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o For PATH nessages that contain the GPl SESSI ON obj ect,
end-stations nmust verify that the protocol ID corresponds to a
protocol known to use the GPI SESSI ON object. Values 51 (AH)
or 50 (ESP) nust be supported by inpl enentati ons supporting
the described | PSEC extensions. |f an unknown protocol IDis
used, then the APl should report an "APl Error" to the
application.

o For such nessages, the vDstPort val ue shoul d be recorded.
The vDstPort value forns part of the recorded state and is used
to match Resv messages, but it is not passed to traffic control
Non-zero val ues of vDstPort are required. This requirenent
ensures that a non-GPl SESSI ON object will never nerge with a
GPl SESSI ON object. Violation of this condition causes an
“I'nvalid Destination Port" APl error

The changes to RESV message processing are:

o Wen a RESV nessage contains a GPI FILTER SPEC, the session
nmust be defined using the GPI SESSION object. Gtherwise, this is
a nmessage formatting error

o The GPI contained in the FILTER SPEC must natch the GP
contained in the SENDER TEMPLATE. O herwi se, a "No sender
information for this Resv nessage" error is generated.

o Wen the GPI FILTER _SPEC i s used, each node nust create
a data classifier for the fl ow described by the quadruple:
(Dest Address, protocol 1D, SrcAddress, GPl). The data classifier
will need to |look for the four byte GPI at transport header
of fset +4 for AH, and at transport header offset +0 for ESP

4.2 Merging Fl owspecs

VWhen using this extension for | PSEC data fl ows, RSVP sessions are
defined by the triple: (DestAddress, protocol 1d, vDstPort).
Simlarly, a sender is defined by the tuple: (SrcAddress, GPl), where
the GPI field will be a four byte representation of a generalized
source port. These extensions have sone ranifications dependi ng upon
the reservation style.

4.2.1 FF and SE Styl es

In the FF and SE Styles, the FILTER SPEC object contains the
(SrcAddress, GPl) pair. This allows the receiver to uniquely
identify senders based on both el enents of the pair. Wen nerging
explicit sender descriptors, the senders nmay only be considered

i dentical when both el enents are identical
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4.2.2 W Styles

These extensions provide very limted service when used with W style
reservations. As described, the SENDER TEMPLATE and FI LTER SPEC each
contain the GPl. In a W style reservation, the RESV nessage does
NOT contain a FILTER SPEC (after all, it is a wildcard filter), and
the SENDER TEMPLATE is ignored (again, because any sender is
allowed). As a result, classifiers may match all packets which
contain both the session’s destination |IP address and protocol IDto
such WF reservations.

Al though a solution for this limtation is not proposed, this issue
is not seen as significant since | PSEC applications are less likely
to use WF style reservations.

5 | ANA Consi derations

The range of possible vDstPort values is broken down into sections,
in a fashion simlar to the UDP/ TCP port ranges.

0 I'l'l egal Val ue
1- 10 Reserved. Contact authors.
11 - 8191 Assi gned by | ANA

8192 - 65535 Dynami ¢

IANA is directed to assign the well-known vDstPorts using the
following criteria: Anyone who asks for an assigned vDstPort mnust
provide a) a Point of Contact, b) a brief description of intended
use, and c) a short nane to be associated with the assignnent (e.qg.

"ftp").
6 Security Considerations

The sane considerations stated in [RFC 2205], [RFC 1826], and [RFC
1827] apply to the extensions described in this note. There are two
addi tional issue related to these extensions.

First, the vDstPort nmechani smrepresents another data el enent about
the IP Flow that might be available to an adversary. Such data mni ght
be useful to an adversary engaging in traffic analysis by nonitoring
not only the data packets of the IP Flow but also the RSVP contro
nmessages associated with that Flow. Protection against traffic

anal ysis attacks is outside the scope of this nechanism One
possi bl e approach to precluding such attacks woul d be depl oynent and
use of appropriate Iink-layer confidentiality mechansi sns, such as
encryption.
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Secondl y, Changes in SPlI values for a given floww |l affect RSVP
flows and reservations. Changes will happen whenever that flow
changes its Security Association. Such changes will occur when a
flowis rekeyed (i.e. to use a new key). Rekeying intervals are
typically set based on traffic levels, key size, threat environnent,
and crypto algorithmin use. Wen an SPI change occurs it will, in
nost cases, be necessary to update (send) the correspondi ng
SENDER_TEMPLATEs and FILTER SPECs. | PSEC i npl enentations, RSVP
applications, and RSVP end-station inplenentations will need to take
the possibility of changes of SPlI into account to ensure proper
reservation behavior. This issue is likely to be a tolerable, since
rekeying intervals are under the control of |ocal adm nistrators.

Many, if not most, RSVP sessions will not need to deal with this
rekeying i ssue. For those applications that do need to deal with
changes of SPIs during a session, the inpact of sendi ng new PATH and
RESV nessages will vary based on the reservation style being used.
Bui | ders of such applications may want to select reservation style
based on interaction with SPI changes.

The | east inpact of an SPI change will be to WF style reservations.
For such reservations, a new SENDER TEMPLATE will need to be sent,
but no new RESV is required. For SE style reservations, both a new
SENDER TEMPLATE and a new RESV will need to be sent. This will
result in changes to state, but should not affect data packet
delivery or actual resource allocation in any way. The FF style wll
be inpacted the nost. Like with SE, both PATH and RESV nessages wil |
need to be sent. But, since FF style reservations result in sender
receiving its own resource allocation, resources will be allocated
twice for a period of tine. O, even worse, there won't be enough
resources to support the new flow without first freeing the old flow

A way around this FF/ SPI-change probl em does exist. Applications
that want FF style reservations can use multiple SE reservations.
Each real sender woul d have a separate SESSI ON (vDstPort) definition
When it came tinme to switch SPIs, a shared reservation coul d be nmade

for the new SPI while the old SPI was still active. Once the new SPI
was in use, the old reservation could be torn down. This is |ess
than optimal, but will provide uninterrupted service for a set of

applications.
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Opti ons Consi der ed

Thi s sections reviews other approaches that were explored in
devel opi ng the described extensions. They are included here to
provi de additional context into the general problem Al listed
options were rejected by the working group

Four other options were considered:

1. UDP Encapsul ati on
Add a UDP header between the |IP and the | PSEC AH or ESP
headers.

2. Flowl D Header Encapsul ation
Add a new type of header between the IP and the | PSEC AH or
ESP headers.

3. I PSEC nodification
Modi fy | PSEC headers so that there are appropriate fields in
sane | ocation as UDP and TCP ports.
4. AH Transparency
Ski p over the Authentication Header packet classifier
processi ng.
UDP Encapsul ation

Since current SESSION and FILTER obj ect expect UDP or TCP ports,

1997

this

proposal says let’s just give it to them The basic concept is to

add a UDP port between the IP and AH ESP headers. The UDP ports

woul d provide the granularity of control that is need to associate

specific flows with reservations.

Source and destination ports would be used, as normal, in RSVP

session definition and control. The port fields would al so need
be used to identify the real transport |evel protocol (e.g. ESP)
bei ng used. Also since nany UDP ports are assigned as well known

ports, use of port nunbers would be limted. So, the port fields

woul d need to be used to unanbi guously identify 1) the next |eve
protocol, 2) the RSVP session, and 3) the RSVP reservation.

to

The advantages of this option is that no RSVP changes are required.
The di sadvantages is that, since the headers aren’t in the expected

| ocati on, RFC 1826 and RFC 1827 are vi ol at ed.
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A.2 Flow D Header Encapsul ation

[ This option was originally proposed by Greg Troxel <gdt@bn.conp.]

This option is very simlar to option 1, but is nore generic and
could be adopted as a standard solution. The notion is to use UDP
like ports for the sole purpose of flow identification. RSVP would
treat this new protocol exactly the same as UDP

The difference between this and UDP encapsul ation is in destination
host processing. The destination host would essentially ignore port
information and use a new field, protocol ID, to identify which
protocol should process the packet next. Sone exanples of protoco

I Ds correspond to TCP, UDP, ESP, or AH.

The format of the Fl owl D Header woul d be

Fom e e e oo oo - Fom e e e oo oo - Fom e e e oo oo - Fom e e e oo oo - +
| Source Port | Dest Port |
oo oo oo oo +
| Ver | Len | Protocol ID | Checksum |
Fom e e e e oo - Fom e e e e oo - Fom e e e e oo - Fom e e e e oo - +

1234567812345678123456781234561728

2 bytes source port 4 bits length-32 (2)
2 bytes dest port 8 bits protocol ID
4 bits version (1) 16 bits checksum

The advantage of this protocol is that flow identification is
separated fromall other protocol processing. The disadvantage is
that the addition of a header violates RFC 1826 and 1827, and al so

that applications using RSVP will need to add this extra header on
al | data packets whose transport headers do not have UDP/ TCP li ke
ports.

A.3 | PSEC Protocol Modification

The basic notion of this optionis to |eave RSVP as currently
specified and use the Security Association ldentifier (SPI) found in
the 1 PSEC headers for flow identification. There are two issues with
using the SPI. The first is that the SPI is located in the wong

| ocati on when using Authentication (AH). The second issue is howto
make use of the SPI

The first issue is easy to fix, but violates RFC 1826. UDP and TCP
have port assignnments in the first 4 bytes of their headers, each is
two bytes long, source comes first, then destination. The ESP header
has the SPI in the same | ocation as UDP/ TCP ports, the AH doesn't.
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The I P Aut henticati on Header has the follow ng syntax:

oo oo oo oo +
| Next Header | Length | RESERVED

Fom e e e oo - Fom e e e oo - Fom e e e oo - Fom e e e oo - +
| Security Paraneters |ndex

o o o o +
+ Aut hentication Data (variabl e nunber of 32-bit words) |
| |
Fom e e e oo - Fom e e e oo - Fom e e e oo - Fom e e e oo - +

1234567812345678123456781234561728

Sinply reversing the first 4 bytes with the SPI we will have the SP
in the location that RSVP expects. This would be non-standard, or
require a major (i.e. not backward compatible) change to RSVP 1826.

The second issue is howto make use of the SPI. Per the current RSVP
specification, the first two bytes of a flows SPI will need to be
carried in the PATH nessage and the second two bytes in the RESV
nessage. The biggest problemis that the SPI is nornally sel ected by
the receiver and is likely to be different for EACH sender. (There
is a special case where the same SPI is used by all senders in a

nmul ticast group. But this is a special case.) It is possible to
have the SPI selected prior to starting the RSVPsession. This wll
work for unicast and the special multicast case. But using this
approach neans that setup tine will usually be extended by at least 1
round trip tine. |Its not clear how to support SE and W style
reservati ons.

The advantage of this approach is no change to RSVP. The
di sadvantages are nodification to RFC1827 and linited support of RSVP
reservation styles.

A. 4 AH Transparency

The source of the RSVP support of |PSEC protocols problemis that the
real transport header is not in the expected | ocation. Wth ESP
packets, the real source and destination ports are encrypted and
therefore useless to RSVP. This is not the case for authentication
For AH, the real header just follows the Authentication Header. So,
it would be possible to use the real transport header for RSVP
session definition and reservation

To use the transport header, all that would need to be done is for
the flow classifier to skip over AHs before classifying packets. No
nodi fication to RSVP formats or setup processing would be required.
Applications woul d nake reservations based on transport (i.e., UDP or
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TCP) ports as usual

The advant ages of this approach are no changes to either | PSEC
protocols or RSVP formats. The mmjor disadvantage is that routers
and hosts nmust skip all AHs before classifying packets. The working

group decided that it was best to have a consistent solution for both
AH and ESP.

Berger & O Mal |l ey St andards Track [ Page 14]






