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| nt roducti on

The I P Authentication Header (AH) is used to provide connectionl ess
integrity and data origin authentication for I P datagrans (hereafter
referred to as just "authentication"), and to provide protection
agai nst replays. This latter, optional service my be sel ected, by
the receiver, when a Security Association is established. (Although
the default calls for the sender to increment the Sequence Number
used for anti-replay, the service is effective only if the receiver
checks the Sequence Nunber.) AH provides authentication for as nuch
of the I P header as possible, as well as for upper |evel protoco
data. However, sone |P header fields nmay change in transit and the
val ue of these fields, when the packet arrives at the receiver, may
not be predictable by the sender. The values of such fields cannot
be protected by AH. Thus the protection provided to the |IP header by
AH i s sonewhat pieceneal

AH may be applied alone, in conmbination with the |P Encapsul ating
Security Payload (ESP) [KA97b], or in a nested fashion through the
use of tunnel node (see "Security Architecture for the Internet
Protocol " [KA97a], hereafter referred to as the Security Architecture
docunent). Security services can be provided between a pair of
conmuni cati ng hosts, between a pair of conmunicating security

gat eways, or between a security gateway and a host. ESP may be used
to provide the same security services, and it also provides a
confidentiality (encryption) service. The primary difference between
the authentication provided by ESP and AH is the extent of the
coverage. Specifically, ESP does not protect any |P header fields
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unl ess those fields are encapsul ated by ESP (tunnel nobde). For nore
details on howto use AH and ESP in vari ous network environnents, see
the Security Architecture docunment [KA97a].

It is assumed that the reader is famliar with the ternms and concepts
described in the Security Architecture docunent. |In particular, the
reader should be famliar with the definitions of security services
of fered by AH and ESP, the concept of Security Associations, the ways
in which AH can be used in conjunction with ESP, and the different
key managenent options available for AH and ESP. (Wth regard to the
| ast topic, the current key managenent options required for both AH
and ESP are nmanual keying and automated keying via | KE [ HC98].)

The keywords MJST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD,
SHOULD NOT, RECOMMENDED, MAY, and OPTI ONAL, when they appear in this
docunent, are to be interpreted as described in RFC 2119 [Bra97].

2. Authenticati on Header For nat

The protocol header (IPv4, |1Pv6, or Extension) imediately preceding
the AH header will contain the value 51 in its Protocol (IPv4) or
Next Header (1Pv6, Extension) field [ STD 2].

0 1 2 3
01234567890123456789012345678901
s S S i I S R R e h T Tk e S S S o T S
| Next Header | Payload Len | RESERVED

B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| Security Parameters Index (SPI)

B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| Sequence Number Field

s S S i I S R R e h T Tk e S S S o T S
|

+

|
+-

|
Aut hentication Data (vari abl e) |
|
B s ok I S o e s ol I EIE R R R e S et I S S S S il ik i T B
The foll owi ng subsections define the fields that conprise the AH
format. Al the fields described here are mandatory, i.e., they are

al ways present in the AH format and are included in the Integrity
Check Value (1CV) conputation (see Sections 2.6 and 3. 3. 3).
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2.1 Next Header

The Next Header is an 8-bit field that identifies the type of the
next payl oad after the Authentication Header. The value of this
field is chosen fromthe set of IP Protocol Nunbers defined in the

nost recent "Assigned Nunmbers" [STD-2] RFC fromthe Internet Assigned

Nunbers Authority (1 ANA).
2.2 Payl oad Length

This 8-bit field specifies the length of AH in 32-bit words (4-byte
units), mnus "2". (Al |IPv6 extension headers, as per RFC 1883,
encode the "Hdr Ext Len" field by first subtracting 1 (64-bit word)
fromthe header | ength (neasured in 64-bit words). AHis an |Pv6
ext ensi on header. However, since its length is neasured in 32-bit
words, the "Payload Length" is calculated by subtracting 2 (32 bit
words).) In the "standard" case of a 96-bit authentication val ue
plus the 3 32-bit word fixed portion, this length field will be "4".
A "null" authentication algorithmnmay be used only for debuggi ng
purposes. Its use would result in a "1" value for this field for
|Pv4d or a "2" for IPv6, as there would be no correspondi ng

Aut hentication Data field (see Section 3.3.3.2.1 on "Authentication
Dat a Paddi ng").

2.3 Reserved

This 16-bit field is reserved for future use. It MJST be set to
"zero." (Note that the value is included in the Authentication Data
cal cul ation, but is otherwi se ignored by the recipient.)

2.4 Security Parameters Index (SPI)

The SPI is an arbitrary 32-bit value that, in conbination with the
destination |IP address and security protocol (AH), uniquely
identifies the Security Association for this datagram The set of
SPI values in the range 1 through 255 are reserved by the Internet
Assi gned Nunbers Authority (I ANA) for future use; a reserved SP
value will not normally be assigned by | ANA unless the use of the

assigned SPI value is specified in an RFC. It is ordinarily selected

by the destination system upon establishment of an SA (see the
Security Architecture docunment for nore details).

The SPI value of zero (0) is reserved for local, inplenentation-
specific use and MUST NOT be sent on the wire. For exanple, a key
managenent inpl enentati on MAY use the zero SPI value to nean "No
Security Association Exists" during the period when the |Psec

i mpl enent ati on has requested that its key management entity establish

a new SA, but the SA has not yet been established
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2.5 Sequence Nunber

Thi s unsigned 32-bit field contains a nonotonically increasing
counter val ue (sequence nunber). It is mandatory and is al ways
present even if the receiver does not elect to enable the anti-replay
service for a specific SA. Processing of the Sequence Nunmber field
is at the discretion of the receiver, i.e., the sender MJST al ways
transmt this field, but the receiver need not act upon it (see the
di scussi on of Sequence Nunber Verification in the "Inbound Packet
Processi ng" section bel ow).

The sender’s counter and the receiver’s counter are initialized to O
when an SA is established. (The first packet sent using a given SA
wi Il have a Sequence Nunmber of 1; see Section 3.3.2 for nore details
on how t he Sequence Nunber is generated.) |If anti-replay is enabled
(the default), the transmitted Sequence Number must never be all owed
to cycle. Thus, the sender’s counter and the receiver’s counter MJST
be reset (by establishing a new SA and thus a new key) prior to the
transm ssi on of the 2732nd packet on an SA

2.6 Authentication Data

3.

This is a variable-length field that contains the Integrity Check
Value (ICV) for this packet. The field nust be an integral multiple
of 32 bits in length. The details of the |ICV conputation are
described in Section 3.3.2 below This field may include explicit
paddi ng. This padding is included to ensure that the length of the
AH header is an integral multiple of 32 bits (1Pv4) or 64 bits
(IPv6). Al inplementations MJST support such padding. Details of
how to conmpute the required padding | ength are provided bel ow. The
aut hentication algorithm specification MJST specify the length of the
I CV and the conparison rules and processing steps for validation

Aut hent i cati on Header Processing

3.1 Authentication Header Location

Li ke ESP, AH nay be enployed in two ways: transport node or tunne
node. The former node is applicable only to host inplenentations and
provi des protection for upper |layer protocols, in addition to

sel ected I P header fields. (In this node, note that for "bunp-in-
the-stack” or "bunp-in-the-wire" inplenentations, as defined in the
Security Architecture docunent, inbound and outbound IP fragnments may
require an I Psec inplenentation to performextra IP

reassenbl y/fragnentation in order to both conformto this
specification and provide transparent |Psec support. Special care is
required to perform such operations within these inplenmentations when
nultiple interfaces are in use.)
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In transport node, AH is inserted after the | P header and before an
upper | ayer protocol, e.g., TCP, UDP, ICWP, etc. or before any other

| Psec headers that have already been inserted. |In the context of
I Pv4, this calls for placing AH after the | P header (and any options
that it contains), but before the upper layer protocol. (Note that

the term"transport"” node shoul d not be m sconstrued as restricting
its use to TCP and UDP. For exanple, an | CVP nessage MAY be sent
using either "transport" node or "tunnel" node.) The follow ng
diagramillustrates AH transport node positioning for a typical |Pv4
packet, on a "before and after" basis.

BEFORE APPLYI NG AH
IPv4d Jorig IP hdr | |
| (any options)| TCP | Data

IPv4 |orig IP hdr | | |
| (any options)| AH| TCP | Data
| <------- aut henticated ------- >|
except for mutable fields

In the I Pv6 context, AH is viewed as an end-to-end payl oad, and thus
shoul d appear after hop-by-hop, routing, and fragmentati on extension
headers. The destination options extensi on header(s) coul d appear
either before or after the AH header depending on the semantics
desired. The followi ng diagramillustrates AH transport node
positioning for a typical |IPv6 packet.

BEFORE APPLYI NG AH

| Pv6 | | ext hdrs | |
| orig IP hdr |if present| TCP | Data

| Pv6 | | hop- by- hop, dest*, | | dest | |
|orig IP hdr |routing, fragment. | AH| opt* | TCP | Data
| <---- authenticated except for nutable fields ----------- >
* = if present, could be before AH, after AH, or both

Kent & At kinson St andards Track [ Page 6]



RFC 2402 | P Aut henti cati on Header November 1998

ESP and AH headers can be conbined in a variety of nodes. The |Psec
Archi tecture docunent describes the conbinations of security
associ ati ons that must be supported.

Tunnel mode AH may be enployed in either hosts or security gateways
(or in so-called "bunp-in-the-stack” or "bunp-in-the-wre"

i npl enentations, as defined in the Security Architecture docunent).
Wien AH is inplenented in a security gateway (to protect transit
traffic), tunnel node must be used. In tunnel node, the "inner" IP
header carries the ultinmate source and destination addresses, while
an "outer"” |P header may contain distinct |P addresses, e.g.
addresses of security gateways. In tunnel node, AH protects the
entire inner | P packet, including the entire inner |IP header. The
position of AH in tunnel node, relative to the outer |IP header, is
the same as for AHin transport node. The follow ng di agram
illustrates AH tunnel node positioning for typical |IPv4 and | Pv6

packets.
IPv4d | new I P hdr* | | orig IP hdr* | |
| (any options)| AH | (any options) | TCP | Data
| <- authenticated except for nutable fields -->
| in the new I P hdr
| Pv6 | | ext hdrs*| | | ext hdrs*| |

|new P hdr*|if present| AH |orig IP hdr*|if present| TCP| Dat a|

| <-- authenticated except for mutable fields in new IP hdr ->

* = construction of outer |P hdr/extensions and nodification
of inner IP hdr/extensions is di scussed bel ow.

3.2 Authentication Al gorithns

The aut hentication al gorithmenployed for the I CV conputation is
specified by the SA. For point-to-point conmunication, suitable
aut hentication algorithns include keyed Message Aut hentication Codes
(MACs) based on symretric encryption algorithnms (e.g., DES) or on
one-way hash functions (e.g., MD5 or SHA-1). For multicast

conmuni cati on, one-way hash al gorithns conbined with asymetric
signature algorithns are appropriate, though perfornance and space
consi derations currently preclude use of such algorithns. The
mandat ory-t o-i npl enent aut hentication algorithns are described in
Section 5 "Conformance Requirenents”. Oher algorithms MAY be
support ed.
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3.3 CQutbound Packet Processing

In transport node, the sender inserts the AH header after the IP
header and before an upper |ayer protocol header, as described above.
In tunnel node, the outer and inner |P header/extensions can be
inter-related in a variety of ways. The construction of the outer IP
header/ ext ensi ons during the encapsul ati on process is described in
the Security Architecture docunent.

If there is nore than one | Psec header/extension required, the order
of the application of the security headers MJST be defined by
security policy. For sinplicity of processing, each | Psec header
SHOULD i gnore the existence (i.e., not zero the contents or try to
predict the contents) of |Psec headers to be applied later. (Wile a
native | P or bunp-in-the-stack inplenentation could predict the
contents of later |IPsec headers that it applies itself, it won't be
possible for it to predict any |IPsec headers added by a bump-in-the-
wire inplenmentation between the host and the network.)

3.3.1 Security Association Lookup

AH is applied to an outbound packet only after an |Psec

i mpl enentati on determ nes that the packet is associated with an SA
that calls for AH processing. The process of determ ning what, if
any, |Psec processing is applied to outbound traffic is described in
the Security Architecture docunent.

3.3.2 Sequence Number Generation

The sender’s counter is initialized to 0 when an SA is established.
The sender increnents the Sequence Nunber for this SA and inserts the
new val ue into the Sequence Nunber Field. Thus the first packet sent
using a given SA will have a Sequence Number of 1.

If anti-replay is enabled (the default), the sender checks to ensure
that the counter has not cycled before inserting the new value in the
Sequence Number field. |In other words, the sender MUST NOT send a
packet on an SA if doing so woul d cause the Sequence Nunber to cycle.
An attenpt to transnmit a packet that would result in Sequence Number
overflowis an auditable event. (Note that this approach to Sequence
Nunber managenent does not require use of nodular arithnetic.)

The sender assunes anti-replay is enabled as a default, unless
otherwi se notified by the receiver (see 3.4.3). Thus, if the counter
has cycled, the sender will set up a new SA and key (unless the SA
was configured with manual key nanagenent).
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If anti-replay is disabled, the sender does not need to nonitor or
reset the counter, e.g., in the case of manual key managenent (see
Section 5.) However, the sender still increnents the counter and when
it reaches the nmaxi num val ue, the counter rolls over back to zero.

3.3.3 Integrity Check Value Cal cul ation

The AH I CV is conputed over:

o | P header fields that are either immutable in transit or
that are predictable in value upon arrival at the endpoint
for the AH SA

o the AH header (Next Header, Payload Len, Reserved, SPI
Sequence Number, and the Authentication Data (which is set
to zero for this conputation), and explicit paddi ng bytes
(if any))

o the upper |evel protocol data, which is assuned to be
imutable in transit

3.3.3.1 Handling Mutable Fields

If a field may be nodified during transit, the value of the field is
set to zero for purposes of the ICV conputation. |If a fieldis

mut abl e, but its value at the (IPsec) receiver is predictable, then
that value is inserted into the field for purposes of the ICV

cal culation. The Authentication Data field is also set to zero in
preparation for this conputation. Note that by replacing each
field s value with zero, rather than omitting the field, alignment is
preserved for the ICV calculation. Also, the zero-fill approach
ensures that the length of the fields that are so handl ed cannot be
changed during transit, even though their contents are not explicitly
covered by the I CV

As a new extension header or IPv4 option is created, it will be
defined in its owmn RFC and SHOULD include (in the Security

Consi derations section) directions for howit should be handl ed when
calculating the AHICV. If the IP (v4 or v6) inplenentation
encounters an extension header that it does not recognize, it wll

di scard the packet and send an | CVP nessage. |Psec will never see
the packet. If the |IPsec inplenentation encounters an | Pv4 option
that it does not recognize, it should zero the whol e option, using
the second byte of the option as the Iength. [1Pv6 options (in
Destination extension headers or Hop by Hop extension header) contain
a flag indicating mutability, which deternines appropriate processing
for such options.
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3.3.3.1.1 ICV Conputation for |Pv4

3.3.3.1.1.1

Base Header Fi el ds

The | Pv4 base header fields are classified as foll ows:

| mmut abl e

Ver si on

I nternet Header Length

Total Length

I dentification

Protocol (This should be the value for AH.)

Sour ce Address

Destination Address (w thout | oose or strict source routing)

Mut abl e but predictable

Destination Address (with | oose or strict source routing)

Mut abl e (zeroed prior to I CV cal cul ation)

Type of Service (TOS)
Fl ags

Fragment O f set

Time to Live (TTL)
Header Checksum

TOS -- This field is excluded because some routers are known to
change the value of this field, even though the IP
speci fication does not consider TOS to be a nutabl e header
field.

Flags -- This field is excluded since an internediate router night
set the DF bit, even if the source did not select it.

Fragment Offset -- Since AHis applied only to non-fragnented IP
packets, the O fset Field nust always be zero, and thus it
is excluded (even though it is predictable).

TTL -- This is changed en-route as a nornal course of processing
by routers, and thus its value at the receiver is not
predi ctabl e by the sender.

Header Checksum -- This will change if any of these other fields

changes, and thus its val ue upon reception cannot be
predi cted by the sender
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3.3.3.1.1.2 Options

For I Pv4 (unlike IPv6), there is no nechanismfor tagging options as
mutable in transit. Hence the IPv4 options are explicitly listed in
Appendi x A and classified as i mutable, nutable but predictable, or
nmutable. For IPv4, the entire optionis viewed as a unit; so even
though the type and length fields within nost options are i mmutable
intransit, if an option is classified as nutable, the entire option
is zeroed for | CV conputation purposes.

3.3.3.1.2 1CV Conputation for |IPv6
3.3.3.1.2.1 Base Header Fields
The | Pv6 base header fields are classified as foll ows:

| mut abl e
Ver si on
Payl oad Length
Next Header (This should be the value for AH.)
Sour ce Address
Destinati on Address (w thout Routing Extension Header)

Mut abl e but predictable
Destination Address (with Routing Extension Header)

Mut abl e (zeroed prior to I CV cal cul ation)
d ass
Fl ow Label
Hop Limt

3.3.3.1.2.2 Extension Headers Containing Options

| Pv6 options in the Hop-by-Hop and Destinati on Extension Headers
contain a bit that indicates whether the option m ght change
(unpredictably) during transit. For any option for which contents
may change en-route, the entire "Option Data" field nust be treated
as zero-val ued octets when conputing or verifying the ICV. The
Option Type and Opt Data Len are included in the I CV cal cul ation

Al options for which the bit indicates imutability are included in
the 1CV calculation. See the |IPv6 specification [DHI5] for nore

i nformation.

3.3.3.1.2.3 Extension Headers Not Containing Options
The 1 Pv6 extensi on headers that do not contain options are explicitly

listed in Appendix A and classified as immutable, nutable but
predi ctabl e, or nutable.
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3.3.3.2 Padding
3.3.3.2.1 Authentication Data Padding

As nentioned in section 2.6, the Authentication Data field explicitly
i ncl udes padding to ensure that the AH header is a multiple of 32
bits (1Pvd4) or 64 bits (IPv6e). |If padding is required, its length is
determ ned by two factors:

- the length of the ICV
- the I P protocol version (v4 or v6)

For exanple, if the output of the selected algorithmis 96-bits, no
padding is required for either I1Pv4 or for |IPv6. However, if a
different length ICV is generated, due to use of a different

al gorithm then padding may be required depending on the | ength and

| P protocol version. The content of the padding field is arbitrarily
sel ected by the sender. (The padding is arbitrary, but need not be
randomto achi eve security.) These padding bytes are included in the
Aut hentication Data cal cul ation, counted as part of the Payl oad
Length, and transmitted at the end of the Authentication Data field
to enable the receiver to performthe I CV cal cul ati on.

3.3.3.2.2 Inplicit Packet Padding

For some authentication algorithnms, the byte string over which the

| CV conputation is performed nust be a multiple of a bl ocksize
specified by the algorithm If the I P packet |ength (including AH)
does not match the bl ocksize requirenents for the algorithm inplicit
paddi ng MUST be appended to the end of the packet, prior to ICV
conputation. The paddi ng octets MJUST have a val ue of zero. The

bl ocksi ze (and hence the length of the padding) is specified by the
al gorithm specification. This padding is not transmtted with the
packet. Note that MD5 and SHA-1 are viewed as having a 1-byte

bl ocksi ze because of their internal paddi ng conventions.

3.3.4 Fragnentation

If required, IP fragnmentation occurs after AH processing within an

| Psec inplenentation. Thus, transport node AH is applied only to
whol e I P datagrans (not to IP fragnents). An |P packet to which AH
has been applied may itself be fragnmented by routers en route, and
such fragnents nust be reassenbled prior to AH processing at a
receiver. In tunnel node, AHis applied to an | P packet, the payl oad
of which may be a fragnented | P packet. For exanple, a security
gateway or a "bunp-in-the-stack" or "bump-in-the-wire" |Psec

i mpl enentation (see the Security Architecture docunment for details)
may apply tunnel node AH to such fragments.
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3.4 Inbound Packet Processing

If there is nore than one | Psec header/extension present, the
processing for each one ignores (does not zero, does not use) any
| Psec headers applied subsequent to the header being processed.

3.4.1 Reassenbly

If required, reassenbly is performed prior to AH processing. |If a
packet offered to AH for processing appears to be an |IP fragnent,
i.e., the OFFSET field is non-zero or the MORE FRAGVENTS flag is set,
the receiver MJST discard the packet; this is an auditable event. The
audit log entry for this event SHOULD i nclude the SPI val ue,
date/tine, Source Address, Destination Address, and (in |IPv6) the

Fl ow I D.

NOTE: For packet reassenbly, the current |Pv4 spec does NOT require
either the zero'ing of the OFFSET field or the clearing of the MORE
FRAGMVENTS flag. |In order for a reassenbl ed packet to be processed by
| Psec (as opposed to discarded as an apparent fragnent), the |IP code
nmust do these two things after it reassenbles a packet.

3.4.2 Security Association Lookup

Upon recei pt of a packet containing an |IP Authenticati on Header, the
recei ver determines the appropriate (unidirectional) SA based on the
destination | P address, security protocol (AH), and the SPI. (This
process is described in nore detail in the Security Architecture
docunent.) The SA indi cates whether the Sequence Number field wll
be checked, specifies the algorithn(s) enployed for |ICV conputation
and indicates the key(s) required to validate the | CV

If no valid Security Association exists for this session (e.g., the
recei ver has no key), the receiver MIJST discard the packet; this is
an auditable event. The audit log entry for this event SHOULD
include the SPI value, date/time, Source Address, Destination
Address, and (in IPv6) the Flow ID.

3.4.3 Sequence Nunmber Verification

Al AH inpl ementati ons MJST support the anti-replay service, though
its use may be enabl ed or disabled by the receiver on a per-SA basis.
(Note that there are no provisions for managi ng transmtted Sequence
Nunber val ues anmong nultiple senders directing traffic to a single SA
(irrespective of whether the destination address is unicast,
broadcast, or multicast). Thus the anti-replay service SHOULD NOT be
used in a nulti-sender environnment that enploys a single SA)
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If the receiver does not enable anti-replay for an SA, no inbound
checks are perforned on the Sequence Nunmber. However, fromthe
perspective of the sender, the default is to assume that anti-replay
is enabled at the receiver. To avoid having the sender do
unnecessary sequence nunber nonitoring and SA setup (see section
3.3.2), if an SA establishnment protocol such as IKE is enployed, the
recei ver SHOULD notify the sender, during SA establishnent, if the
receiver will not provide anti-replay protection

If the receiver has enabled the anti-replay service for this SA the
recei ver packet counter for the SA MIST be initialized to zero when
the SA is established. For each received packet, the receiver MJST
verify that the packet contains a Sequence Nunber that does not
duplicate the Sequence Nunber of any other packets received during
the life of this SA. This SHOULD be the first AH check applied to a
packet after it has been matched to an SA, to speed rejection of
dupl i cat e packets.

Duplicates are rejected through the use of a sliding receive w ndow.
(How the window is inplenmented is a local matter, but the follow ng
text describes the functionality that the inplenentation rnust
exhibit.) A MN MM w ndow size of 32 MJST be supported; but a

wi ndow size of 64 is preferred and SHOULD be enpl oyed as the default.
Anot her wi ndow size (larger than the M NIMJUM MNAY be chosen by the
receiver. (The receiver does NOT notify the sender of the w ndow

si ze.)

The "right" edge of the wi ndow represents the highest, validated
Sequence Nunber val ue received on this SA. Packets that contain
Sequence Numbers |ower than the "left" edge of the wi ndow are
rejected. Packets falling within the wi ndow are checked agai nst a
list of received packets within the window. An efficient nmeans for
perform ng this check, based on the use of a bit nmask, is described
in the Security Architecture documnent.

If the received packet falls within the window and is new, or if the
packet is to the right of the window, then the receiver proceeds to
ICV verification. |If the ICV validation fails, the receiver MJST

di scard the received | P datagramas invalid; this is an auditable
event. The audit log entry for this event SHOULD i ncl ude the SP

val ue, date/time, Source Address, Destination Address, the Sequence
Nunber, and (in IPv6) the Flow ID. The receive w ndow i s updated
only if the ICV verification succeeds.
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DI SCUSSI ON:

Note that if the packet is either inside the window and new, or is
out side the wi ndow on the "right" side, the receiver MJST

aut henticate the packet before updating the Sequence Number w ndow
dat a.

3.4.4 Integrity Check Value Verification

The recei ver computes the | CV over the appropriate fields of the
packet, using the specified authentication algorithm and verifies
that it is the sane as the ICV included in the Authentication Data
field of the packet. Details of the conputation are provided bel ow

If the conputed and received ICV's match, then the datagramis valid,
and it is accepted. |If the test fails, then the receiver MJST

di scard the received I P datagramas invalid; this is an auditable
event. The audit |l og entry SHOULD i ncl ude the SPI val ue, date/tine
recei ved, Source Address, Destination Address, and (in |IPv6) the Flow
I D.

DI SCUSSI ON

Begin by saving the ICV value and replacing it (but not any

Aut hentication Data padding) with zero. Zero all other fields
that may have been nodified during transit. (See section 3.3.3.1
for a discussion of which fields are zeroed before performing the
ICV calculation.) Check the overall length of the packet, and if
it requires inplicit padding based on the requirenents of the

aut hentication algorithm append zero-filled bytes to the end of
the packet as required. Performthe |ICV conputation and comnpare
the result with the saved val ue, using the conparison rules
defined by the algorithmspecification. (For exanple, if a

di gital signature and one-way hash are used for the I CV
conput ati on, the matchi ng process is nore conpl ex.)

4. Auditing

Not all systens that inplenent AH will inplenent auditing. However,
if AHis incorporated into a systemthat supports auditing, then the
AH i mpl enent ati on MJUST al so support auditing and MJST all ow a system
adm nistrator to enable or disable auditing for AH  For the nost
part, the granularity of auditing is a |local matter. However,

several auditable events are identified in this specification and for
each of these events a mninum set of information that SHOULD be
included in an audit log is defined. Additional information also MAY
be included in the audit log for each of these events, and additiona
events, not explicitly called out in this specification, also MAY
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result in audit log entries. There is no requirenent for the
receiver to transmt any nessage to the purported sender in response
to the detection of an auditable event, because of the potential to
i nduce deni al of service via such action

5. Conformance Requirenents

| npl enent ations that claimconfornmance or conpliance with this
specification MUST fully inplenent the AH syntax and processing
descri bed here and MJST comply with all requirements of the Security
Architecture document. |If the key used to conpute an ICV is manually
di stributed, correct provision of the anti-replay service would
require correct maintenance of the counter state at the sender, unti
the key is replaced, and there likely would be no automated recovery
provision if counter overflow were inmnent. Thus a conpliant

i mpl enent ati on SHOULD NOT provide this service in conjunction with
SAs that are manually keyed. A compliant AH inplementation MJST
support the foll owi ng nandatory-to-inpl enent al gorithns:

- HVAC with MD5 [ M397a]
- HMAC with SHA-1 [ M®7b]

6. Security Considerations

Security is central to the design of this protocol, and these
security considerations perneate the specification. Additiona
security-rel evant aspects of using the |IPsec protocol are discussed
in the Security Architecture docunent.

7. Differences from RFC 1826

This specification of AH differs from RFC 1826 [ ATKO5] in severa

i mportant respects, but the fundanmental features of AH renain intact.
One goal of the revision of RFC 1826 was to provide a conplete
framework for AH, with ancillary RFCs required only for algorithm
specification. For exanple, the anti-replay service is now an
integral, nmandatory part of AH, not a feature of a transform defined
in another RFC. Carriage of a sequence nunber to support this
service is nowrequired at all tines. The default algorithns
required for interoperability have been changed to HVAC with MD5 or
SHA-1 (vs. keyed MD5), for security reasons. The list of |Pv4 header
fields excluded fromthe I CV conputation has been expanded to include
the OFFSET and FLAGS fi el ds.

Anot her notivation for revision was to provide additional detail and
clarification of subtle points. This specification provides

rati onal e for exclusion of selected | Pv4 header fields from AH
coverage and provi des exanples on positioning of AHin both the IPv4
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and v6 contexts. Auditing requirenents have been clarified in this
version of the specification. Tunnel node AH was mentioned only in
passing in RFC 1826, but now is a nandatory feature of AH.

Di scussion of interactions with key nmanagenment and with security

| abel s have been noved to the Security Architecture docunent.
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Appendi x A -- Mutability of | P Options/Extension Headers
Al. | Pv4 Options

This table shows how the 1 Pv4 options are classified with regard to
"mutability". Were tw references are provided, the second one
supercedes the first. This table is based in part on infornmation
provi ded in RFC1700, "ASSI GNED NUMBERS', (Cctober 1994).

Opt .
Copy Class # Nane Ref er ence
| MMUTABLE -- included in ICV cal culation
0 ©O 0 End of Options List [ RFC791]
0 ©O 1 No Operati on [ RFC791]
1 0 2 Security [ RFC1108( hi storic but in use)]
1 0 5 Ext ended Security [ RFC1108( historic but in use)]
1 0 6 Conmmercial Security [expired I-D, now US ML STD]
1 0 20 Router Alert [ RFC2113]
1 0 21 Sender Directed Milti- [ RFC1770]
Destination Delivery
MJUTABLE -- zeroed
1 0 3 Loose Source Route [ RFC791]
0o 2 4 Time Stanp [ RFC791]
0 0 7 Record Route [ RFC791]
1 0 9 Strict Source Route [ RFC791]
0 2 18 Traceroute [ RFC1393]
EXPERI MENTAL, SUPERCEDED -- zeroed
1 0 8 Stream|D [ RFC791, RFC1122 (Host Req)]
0 O 11 MruU Probe [ RFC1063, RFC1191 (PMIU)]
0 O 12 MU Reply [ RFC1063, RFC1191 (PMIU)]
1 0 17 Extended Internet Proto [ RFC1385, RFC1883 (1 Pv6)]
0 0 10 Experinental Measurement [ZSu]
1 2 13 Experinental Flow Control [Finn]
1 0 14 Experinental Access Ctl [Estrin]
0 0 15 2?2?77 [ Ver St eeq]
1 0 16 IM Traffic Descriptor [ Lee]
1 0 19 Address Extension [Ulmann | Pv7]

NOTE: Use of the Router Alert option is potentially inconpatible with
use of IPsec. Although the option is immutable, its use inplies that
each router along a packet’'s path will "process" the packet and
consequently m ght change the packet. This would happen on a hop by
hop basis as the packet goes fromrouter to router. Prior to being
processed by the application to which the option contents are
directed, e.g., RSVP/IGW, the packet should encounter AH processing.
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However, AH processing would require that each router along the path
is a nenber of a multicast-SA defined by the SPI. This m ght pose
probl ems for packets that are not strictly source routed, and it
requires multicast support techni ques not currently avail able.

NOTE: Addition or renoval of any security labels (BSO ESO ClPSO by
systens along a packet’s path conflicts with the classification of
these IP Options as immutable and is inconpatible with the use of

| Psec.

NOTE: End of Options List options SHOULD be repeated as necessary to
ensure that the | P header ends on a 4 byte boundary in order to
ensure that there are no unspecified bytes which could be used for a
covert channel

A2. | Pv6 Extensi on Headers

This table shows how the | Pv6 Extension Headers are classified with
regard to "mutability".

Opt i on/ Ext ensi on Nane Ref er ence
MUTABLE BUT PREDI CTABLE -- included in ICV cal cul ation
Routing (Type 0) [ RFC1883]
BI T | NDI CATES | F OPTION | S MUTABLE ( CHANGES UNPREDI CTABLY DURI NG TRANSI T)
Hop by Hop options [ RFC1883]
Destinati on options [ RFC1883]
NOT APPLI CABLE
Fragment ati on [ RFC1883]
Options -- | Pv6 options in the Hop-by-Hop and Desti nation

Ext ensi on Headers contain a bit that indicates whether the
option m ght change (unpredictably) during transit. For
any option for which contents nmay change en-route, the
entire "Option Data" field nmust be treated as zero-val ued
octets when conputing or verifying the ICV. The Option
Type and Opt Data Len are included in the ICV cal cul ation
Al options for which the bit indicates imutability are
included in the 1CV calculation. See the |IPv6
specification [DH95] for nore information.

Routing (Type 0) -- The I Pv6 Routing Header "Type 0" will
rearrange the address fields within the packet during
transit fromsource to destination. However, the contents
of the packet as it will appear at the receiver are known
to the sender and to all internedi ate hops. Hence, the
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| Pv6 Routing Header "Type 0" is included in the
Aut hentication Data cal cul ation as mutabl e but predictable.
The sender nust order the field so that it appears as it
will at the receiver, prior to perfornming the | CV
conput at i on.
Fragmentation -- Fragnentation occurs after outbound | Psec

Ref er ences

[ ATK95]

[ Bra9g7]

[ DHOS]

[ HCO8]

[ KA97a]

[ KA97D]

processing (section 3.3) and reassenbly occurs before

i nbound | Psec processing (section 3.4). So the
Fragment ati on Extension Header, if it exists, is not seen
by | Psec.

Note that on the receive side, the I P inplenmentation could
| eave a Fragnentation Extension Header in place when it
does re-assenbly. If this happens, then when AH receives
the packet, before doing | CV processing, AH MJST "renove"
(or skip over) this header and change the previous header’s
“Next Header" field to be the "Next Header" field in the
Fragment ati on Ext ensi on Header

Note that on the send side, the IP inplenmentation could
give the I Psec code a packet with a Fragnentation Extension
Header with Offset of O (first fragment) and a Mre
Fragments Flag of O (last fragment). |[If this happens, then
bef ore doing I CV processing, AH MJST first "renove" (or
skip over) this header and change the previous header’s
"Next Header" field to be the "Next Header" field in the
Fragment ati on Ext ensi on Header
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