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Abst r act

Secure DNS is based on cryptographic techni ques. A necessary part of
the strength of these techniques is careful attention to the
operational aspects of key and signature generation, lifetine, size,
and storage. |In addition, special attention nmust be paid to the
security of the high |level zones, particularly the root zone. This
docunent discusses these operational aspects for keys and signatures
used in connection with the KEY and SI G DNS resource records.
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1. Introduction

Thi s docunent describes operational considerations for the
generation, lifetime, size, and storage of DNS cryptographic keys and
signatures for use in the KEY and SIG resource records [RFC 2535].
Particular attention is paid to high | evel zones and the root zone.

2. Public/Private Key Generation

Careful generation of all keys is a sonetinmes overl ooked but

absol utely essential elenment in any cryptographically secure system
The strongest algorithns used with the |ongest keys are still of no
use if an adversary can guess enough to | ower the size of the likely
key space so that it can be exhaustively searched. Technica
suggestions for the generation of randomkeys will be found in [ RFC
1750] .

Long term keys are particularly sensitive as they will represent a
nore val uabl e target and be subject to attack for a |onger tine than
short period keys. It is strongly recommended that |ong term key
generation occur off-line in a manner isolated fromthe network via
an air gap or, at a mnimum high |Ievel secure hardware.

3. Public/Private Key Lifetines
No key shoul d be used forever. The longer a key is in use, the

greater the probability that it will have been conprom sed through
carel essness, accident, espionage, or cryptanalysis. Furthernore, if
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key rollover is a rare event, there is an increased risk that, when
the tinme does cone to change the key, no one at the site wll
renmenmber how to do it or operational problenms will have devel oped in
the key rollover procedures.

While public key lifetime is a matter of |ocal policy, these
considerations inply that, unless there are extraordinary
circunstances, no long termkey should have a lifetime significantly
over four years. |In fact, a reasonable guideline for |ong termkeys
that are kept off-line and carefully guarded is a 13 nonth lifetine
with the intent that they be replaced every year. A reasonable

maxi mum lifetinme for keys that are used for transaction security or
the like and are kept on line is 36 days with the intent that they be
repl aced monthly or nore often. |In nany cases, a key lifetine of
somewhat over a day may be reasonabl e.

On the other hand, public keys with too short a lifetine can lead to
excessi ve resource consunption in re-signing data and retrieving
fresh informati on because cached information becones stale. In the
Internet environnent, alnost all public keys should have lifetines no
shorter than three m nutes, which is a reasonable estimte of maxi num
packet delay even in unusual circunstances.

4. Public/Private Key Size Considerations

There are a nunber of factors that effect public key size choice for
use in the DNS security extension. Unfortunately, these factors
usually do not all point in the sane direction. Choice of zone key
size shoul d generally be nmade by the zone adm ni strator dependi ng on
their local conditions.

For nmost schenes, |arger keys are nore secure but slower. In
addition, larger keys increase the size of the KEY and SIG RRs. This
i ncreases the chance of DNS UDP packet overflow and the possible
necessity for using higher overhead TCP in responses.

4.1 RSA Key Sizes

G ven a small public exponent, verification (the nost comon
operation) for the MD5/RSA algorithmw Il vary roughly with the
square of the nodulus length, signing will vary with the cube of the
nodul us | ength, and key generation (the | east common operation) wll
vary with the fourth power of the nodulus |ength. The current best
algorithnms for factoring a nodul us and breaki ng RSA security vary
roughly with the 1.6 power of the nodulus itself. Thus going froma
640 bit modulus to a 1280 bit nodulus only increases the verification
time by a factor of 4 but may increase the work factor of breaking
the key by over 27900.
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The recomended m ni mum RSA al gorithm nodul us size is 704 bits which
is believed by the author to be secure at this time. But high |eve
zones in the DNS tree nmay wish to set a higher mininum perhaps 1000
bits, for security reasons. (Since the United States Nationa
Security Agency generally permts export of encryption systems using
an RSA nodulus of up to 512 bits, use of that small a nodulus, i.e.
n, must be consi dered weak.)

For an RSA key used only to secure data and not to secure other keys,
704 bits should be adequate at this tine.

4.2 DSS Key Sizes

DSS keys are probably roughly as strong as an RSA key of the sane
| ength but DSS signhatures are significantly smaller.

5. Private Key Storage

It is recormended that, where possible, zone private keys and the
zone file nmaster copy be kept and used in off-Iine, non-network
connected, physically secure machines only. Periodically an
application can be run to add authentication to a zone by adding SIG
and NXT RRs and addi ng no-key type KEY RRs for subzones/al gorithns
where a real KEY RR for the subzone with that algorithmis not

provi ded. Then the augnmented file can be transferred, perhaps by
sneaker-net, to the networked zone prinmary server nachine.

The idea is to have a one way information flow to the network to
avoid the possibility of tanmpering fromthe network. Keeping the
zone master file on-line on the network and sinply cycling it through
an off-l1ine signer does not do this. The on-line version could stil
be tanpered with if the host it resides on is conprom sed. For

maxi mum security, the master copy of the zone file should be off net
and shoul d not be updated based on an unsecured network mnedi ated
conmuni cati on.

This is not possible if the zone is to be dynam cally updated
securely [RFC 2137]. At least a private key capabl e of updating the
SOA and NXT chain must be on line in that case.

Secure resolvers nust be configured with sone trusted on-line public
key information (or a secure path to such a resolver) or they will be
unable to authenticate. Although on Iline, this public key

i nformati on nmust be protected or it could be altered so that spoofed
DNS data woul d appear authenti c.
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Non- zone private keys, such as host or user keys, generally have to
be kept on line to be used for real-tinme purposes such as DNS
transaction security.

6. Hi gh Level Zones, The Root Zone, and The Mt a- Root Key

Hi gher | evel zones are generally nore sensitive than | ower |eve
zones. Anyone controlling or breaking the security of a zone thereby
obtains authority over all of its subdomains (except in the case of
resol vers that have locally configured the public key of a
subdormai n). Therefore, extra care should be taken with high | eve
zones and strong keys used.

The root zone is the nost critical of all zones. Someone controlling
or conprom sing the security of the root zone would control the
entire DNS name space of all resolvers using that root zone (except
in the case of resolvers that have locally configured the public key
of a subdomain). Therefore, the utnobst care nust be taken in the
securing of the root zone. The strongest and nost carefully handl ed
keys should be used. The root zone private key shoul d al ways be kept
of f |ine.

Many resolvers will start at a root server for their access to and
aut hentication of DNS data. Securely updating an enornopus popul ation
of resolvers around the world will be extrenely difficult. Yet the
guidelines in section 3 above would inply that the root zone private
key be changed annually or nore often and if it were staticly
configured at all these resolvers, it would have to be updated when
changed.

To permt relatively frequent change to the root zone key yet

m nim ze exposure of the ultimate key of the DNS tree, there will be
a "meta-root" key used very rarely and then only to sign a sequence
of regular root key RRsets with overlapping tine validity periods
that are to be rolled out. The root zone contains the nmeta-root and
current regular root KEY RR(s) signed by SIG RRs under both the
neta-root and other root private key(s) thensel ves.

The utnost security in the storage and use of the neta-root key is
essential. The exact techniques are precautions to be used are
beyond the scope of this docunment. Because of its special position
it may be best to continue with the same neta-root key for an

ext ended period of time such as ten to fifteen years.

7. Security Considerations

The entirety of this docunent is concerned with operationa
consi derations of public/private key pair DNS Security.
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Ful | Copyright Statenent
Copyright (C The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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