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Abst r act

BGP-4 Mul tiprotocol Extensions [BGP-MP] defines the format of two BGP
attributes (MP_REACH NLRI and MP_UNREACH NLRI) that can be used to
announce and w t hdraw t he announcement of reachability information.
Thi s docunent defines how compliant systenms shoul d nake use of those
attributes for the purpose of conveying IPv6 routing infornmation.

1. Introduction

The BGP-4 protocol [BGP-4] in particular, and path vector routing
protocols in general, are nostly independent of the particul ar
Address Family for which the protocol is being used.

I Pv6 falls under the generic category of protocols for which BGP-4 is
suitabl e and, unless stated otherwise in this docunent, the BGP-4
procedures to apply when using BGP-4 to carry |Pv6 reachability
information are those defined in [BGP-4] and in subsequent docunents
that extend or update the BGP-4 specification

In terms of routing information, the nost significant difference
between |1 Pv6 and | Pv4 (for which BGP was originally designed) is the
fact that IPv6 introduces scoped uni cast addresses and defines
particul ar situations when a particul ar address scope nust be used.
Thi s docunent concerns itself essentially with the necessary rules to
accommodat e | Pv6 address scope requirenents.
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2.

| Pv6 Address Scopes

| Pv6 defines 3 unicast address scopes [ADDR-ARCH]: gl obal, site-loca
and link-local. Site-local addresses are non-link-1ocal address which
are valid within the scope of a "site" and cannot be exported beyond
it. As this docunment nakes no assunption on the characteristics of a
particular routing realmwhere BGP-4 is used, it nmakes no distinction
bet ween gl obal and site-local addresses and refers to both as
"global" or "non-link-local". Network administrators nust however
respect address scope restrictions and should be aware that the
concepts of a BGP-4 routing domain and "site" are orthogonal notions
and that they may or may not coincide in a given situation

Conpani on |1 Pv6 specifications further define that only link-1oca
address can be used when generating | CMP Redirect Messages [ND] and
as next hop addresses in some routing protocols (eg. RIPng [RIP]).

This restrictions does inply that an IPv6 router nust have a |ink-

| ocal next hop address for all directly connected routes (routes for
whi ch the given router and the next hop router share a conmpn subnet
prefix).

Li nk-1 ocal addresses are not, however, well suited to be used as next
hop attributes in BGP-4 given the rules defined for this attribute in
the protocol specification [BGP-4].

For the above reasons, when BGP-4 is used to convey |Pv6 reachability
information it is sonetimes necessary to announce a next hop
attribute that consists of a global address and a |ink-1ocal address.
The foll owi ng section describes the rules that should be foll owed
when constructing the Network Address of Next Hop field of an
MP_REACH NLRI attribute.

Constructing the Next Hop field

A BGP speaker shall advertise to its peer in the Network Address of
Next Hop field the global 1Pv6 address of the next hop, potentially
foll owed by the link-local |Pv6 address of the next hop

The val ue of the Length of Next Hop Network Address field on a
MP_REACH NLRI attribute shall be set to 16, when only a gl oba

address is present, or 32 if a link-local address is also included in
the Next Hop field.

The link-l1ocal address shall be included in the Next Hop field if and
only if the BGP speaker shares a comon subnet with the entity
identified by the global IPv6 address carried in the Network Address
of Next Hop field and the peer the route is being advertised to.
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In all other cases a BGP speaker shall advertise to its peer in the
Net wor k Address field only the gl obal |Pv6 address of the next hop
(the value of the Length of Network Address of Next Hop field shal
be set to 16).

As a consequence, a BGP speaker that advertises a route to an
i nternal peer may nodify the Network Address of Next Hop field by
renmovi ng the link-1ocal |Pv6 address of the next hop

4. Transport

TCP connections, on top of which BGP-4 nessages are exchanged, can be
established either over I1Pv4 or IPv6. Wiile BGP-4 itself is

i ndependent of the particular transport used it derives inplicit
configuration information fromthe address used to establish the
peering session. This information (the network address of a peer) is
taken in account in the route dissem nation procedure. Thus, when
using TCP over IPv4 as a transport for IPv6 reachability informtion,
additional explicit configuration of the peer’s network address is
required.

Note that the information referred above is distinct fromthe BGP
Identifier used in the BG-4 tie breaking procedure. The BGP
Identifier is a 32 bit unsigned integer exchanged between two peers
at session establishnent tinme, within an OPEN nessage. This is a
system wi de val ue determi ned at startup which nust be unique in the
networ k and should be derived froman | Pv4 address regardl ess of the
networ k protocol (s) a particular BG4 instance is configured to
convey at a given nonent.

The use of TCP over |Pv6 as transport protocol for |IPv6 reachability
i nformati on al so has the advantage of providing explicit confirmation
of I Pv6 network reachability between two peers.

5. Security Considerations
The extensions defined in this docunent allow BGP to propagate
reachability information about |Pv6 routes. As such, no new security
i ssues are raised beyond those that already exist in BGP-4 and its
use with | Pv4.
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9.

Ful | Copyright Statenent
Copyright (C The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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