Net wor k Wor ki ng G oup Editors of this version

Request for Comments: 2579 K. Mcd oghrie
STD: 58 Cisco Systemns
Obsol etes: 1903 D. Perkins
Cat egory: Standards Track SNWVPi nf o

J. Schoenwael der
TU Braunschwei g
Aut hors of previous version:
J. Case
SNVP Resear ch
K. Mcd oghrie
Ci sco Systemns
M Rose
First Virtual Hol dings
S. Wal dbusser
I nternati onal Network Services
April 1999

Textual Conventions for SMv2

Status of this Menp

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents.
Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenmo is unlimted.

O ficial

Copyri ght Notice

Pl ease refer to the current edition of the "Internet

Copyright (C The Internet Society (1999). Al Rights Reserved.

Tabl e of Contents

1 INntroduCti ON ... 2
1.1 A Note on Termnology .........c e 2
2 DefinitiONS ... 2
3 Mapping of the TEXTUAL-CONVENTION MBCIO . ........ouivvunnn.. 20
3.1 Mapping of the DI SPLAY-HINT clause ............. . ... ....... 21
3.2 Mapping of the STATUS clause ........... ... ... 22
3.3 Mapping of the DESCRIPTION clause ............. .. ... ... 23
3.4 Mapping of the REFERENCE clause ................. ... 23
3.5 Mapping of the SYNTAX clause ......... ... ... 23
4 Sub-typing of Textual Conventions ................ ... ... ..... 23
5 Revising a Textual Convention Definition ..................... 23
McC oghrie, et al. St andards Track [ Page 1]



RFC 2579 Textual Conventions for SMv2 April 1999

6 Security Considerati ONS .. ... ... .. 24

7 Editors’ AddresSSes . ...t 25

8 Ref Br BNCES . .. o 25

9 Full Copyright Statement ......... .. .. . ... 26
1. Introduction

Managenent information is viewed as a collection of nanaged objects,
residing in a virtual information store, terned the Managenent
Informati on Base (MB). Collections of related objects are defined
in MB nodul es. These nodules are witten using an adapted subset of
OSl’s Abstract Syntax Notation One, ASN.1 (1988) [1], terned the
Structure of Managenent Information (SM) [2].

When designing a MB nodule, it is often useful to define new types
simlar to those defined in the SM. |In conparison to a type defined
in the SM, each of these new types has a different nane, a simlar
syntax, but a nore precise semantics. These newWy defined types are
terned textual conventions, and are used for the conveni ence of

humans reading the MB nodule. It is the purpose of this docunent to
define the initial set of textual conventions available to all MB
nodul es.

nj ects defined using a textual convention are always encoded by
means of the rules that define their primtive type. However,
textual conventions often have special semantics associated with
them As such, an ASN. 1 nacro, TEXTUAL- CONVENTION, is used to
conci sely convey the syntax and semantics of a textual convention

1.1. A Note on Term nol ogy

For the purpose of exposition, the original Structure of Managenent
Information, as described in RFCs 1155 (STD 16), 1212 (STD 16), and
RFC 1215, is termed the SM version 1 (SMv1l). The current version
of the Structure of Managenment Information is terned SM version 2
(SMv2).

2. Definitions

SNWVPv2-TC DEFINITIONS ::= BEG N
| MPORTS
Ti meTi cks FROM SNWPv2- SM ;

-- definition of textual conventions

TEXTUAL- CONVENTI ON MACRO : : =
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BEGQ N
TYPE NOTATION :: =
Di spl ayPart
"STATUS" St atus
"DESCRI PTI ON' Text
Ref er Par t
" SYNTAX" Synt ax

VALUE NOTATION :: =

val ue( VALUE Synt ax) -- adapted ASN. 1
Di spl ayPart ::=
" DI SPLAY- HI NT" Text
| enpty
St at us =
"“current"
| "deprecated"
| "obsol ete"
ReferPart ::=
"REFERENCE" Text
| enpty
-- a character string as defined in [2]
Text ::= value(lA5String)
Syntax ::= -- Must be one of the follow ng:

-- a base type (or its refinement), or
-- a BITS pseudo-type

type
| "BITS" "{" NanmedBits "}"
NamedBits ::= NanedBit
| NanedBits "," NanmedBit
NanedBit ::= identifier "(" nunber ")" -- nunber is nonnegative
END
Di splayString ::= TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "255a"
STATUS current
DESCRI PTI ON

"Represents textual information taken fromthe NVT ASCI
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character set, as defined in pages 4, 10-11 of RFC 854.
To summari ze RFC 854, the NVT ASCI| repertoire specifies:

- the use of character codes 0-127 (decimal)

the graphics characters (32-126) are interpreted as
US ASCI |

- NUL, LF, CR BEL, BS, HT, VT and FF have the specia
nmeani ngs specified in RFC 854

- the other 25 codes have no standard interpretation
- the sequence 'CR LF neans new i ne
- the sequence 'CR NUL' means carriage-return

- an 'LF not preceded by a 'CR neans noving to the
sane colum on the next |ine.

- the sequence 'CR x' for any x other than LF or NUL is
illegal. (Note that this also neans that a string may
end with either "CR LF or "CR NUL', but not with CR)

Any obj ect defined using this syntax nay not exceed 255
characters in length."

SYNTAX OCTET STRING (S| ZE (0. . 255))
PhysAddress ::= TEXTUAL- CONVENTI ON

DI SPLAY- HI NT "1x:"

STATUS current

DESCRI PTI ON

"Represents nedia- or physical-level addresses."

SYNTAX OCTET STRI NG
MacAddr ess ::= TEXTUAL- CONVENTI ON

Dl SPLAY- HI NT "1x:"

STATUS current

DESCRI PTI ON

"Represents an 802 MAC address represented in the

‘canoni cal’ order defined by |IEEE 802.1a, i.e., as if it

were transmitted |l east significant bit first, even though

802.5 (in contrast to other 802.x protocols) requires MAC

addresses to be transmitted nost significant bit first."
SYNTAX OCTET STRING (SI ZE (6))
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Trut hVal ue :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"Represents a bool ean val ue. "
SYNTAX | NTEGER { true(1), false(2) }
Test Andl ncr :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"Represents integer-valued information used for atonic
operations. Wen the managenent protocol is used to specify
that an object instance having this syntax is to be
nodi fi ed, the new val ue supplied via the nanagenent protoco
nust precisely match the value presently held by the
instance. |If not, the nanagenent protocol set operation
fails with an error of ‘inconsistentValue’. Oherwi se, if
the current value is the nmaxi num value of 2731-1 (2147483647
decimal ), then the value held by the instance is wapped to
zero; otherw se, the value held by the instance is
i ncrenented by one. (Note that regardl ess of whether the
managenent protocol set operation succeeds, the variable-
bi nding in the request and response PDUs are identical.)
The val ue of the ACCESS cl ause for objects having this
syntax is either ‘read-wite’ or ‘read-create’. Wen an
i nstance of a colummar object having this syntax is created,
any val ue may be supplied via the nmanagenent protocol
When the network managenent portion of the systemis re-
initialized, the value of every object instance having this
syntax must either be increnented fromits value prior to
the re-initialization, or (if the value prior to the re-
initialization is unknown) be set to a pseudo-randomy
generated val ue."
SYNTAX | NTEGER (0. .2147483647)
Aut ononmousType :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"Represents an independently extensible type identification
value. It may, for exanple, indicate a particular sub-tree
with further MB definitions, or define a particul ar type of
prot ocol or hardware."
SYNTAX OBJECT | DENTI FI ER
I nst ancePoi nter ::= TEXTUAL- CONVENTI ON
STATUS obsol et e
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DESCRI PTI ON
"A pointer to either a specific instance of a MB object or
a conceptual row of a MB table in the managed device. In
the latter case, by convention, it is the nanme of the
particul ar instance of the first accessible col umar object
in the conceptual row.

The two uses of this textual convention are replaced by
Vari abl ePoi nter and RowPoi nter, respectively."

SYNTAX OBJECT | DENTI FI ER
Vari abl ePoi nter ::= TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON

"A pointer to a specific object instance. For exanple,
sysContact.0 or iflnCctets. 3."

SYNTAX OBJECT | DENTI FI ER

RowPoi nt er ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"Represents a pointer to a conceptual row. The value is the
nane of the instance of the first accessible columar object
in the conceptual row.

For exanple, iflndex.3 would point to the 3rd rowin the
ifTable (note that if iflndex were not-accessible, then
i fDescr.3 would be used instead)."

SYNTAX OBJECT | DENTI FI ER

RowSt at us : : = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"The RowStatus textual convention is used to manage the
creation and del eti on of conceptual rows, and is used as the
val ue of the SYNTAX clause for the status columm of a
conceptual row (as described in Section 7.7.1 of [2].)
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The status column has six defined val ues:

- ‘active’, which indicates that the conceptual rowis
avai |l abl e for use by the nanaged devi ce;

- ‘notlnService’, which indicates that the conceptua
row exists in the agent, but is unavailable for use by
the managed devi ce (see NOTE bel ow); 'notlnService' has
no inmplication regarding the internal consistency of
the row, availability of resources, or consistency with
the current state of the managed device;

- ‘notReady’, which indicates that the conceptual row
exists in the agent, but is missing information
necessary in order to be available for use by the
managed device (i.e., one or nore required columms in
the conceptual row have not been instanciated);

- ‘createAndGo’, which is supplied by a managenent
station wishing to create a new i nstance of a
conceptual row and to have its status automatically set
to active, naking it available for use by the nmanaged
devi ce;

- ‘createAndWait’, which is supplied by a managenent
station wishing to create a new instance of a
conceptual row (but not make it avail able for use by
the managed device); and,

- ‘destroy’, which is supplied by a managenent station
wi shing to delete all of the instances associated with
an exi sting conceptual row.

Whereas five of the six values (all except ‘notReady’) nmay
be specified in a nanagenent protocol set operation, only
three values will be returned in response to a nanagenent
protocol retrieval operation: ‘notReady’ , ‘notlnService or
‘active’. That is, when queried, an existing conceptual row
has only three states: it is either available for use by
the managed device (the status columm has value ‘active’);
it is not available for use by the managed device, though
the agent has sufficient information to attenpt to make it
so (the status colum has value ‘notlnService’); or, it is
not avail able for use by the managed device, and an attenpt
to nake it so would fail because the agent has insufficient
i nformation (the state colum has val ue ‘ not Ready’).
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NOTE WELL

This textual convention may be used for a MB tabl e,

i rrespective of whether the values of that table’'s
conceptual rows are able to be nodified while it is
active, or whether its conceptual rows must be taken
out of service in order to be nodified. That is, it is
the responsibility of the DESCRI PTION cl ause of the
status colum to specify whether the status col unm nust
not be ‘active’ in order for the value of sone other
col um of the same conceptual rowto be nodified. |If
such a specification is made, affected colums may be
changed by an SNMP set PDU if the RowStatus woul d not
be equal to ‘active’ either imrediately before or after
processing the PDU. In other words, if the PDU al so
contai ned a varbind that woul d change t he RowSt at us

val ue, the colum in question may be changed if the
RowSt at us was not equal to ‘active’ as the PDU was
received, or if the varbind sets the status to a val ue
ot her than 'active’.

Al so note that whenever any elenments of a row exist, the
RowSt at us col utm nust al so exi st.
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To summari ze the effect of having a conceptual rowwith a
status colum having a SYNTAX cl ause val ue of RowSt at us,
consider the follow ng state diagram

STATE

oo TSR S S

| A | B | C | D

| | status col .| status col um|

| status col um | is | is | status col um

ACTI ON | does not exist| notReady | notlnService| is active

-------------- T
set status | noError ->D| i nconsi st- |inconsistent-]|inconsistent-
colum to | or | ent Val ue| Val ue| Val ue
creat eAndGo | i nconsi stent- | | |

| Val ue| |
-------------- T T Ly
set status | noError see 1]inconsist- |inconsistent-]|inconsistent-
colum to | or | ent Val ue| Val ue| Val ue
creat eAndWait | wongVal ue | | |
-------------- T T JEJE Sy
set status | i nconsistent- |inconsist- | noError | noError
colum to | Val ue| ent Val ue|
active | | | |

| | or | |

| | | |

| | see 2 ->D| see 8 - >Dj ->D
-------------- T T Y
set status | i nconsistent- |inconsist- | noError | noError ->C
colum to | Val ue| ent Val ue| |
not I nService | | | |

| | or | | or

| | | |

| | see 3 ->C ->C| see 6
-------------- T T Ly
set status | noError | noError | noError | noError ->A
colum to | | | | or
destr oy | - >A| - >A| ->A| see 7
-------------- T T JEJE Sy
set any other |see 4 | noError | noError | see 5
colum to sone| | | |
val ue | | see 1] ->(C| ->D
-------------- T T T I,

(1) goto B or C, depending on information available to the
agent .

(2) if other variable bindings included in the sane PDU
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provi de values for all colums which are m ssing but
required, and all colums have acceptabl e val ues, then
return noError and goto D

(3) if other variable bindings included in the sane PDU,
provide | egal values for all colums which are nissing but
required, then return noError and goto C

(4) at the discretion of the agent, the return value may be
ei ther:

i nconsi st ent Name: because the agent does not choose to
create such an instance when the correspondi ng
RowSt at us i nstance does not exist, or

i nconsi stentValue: if the supplied value is
i nconsistent with the state of some other MB object’s
val ue, or

noError: because the agent chooses to create the
i nstance.

If noError is returned, then the instance of the status
colum nust al so be created, and the new state is B or C,
dependi ng on the information available to the agent. |If

i nconsi stent Name or inconsistentValue is returned, the row
remains in state A

(5) depending on the MB definition for the colum/table,
ei ther noError or inconsistentValue nmay be returned.

(6) the return value can indicate one of the follow ng
errors:

wr ongVal ue: because the agent does not support
notl nService (e.g., an agent which does not support
createAndWait), or

i nconsi st ent Val ue: because the agent is unable to take
the row out of service at this time, perhaps because it
is in use and cannot be de-activated.

(7) the return value can indicate the follow ng error
i nconsi st ent Val ue: because the agent is unable to

renove the row at this time, perhaps because it is in
use and cannot be de-acti vat ed.
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(8) the transition to D can fail, e.g., if the values of the
conceptual row are inconsistent, then the error code would
be i nconsi stent Val ue.

NOTE: O her processing of (this and other varbinds of) the
set request may result in a response other than noError
bei ng returned, e.g., wongVal ue, noCreation, etc.

Conceptual Row Creation

There are four potential interactions when creating a
conceptual row. selecting an instance-identifier which is
not in use; creating the conceptual row, initializing any
objects for which the agent does not supply a default; and,
maki ng the conceptual row avail able for use by the nanaged
devi ce.

Interaction 1: Selecting an Instance-ldentifier

The al gorithmused to select an instance-identifier varies
for each conceptual row. In sone cases, the instance-
identifier is semantically significant, e.g., the
destinati on address of a route, and a nanagenent station
sel ects the instance-identifier according to the semantics.

In other cases, the instance-identifier is used solely to

di stingui sh conceptual rows, and a nanagenent station

wi t hout specific know edge of the conceptual row m ght

exam ne the instances present in order to determ ne an
unused instance-identifier. (This approach may be used, but
it is often highly sub-optinmal; however, it is also a

guesti onabl e practice for a naive nmanagenent station to
attenpt conceptual row creation.)

Alternately, the MB nodul e which defines the conceptual row
m ght provide one or nore objects which provide assistance
in determ ning an unused instance-identifier. For exanple,
if the conceptual row is indexed by an integer-value, then
an obj ect having an integer-val ued SYNTAX cl ause mni ght be
defined for such a purpose, allow ng a nmanagenent station to
i ssue a management protocol retrieval operation. |In order
to avoi d unnecessary collisions between conpeti ng nanagenent
stations, ‘adjacent’ retrievals of this object should be
different.

Finally, the managenment station could select a pseudo-random
nunber to use as the index. 1In the event that this index
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was already in use and an inconsistentValue was returned in
response to the managenent protocol set operation, the
managenent station should sinply select a new pseudo-random
nunber and retry the operation

A M B desi gner shoul d choose between the two latter

al gorithms based on the size of the table (and therefore the
efficiency of each algorithm. For tables in which a |arge
nunber of entries are expected, it is recommended that a MB
obj ect be defined that returns an acceptabl e i ndex for
creation. For tables with small nunbers of entries, it is
recormended that the latter pseudo-random i ndex mechani sm be
used.

Interaction 2: Creating the Conceptual Row

Once an unused instance-identifier has been selected, the
management station determines if it wishes to create and
activate the conceptual row in one transaction or in a
negoti ated set of interactions.

Interaction 2a: Creating and Activating the Conceptual Row

The managenment station nust first determne the colum
requirenents, i.e., it nust determ ne those colums for
which it nmust or nust not provide values. Depending on the
conplexity of the table and the managenent station's

know edge of the agent’'s capabilities, this determ nation
can be nade locally by the managenent station. Alternately,
the managenment station issues a managenent protocol get
operation to examne all colums in the conceptual row that
it wishes to create. |n response, for each colum, there
are three possible outcones:

- a value is returned, indicating that sone ot her
management station has already created this conceptua
row. We return to interaction 1.

- the exception ‘noSuchlnstance’ is returned,

i ndicating that the agent inplenents the object-type
associated with this colum, and that this colum in at
| east one conceptual row would be accessible in the MB
view used by the retrieval were it to exist. For those
colums to which the agent provides read-create access,
the ‘noSuchl nstance’ exception tells the managenent
station that it should supply a value for this colum
when the conceptual rowis to be created
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- the exception ‘noSuchObject’ is returned, indicating
that the agent does not inplenent the object-type
associated with this colum or that there is no
conceptual row for which this col um woul d be
accessible in the MB view used by the retrieval. As
such, the management station can not issue any
management protocol set operations to create an

i nstance of this colum.

Once the columm requirenents have been determ ned, a
managenment protocol set operation is accordingly issued.
Thi s operation al so sets the new i nstance of the status
colum to ‘createAndGo’

When the agent processes the set operation, it verifies that
it has sufficient information to nmake the conceptual row
avai l abl e for use by the nanaged device. The information
available to the agent is provided by two sources: the
managemnment protocol set operation which creates the
conceptual row, and, inplenentation-specific defaults
supplied by the agent (note that an agent must provide

i mpl enent ati on-specific defaults for at |east those objects
which it inplements as read-only). |If there is sufficient

i nformation avail abl e, then the conceptual rowis created, a
‘noError’ response is returned, the status colum is set to
‘active’, and no further interactions are necessary (i.e.
interactions 3 and 4 are skipped). |If there is insufficient
i nformation, then the conceptual rowis not created, and the
set operation fails with an error of ‘inconsistentVal ue’

On this error, the managenent station can i ssue a managenent
protocol retrieval operation to determne if this was
because it failed to specify a value for a required col um,
or, because the selected instance of the status colum
already existed. In the latter case, we return to
interaction 1. 1In the forner case, the managenent station
can re-issue the set operation with the additiona

i nformati on, or begin interaction 2 again using
‘createAndWait’ in order to negotiate creation of the
conceptual row.
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NOTE WELL

Regardl ess of the nethod used to determi ne the colum
requirenents, it is possible that the managenent
station mght deem a columm necessary when, in fact,
the agent will not allow that particul ar col umar
instance to be created or witten. In this case, the
managenent protocol set operation will fail with an
error such as ‘noCreation’ or ‘notWitable’ . In this
case, the managenent station deci des whether it needs
to be able to set a value for that particul ar col umar
instance. |If not, the nanagenment station re-issues the
management protocol set operation, but w thout setting
a value for that particular columar instance;

ot herwi se, the nanagenent station aborts the row
creation algorithm

Interaction 2b: Negotiating the Creation of the Conceptua
Row

The managenent station i ssues a nmanagenent protocol set
operation which sets the desired instance of the status
colum to ‘createAndWait’. If the agent is unwilling to
process a request of this sort, the set operation fails with
an error of ‘wongValue’. (As a consequence, such an agent
nust be prepared to accept a single nmanagenent protocol set
operation, i.e., interaction 2a above, containing all of the
colums indicated by its colum requirenments.) O herw se,
the conceptual rowis created, a ‘noError’ response is
returned, and the status colum is inmediately set to either
‘notlnService or ‘notReady’ , depending on whether it has
sufficient information to (attenpt to) nake the conceptua
row avail abl e for use by the managed device. |If there is
sufficient information available, then the status colum is
set to ‘notlnService ; otherwise, if there is insufficient

i nformation, then the status colum is set to ‘notReady’.
Regardl ess, we proceed to interaction 3.

Interaction 3: Initializing non-defaulted Objects

The management station nmust now determ ne the colum
requirenments. It issues a managenent protocol get operation
to exam ne all columms in the created conceptual row. In
the response, for each columm, there are three possible

out comes:
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- a value is returned, indicating that the agent

i npl enents the object-type associated with this col um
and had sufficient information to provide a value. For
those colums to which the agent provides read-create
access (and for which the agent allows their values to
be changed after their creation), a value return tells
the managenent station that it may issue additiona
managenent protocol set operations, if it desires, in
order to change the val ue associated with this col um.

- the exception ‘noSuchlnstance’ is returned,

i ndicating that the agent inplenents the object-type
associated with this colum, and that this colum in at
| east one conceptual row would be accessible in the MB
view used by the retrieval were it to exist. However,
the agent does not have sufficient infornation to
provide a value, and until a value is provided, the
conceptual row may not be made avail able for use by the
managed device. For those colums to which the agent
provi des read-create access, the ‘noSuchl nstance
exception tells the nanagenent station that it mnust

i ssue additional managenent protocol set operations, in
order to provide a value associated with this colum.

- the exception ‘noSuchObject’ is returned, indicating
that the agent does not inplenent the object-type
associated with this colum or that there is no
conceptual row for which this col um woul d be
accessible in the MB view used by the retrieval. As
such, the managenment station can not issue any
management protocol set operations to create an

i nstance of this colum.

If the value associated with the status colum is

‘not Ready’, then the managenent station nust first deal with
all ‘noSuchl nstance’ colums, if any. Having done so, the
val ue of the status columm becones ‘notlnService , and we
proceed to interaction 4.
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Interaction 4: Mking the Conceptual Row Avail abl e

Once the managenent station is satisfied with the val ues
associated with the colums of the conceptual row, it issues
a management protocol set operation to set the status colum
to ‘active’. If the agent has sufficient information to
make t he conceptual row available for use by the managed
devi ce, the nanagenent protocol set operation succeeds (a
‘noError’ response is returned). Qherw se, the nmanagenent
protocol set operation fails with an error of

‘i nconsi st ent Val ue’

NOTE WELL

A conceptual row having a status columm wth val ue
‘notInService’ or ‘notReady’ is unavailable to the
managed device. As such, it is possible for the
managed device to create its own instances during the
ti me between the managenent protocol set operation

whi ch sets the status colum to ‘createAndWait’ and the
nmanagenent protocol set operation which sets the status
colum to ‘active’. |In this case, when the managenent
protocol set operation is issued to set the status
colum to ‘active’, the values held in the agent

super sede those used by the managed devi ce.

If the managenent station is prevented fromsetting the
status colum to ‘active’ (e.g., due to nanagenent station
or network failure) the conceptual row will be left in the
‘notlnService or ‘notReady’ state, consum ng resources
indefinitely. The agent nust detect conceptual rows that
have been in either state for an abnormally | ong period of
time and renbve them It is the responsibility of the
DESCRI PTI ON cl ause of the status columm to indicate what an
abnormal ly long period of tine would be. This period of
time should be | ong enough to allow for human response tine
(including ‘think tine’) between the creation of the
conceptual row and the setting of the status to ‘active'.
In the absence of such information in the DESCRI PTI ON
clause, it is suggested that this period be approximtely 5
mnutes in length. This renoval action applies not only to
newl y-created rows, but also to previously active rows which
are set to, and left in, the notlnService state for a

prol onged period exceeding that which is considered nornal
for such a conceptual row
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Concept ual Row Suspensi on

When a conceptual rowis ‘active', the nanagenent station
may i ssue a managenent protocol set operation which sets the
i nstance of the status colum to ‘notlnService'. |If the
agent is unwilling to do so, the set operation fails with an
error of ‘wrongValue' or ‘inconsistentValue’ . Oherw se,
the conceptual rowis taken out of service, and a ‘noError’
response is returned. It is the responsibility of the
DESCRI PTI ON cl ause of the status colum to indicate under
what circunmstances the status colum shoul d be taken out of
service (e.g., in order for the value of sone other colum
of the sane conceptual row to be nodified).

Concept ual Row Del eti on

For del etion of conceptual rows, a managenent protocol set
operation is issued which sets the instance of the status
colum to ‘destroy’. This request may be nmade regardl ess of
the current value of the status colum (e.g., it is possible
to del ete conceptual rows which are either ‘notReady’,
‘notlnService’ or ‘active’.) |If the operation succeeds,
then all instances associated with the conceptual row are
i medi ately renoved. "
| NTEGER {

-- the following two val ues are states:

-- these values nmay be read or witten

active(l),

not I nServi ce(2),

-- the following value is a state
-- this value may be read, but not witten
not Ready( 3),

-- the followi ng three values are

-- actions: these values may be witten,
-- but are never read

creat eAndGo( 4),

creat eAndWai t (5),

destroy(6)

}

: = TEXTUAL- CONVENTI ON

current

DESCRI PTI ON

Mcd oghri e,

"The val ue of the sysUpTine object at which a specific
occurrence happened. The specific occurrence nust be
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defined in the description of any object defined using this
type.

If sysUpTinme is reset to zero as a result of a re-
initialization of the network managenent (sub)system then
the values of all TimeStanp objects are al so reset.

However, after approximately 497 days w thout a re-
initialization, the sysUpTine object will reach 2*732-1 and
then increment around to zero; in this case, existing val ues
of TimeStanp objects do not change. This can lead to
anbiguities in the value of TineStanp objects.”

SYNTAX Ti meTi cks
Ti mel nterval ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"A period of tinme, measured in units of 0.01 seconds."
SYNTAX | NTEGER (0..2147483647)
Dat eAndTi ne ::= TEXTUAL- CONVENTI ON
DI SPLAY-HI NT "2d-1d-1d, 1d: 1d: 1d. 1d, 1ald: 1d"
STATUS current
DESCRI PTI ON
"A date-time specification.
field octets contents range
1 1-2 year* 0..65536
2 3 nmont h 1..12
3 4 day 1..31
4 5 hour 0..23
5 6 m nut es 0..59
6 7 seconds 0..60
(use 60 for |eap-second)
7 8 deci - seconds 0..9
8 9 direction from UTC B Y B
9 10 hours from UTC* 0..13
10 11 m nutes from UTC 0..59
* Not es:

- the value of year is in network-byte order
- daylight saving tine in New Zeal and is +13

For exanple, Tuesday May 26, 1992 at 1:30:15 PM EDT woul d be
di spl ayed as:

1992-5-26, 13: 30: 15.0,-4: 0
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Note that if only local tinme is known, then tinezone
information (fields 8-10) is not present.”
OCTET STRING (SIZE (8 | 11))

: = TEXTUAL- CONVENTI ON
current

DESCRI PTI ON

SYNTAX

Mcd oghri e,

"Describes the nenory realization of a conceptual row. A
row which is volatile(2) is |ost upon reboot. A row which
is either nonVol atile(3), permanent(4) or readOnly(5), is
backed up by stable storage. A row which is permanent (4)
can be changed but not deleted. A row which is readOnly(5)
cannot be changed nor del et ed.

If the value of an object with this syntax is either

per manent (4) or readOnly(5), it cannot be witten.
Conversely, if the value is either other(1l), volatile(2) or
nonVol atile(3), it cannot be nodified to be pernmanent(4) or
readOnly(5). (Al illegal nodifications result in a
"wrongVal ue’ error.)

Every usage of this textual convention is required to
specify the columar objects which a pernmanent(4) row nust
at a mnimumallowto be witable."

| NTEGER {
ot her (1), -- eh?
vol atile(2), -- e.g., in RAM
nonVol atile(3), -- e.g., in NVRAM
per manent (4), -- e.g., partially in ROV
readOnl y(5) -- e.g., conpletely in ROM
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TDomai n :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"Denotes a kind of transport service.

Sone possi bl e val ues, such as snnmpUDPDomai n, are defined in
the SNWPv2-TM M B nodul e. O her possible values are defined
in other MB nodul es."

REFERENCE "The SNMPv2-TM M B npdul e is defined in RFC 1906."
SYNTAX OBJECT | DENTI FI ER
TAddr ess :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"Denotes a transport service address.

A TAddress value is always interpreted within the context of a
TDomai n val ue. Thus, each definition of a TDomain val ue nust
be acconpanied by a definition of a textual convention for use
with that TDomain. Some possible textual conventions, such as
SnnpUDPAddr ess for snnpUDPDonai n, are defined in the SNMPv2-TM
M B nodul e. Qher possible textual conventions are defined in
ot her M B nodul es. "

REFERENCE "The SNWPv2-TM M B nodule is defined in RFC 1906. "
SYNTAX OCTET STRING (SIZE (1..255))

END

3. Mapping of the TEXTUAL- CONVENTI ON nacr o

The TEXTUAL- CONVENTI ON nmacro is used to convey the syntax and
semantics associated with a textual convention. It should be noted
that the expansion of the TEXTUAL- CONVENTI ON nacro i s sonet hi ng which
conceptual |y happens during inplenentation and not during run-tine.

The nane of a textual convention nust consist of one or nore letters
or digits, with the initial character being an upper case letter.

The nane nust not conflict with any of the reserved words listed in
section 3.7 of [2], should not consist of all upper case letters, and
shal | not exceed 64 characters in length. (However, names |onger
than 32 characters are not recommended.) The hyphen is not allowed
in the name of a textual convention (except for use in information
nodul es converted from SM vl which all owed hyphens in ASN. 1 type
assignments). Further, all nanes used for the textual conventions
defined in all "standard" information nodul es shall be unique.
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3. 1.

(1)

Mappi ng of the DI SPLAY-HI NT cl ause

The DI SPLAY-HI NT cl ause, which need not be present, gives a hint as
to how the value of an instance of an object with the syntax defined
using this textual convention night be displayed. The DI SPLAY-HI NT
cl ause nust not be present if the Textual Convention is defined with
a syntax of: OBJECT | DENTIFI ER, |pAddress, Counter32, Counter64, or
any enunerated syntax (BITS or INTEGER). The determ nation of

whet her it nakes sense for other syntax types is dependent on the
specific definition of the Textual Convention

VWhen the syntax has an underlying prinmtive type of INTEGER the hint
consi sts of an integer-format specification, containing two parts.
The first part is a single character suggesting a display fornmat,
either: ‘x’ for hexadecimal, or ‘d for decimal, or ‘0o for octal, or
‘b’ for binary. For all types, when rendering the val ue, |eading
zeros are omtted, and for negative values, a mnus sign is rendered
i medi ately before the digits. The second part is always omtted for
‘x’, ‘0’ and ‘b’, and need not be present for ‘d . |If present, the
second part starts with a hyphen and is foll owed by a deci mal nunber,
whi ch defines the inplied decimal point when rendering the val ue.

For exanpl e:

Hundr edt hs ::= TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d-2"

SYNTAX | NTEGER (0. . 10000)

suggests that a Hundredths val ue of 1234 be rendered as "12. 34"

When the syntax has an underlying primtive type of OCTET STRING the
hi nt consists of one or nore octet-format specifications. Each
specification consists of five parts, with each part using and
renovi ng zero or nmore of the next octets fromthe val ue and produci ng
the next zero or more characters to be displayed. The octets within
the value are processed in order of significance, nost significant
first.

The five parts of a octet-format specification are:

the (optional) repeat indicator; if present, this part is a ‘*’,
and indicates that the current octet of the value is to be used as
the repeat count. The repeat count is an unsigned integer (which
may be zero) which specifies how many tinmes the remainder of this
octet-format specification should be successively applied. |If the
repeat indicator is not present, the repeat count is one.
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(2) the octet length: one or nore decimal digits specifying the nunber
of octets of the value to be used and fornatted by this octet-
specification. Note that the octet |Iength can be zero. |If less
than this nunber of octets remain in the value, then the |esser
nunber of octets are used.

(3) the display format, either: ‘x’ for hexadecimal, ‘d for decinal
‘o’ for octal, ‘a for ascii, or ‘t’ for UTF-8. |If the octet
length part is greater than one, and the display format part refers
to a nunmeric format, then network-byte ordering (big-endian
encoding) is used interpreting the octets in the value. The octets
processed by the ‘t’ display format do not necessarily form an
i ntegral number of UTF-8 characters. Trailing octets which do not
forma valid UTF-8 encoded character are discarded.

(4) the (optional) display separator character; if present, this part
is a single character which is produced for display after each
application of this octet-specification; however, this character is
not produced for display if it would be immediately foll owed by the
di splay of the repeat term nator character for this octet-
specification. This character can be any character other than a
decimal digit and a ‘*’.

(5) the (optional) repeat term nator character, which can be present
only if the display separator character is present and this octet-
specification begins with a repeat indicator; if present, this part
is a single character which is produced after all the zero or nore
repeated applications (as given by the repeat count) of this
octet-specification. This character can be any character other
than a decimal digit and a ‘*’'.

Qut put of a display separator character or a repeat termnator
character is suppressed if it would occur as the |ast character of
t he displ ay.

If the octets of the value are exhausted before all the octet-fornat
speci fication have been used, then the excess specifications are
ignored. |If additional octets remain in the value after interpreting
all the octet-format specifications, then the |ast octet-format
specification is re-interpreted to process the additional octets,
until no octets renmain in the val ue.

3.2. Mapping of the STATUS cl ause

The STATUS cl ause, which nust be present, indicates whether this
definition is current or historic.

The value "current" nmeans that the definition is current and valid.
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The val ue "obsol ete” nmeans the definition is obsolete and shoul d not
be i nmpl emented and/or can be renoved if previously inplenented.
Wil e the val ue "deprecated" al so indicates an obsol ete definition
it permits new continued inplenmentation in order to foster
interoperability with ol der/existing inplenentations.

3.3. Mapping of the DESCRI PTI ON cl ause

The DESCRI PTI ON cl ause, which nust be present, contains a textua
definition of the textual convention, which provides all senantic
definitions necessary for inplenmentation, and should enbody any

i nformati on whi ch woul d ot herwi se be conmunicated in any ASN. 1
conment ary annot ati ons associated with the object.

3.4. Mapping of the REFERENCE cl ause

The REFERENCE cl ause, which need not be present, contains a textua
cross-reference to sonme other docunent, either another informtion
nodul e whi ch defines a related assignment, or sonme ot her docunent
whi ch provides additional information relevant to this definition

3.5. Mapping of the SYNTAX cl ause

The SYNTAX cl ause, which nust be present, defines abstract data
structure corresponding to the textual convention. The data
structure nust be one of the alternatives defined in the (bjectSyntax
CHO CE or the BITS construct (see section 7.1 in [2]). Note that
this neans that the SYNTAX cl ause of a Textual Convention can not
refer to a previously defined Textual Convention

An extended subset of the full capabilities of ASN. 1 (1988) sub-
typing is allowed, as appropriate to the underlying ASN. 1 type. Any
such restriction on size, range or enunerations specified in this

cl ause represents the nmaxi mal | evel of support which makes "protoco
sense". Restrictions on sub-typing are specified in detail in
Section 9 and Appendix A of [2].

4. Sub-typing of Textual Conventions
The SYNTAX cl ause of a TEXTUAL CONVENTI ON nacro may be sub-typed in
the same way as the SYNTAX cl ause of an OBJECT- TYPE nacro (see
section 11 of [2]).

5. Revising a Textual Convention Definition
It may be desirable to revise the definition of a textual convention

after experience is gained with it. However, changes are not allowed
if they have any potential to cause interoperability problens "over
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(1)

(2)

(3)
(4)
(5)

(6)

the wire" between an inplenentation using an original specification
and an i npl enentation using an updated specification(s). Such
changes can only be accommobdat ed by defining a new textual convention
(i.e., a new nane).

The foll owi ng revisions are all owed:

A SYNTAX cl ause containing an enunerated | NTEGER may have new
enuner ati ons added or existing | abels changed. Sinmilarly, naned
bits nay be added or existing |abels changed for the BITS
construct.

A STATUS cl ause val ue of "current" may be revised as "deprecated”
or "obsolete". Simlarly, a STATUS cl ause val ue of "deprecated"
may be revised as "obsolete". Wen naking such a change, the

DESCRI PTI ON cl ause shoul d be updated to explain the rationale.
A REFERENCE cl ause may be added or updat ed.
A DI SPLAY-HI NTS cl ause may be added or updat ed.

Clarifications and additional information may be included in the
DESCRI PTI ON cl ause.

Any editorial change.

Note that with the introduction of the TEXTUAL- CONVENTI ON macr o,
there is no longer any need to define types in the foll owi ng nanner

Di splayString ::= OCTET STRING (S| ZE (0..255))

When revising an information nodule containing a definition such as
this, that definition should be replaced by a TEXTUAL- CONVENTI ON
macr o.

Security Consi derations

Thi s docunent defines the nmeans to define new data types for the
| anguage used to wite and read descriptions of managenent

i nformati on. These data types have no security inpact on the

I nternet.
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9. Full Copyright Statenent
Copyright (C The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherw se explain it
or assist in its inmplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
document itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the infornmation contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENGQ NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE. "

Mcd oghrie, et al. St andards Track [ Page 26]



