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Abst r act
Thi s specification defines how HTTP Di gest Authentication [Di gest]
can be used as a SASL [ RFC 2222] nechani sm for any protocol that has
a SASL profile. It is intended both as an inprovenent over CRAM MD5
[ RFC 2195] and as a convenient way to support a single authentication
mechani sm for web, mmil, LDAP, and other protocols.

Tabl e of Contents

1 INTRODUCTI ON. ..ot e e e e e e e e e e 2
1.1 CONVENTIONS AND NOTATI ON. . ..ot e e e e 2
1.2 REQUI REMENT S, . . . e e 3

2 AUTHENTI CATI ON. . . ot e e e e e e e 3
2.1 INITIAL AUTHENTI CATI ON. . . oo e e 3

2.1, 01 Step One. ... 3
2.0.2 Step TWO. ..o e 6
2.1.3 Step Three. . ... 12
2.2 SUBSEQUENT AUTHENTI CATION. . .. ..o e 12
2. 2.0 P ONB. .t 13
2.2.2 SEEP TWO. .ot 13
2.3 INTEGRITY PROTECTION. . . oot e e e 13
2.4 CONFIDENTIALITY PROTECTION. . . ..ot e e e 14

3 SECURITY CONSI DERATI ONS. . . .o e 15
3.1 AUTHENTI CATI ON OF CLI ENTS USI NG DI GEST AUTHENTI CATION........ 15
3.2 COVPARI SON OF DI GEST W TH PLAI NTEXT PASSWORDS. . ... ........... 16
3.3 REPLAY ATTACKS. . o 16

Leach & Newmran St andards Track [ Page 1]



RFC 2831 Di gest SASL Mechani sm May 2000

3.4 ONLINE DI CTIONARY ATTACKS. . ... e 16
3.5 OFFLINE DI CTI ONARY ATTACKS. . . .. e 16
3.6 MAN IN THE M DDLE. . .. ... e 17
3.7 CHOSEN PLAI NTEXT ATTACKS. . . .. e 17
3.8 SPOOFI NG BY COUNTERFEIT SERVERS. ... ... ... ... .. 17
3.9 STORI NG PASSWORDS. . . . .o e 17
3.10 MILTIPLE REALMB. . . .. e e 18
3. 11 SUMVMARY. . o 18
4 EXANPLE. . . o 18
5 REFERENCES. . . .. .. 20
6 AUTHORS ADDRESSES. . . .. . . e 21
7 ABNF. . 21
7.1 AUGVENTED BNF. . . .. 21
7.2 BASI C RULES. . . .. 23
8 SAMPLE CODE. . . . . . 25
9 FULL COPYRI GHT STATEMENT. . .. . . 27

1 Introduction

Thi s specification describes the use of HTTP Di gest Access
Aut hentication as a SASL nmechani sm The authentication type
associated with the Di gest SASL mechanismis "Dl GEST- MD5".

This specification is intended to be upward conpatible with the
"md5-sess" algorithmof HTTP/ 1.1 Digest Access Authentication
specified in [Digest]. The only difference in the "nd5-sess"
algorithmis that some directives not needed in a SASL nechani sm have
had their val ues defaulted.

There is one new feature for use as a SASL nechanism integrity
protection on application protocol nessages after an authentication
exchange.
Al so, conpared to CRAM MD5, DI GEST-MD5 prevents chosen pl ai nt ext
attacks, and permts the use of third party authentication servers,
nut ual authentication, and optinized reauthentication if a client has
recently authenticated to a server.

1.1 Conventions and Notation

Thi s specification uses the sane ABNF notation and | exica
conventions as HITP/ 1.1 specification; see appendix A

Let { a, b, ... } be the concatenation of the octet strings a, b

Let H(s) be the 16 octet MD5 hash [RFC 1321] of the octet string s.
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Let KD(k, s) be H({k, ":", s}), i.e., the 16 octet hash of the string
k, a colon and the string s.

Let HEX(n) be the representation of the 16 octet MD5 hash n as a
string of 32 hex digits (with al phabetic characters always in | ower
case, since MD5 is case sensitive).

Let HVAC(k, s) be the 16 octet HMAC- MD5 [ RFC 2104] of the octet
string s using the octet string k as a key.

The val ue of a quoted string constant as an octet string does not
i nclude any termnating null character.

1.2 Requirenents

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC 2119].

An inplenentation is not conpliant if it fails to satisfy one or nore
of the MJST | evel requirenents for the protocols it inplements. An

i mpl enentation that satisfies all the MJST level and all the SHOULD

| evel requirenents for its protocols is said to be "unconditionally
conpliant”; one that satisfies all the MJST | evel requirenments but

not all the SHOULD | evel requirenments for its protocols is said to be
"conditionally conpliant."

2 Authentication

The foll owi ng sections describe how to use Digest as a SASL
aut henti cati on nechani sm

2.1 Initial Authentication
If the client has not recently authenticated to the server, then it
nmust perform"initial authentication", as defined in this section. If
it has recently authenticated, then a nore efficient formis
avai | abl e, defined in the next section

2.1.1 Step One
The server starts by sending a challenge. The data encoded in the

chal | enge contains a string formatted according to the rules for a
"di gest-chal | enge" defined as foll ows:
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di gest-chal l enge =
1#( realm| nonce | qop-options | stale | maxbuf | charset
al gorithm | cipher-opts | auth-param)

real m = "realnt "=" <"> real mvalue <">
real mval ue = qdstr-va
nonce = "nonce" "=" <"> nponce-val ue <">
nonce-val ue = qdstr-va
gop- opt i ons = "qgop" "=" <"> gop-list <">
gop- i st = 1#qop-val ue
gop- val ue = "auth" | "auth-int" | "auth-conf"
t oken
stale = "stale" "=" "true"
maxbuf = "maxbuf" "=" maxbuf-val ue
maxbuf - val ue =1*DAT
char set = "charset" "=" "utf-8"
al gorithm = "algorithm "=" "nd5-sess”
ci pher-opts = "cipher" "=" <"> 1#ci pher-value <">
ci pher-val ue = "3des" | "des" | "rc4-40" | "rc4"
"rc4-56" | token
aut h- par am = token "=" ( token | quoted-string )

The neani ngs of the values of the directives used above are as
fol | ows:

real m
Mechani stically, a string which can enabl e users to know which
username and password to use, in case they m ght have different
ones for different servers. Conceptually, it is the nane of a
col l ection of accounts that might include the user’s account. This
string should contain at |east the nane of the host performng the
aut hentication and mght additionally indicate the collection of
users who m ght have access. An exanpl e mi ght be
"regi stered_users@ot ham news. exanpl e.com'. This directive is
optional; if not present, the client SHOULD solicit it fromthe
user or be able to conmpute a default; a plausible default m ght be
the real msupplied by the user when they logged in to the client
system Miltiple realmdirectives are allowed, in which case the
user or client nust choose one as the realmfor which to supply to
user name and password.

nonce
A server-specified data string which MJUST be different each tine a
di gest-challenge is sent as part of initial authentication. It is

recormended that this string be base64 or hexadeci mal data. Note
that since the string is passed as a quoted string, the

doubl e-quot e character is not allowed unless escaped (see section
7.2). The contents of the nonce are inplenentati on dependent. The
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security of the inplenmentation depends on a good choice. It is
RECOMMENDED that it contain at |east 64 bits of entropy. The nonce
is opaque to the client. This directive is required and MJST
appear exactly once; if not present, or if nmultiple instances are
present, the client should abort the authentication exchange.

gop- opti ons
A quoted string of one or nmore tokens indicating the "quality of
protection" val ues supported by the server. The value "auth"
i ndi cates authentication; the value "auth-int" indicates
authentication with integrity protection; the value "auth-conf"
i ndi cates authentication with integrity protection and encryption
This directive is optional; if not present it defaults to "auth".
The client MJST ignore unrecogni zed options; if the client
recogni zes no option, it should abort the authentication exchange.

stal e
The "stale" directive is not used in initial authentication. See
the next section for its use in subsequent authentications. This
directive may appear at nmost once; if nultiple instances are
present, the client should abort the authentication exchange.

maxbuf
A nunber indicating the size of the largest buffer the server is
able to receive when using "auth-int" or "auth-conf". If this

directive is missing, the default value is 65536. This directive
may appear at nost once; if nultiple instances are present, the
client should abort the authentication exchange.

char set

This directive, if present, specifies that the server supports
UTF-8 encodi ng for the usernane and password. |f not present, the
user name and password nust be encoded in | SO 8859-1 (of which
US-ASCI|I is a subset). The directive is needed for backwards
conpatibility with HTTP Di gest, which only supports |SO 8859-1
This directive nmay appear at nobst once; if nultiple instances are
present, the client should abort the authentication exchange.

al gorithm
This directive is required for backwards conpatibility with HTTP
Di gest., which supports other algorithms. . This directive is
requi red and MJUST appear exactly once; if not present, or if
nmul tiple instances are present, the client should abort the
aut henti cati on exchange.
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ci pher-opts
A list of ciphers that the server supports. This directive nust be
present exactly once if "auth-conf" is offered in the
"qop-options" directive, in which case the "3des" and "des" nodes
are mandatory-to-inplenment. The client MJST ignore unrecognized
options; if the client recognizes no option, it should abort the
aut henti cati on exchange.

des
the Data Encryption Standard (DES) cipher [FIPS] in cipher
bl ock chaining (CBC) nobde with a 56 bit key.

3des
the "triple DES"' cipher in CBC node with EDE with the sanme key
for each E stage (aka "two keys npde") for a total key length
of 112 bits.

rc4, rcé4-40, rc4-56
the RC4 cipher with a 128 bit, 40 bit, and 56 bit key,
respectively.

aut h-param This construct allows for future extensions; it nay appear
nore than once. The client MJST ignore any unrecogni zed
di rectives.

For use as a SASL nechanism note that the follow ng changes are nade
to "digest-challenge" fromHITP: the foll owi ng D gest options (called
"directives" in HITP term nol ogy) are unused (i.e., MJST NOT be sent,
and MUST be ignored if received):

opaque
domai n

The size of a digest-challenge MIST be | ess than 2048 bytes.
2.1.2 Step Two
The client makes note of the "digest-chall enge" and then responds

with a string formatted and conmputed according to the rules for a
"di gest-response” defined as foll ows:
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di gest-response =

user namne
user nane- val ue
chonce
cnonce-val ue
nonce- count
nc-val ue

qop

di gest - uri

di gest -uri-val ue
serv-type

host

serv- namne
response
response-val ue
LHEX

ci pher
aut hzi d
aut hzi d-val ue

user nane

Di gest SASL Mechani sm May 2000
1#( usernane | realm| nonce | cnonce

nonce-count | qop | digest-uri | response

maxbuf | charset | cipher | authzid

aut h- param)

"user name" <"> usernane-val ue <">
gdstr-va
"cnonce"
gdstr-va
"nc" "="
8LHEX
" qop”
"digest-uri"

= serv-type "/"
1* ALPHA
1*( ALPHA |
host
"response" "=
32LHEX
" Oll |

<"> cnonce-val ue <">

nc-val ue

gop- val ue
"=" <"> digest-uri-value <">
host [ "/" serv-nane ]

I

response-val ue

DAT | "-" |

1] 2|
"4" "5" ] "e" | "7"

"' | to' | va | b |

"c" | "d" ] "e" | "f"

“ci pher" "=" cipher-val ue

"aut hzid" "=" <"> authzid-value <">
gdstr-va

" 3u |

The user’s name in the specified realm encoded according to the

val ue of the "charset"
MJST be present exactly once;

realm

The real m contai ning the user’s account.
required if the server
"di gest-chal | enge"
its value SHOULD be one of those real ns.
"real mval ue"

m ssi ng,
Al (see bel ow for

nonce

directive. This directive is required and
ot herwi se, authentication fails.

This directive is
provided any realnms in the

, in which case it nay appear exactly once and
If the directive is
will set to the enpty string when conputing
detail s).

The server-specified data string received in the preceding

di gest - chal | enge.
exactly once;

Leach & Newmran

ot herwi se,

This directive is required and MJST be present
aut hentication fails.
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chonce
A client-specified data string which MIUST be different each time a
di gest-response is sent as part of initial authentication. The
cnonce-val ue i s an opaque quoted string value provided by the
client and used by both client and server to avoid chosen
pl ai ntext attacks, and to provide nmutual authentication. The
security of the inplenmentation depends on a good choice. It is
RECOMMENDED that it contain at |east 64 bits of entropy. This
directive is required and MJST be present exactly once; otherw se,
aut hentication fails.

nonce- count
The nc-value is the hexadeci mal count of the number of requests
(including the current request) that the client has sent with the
nonce value in this request. For exanple, in the first request
sent in response to a given nonce value, the client sends
"nc=00000001". The purpose of this directive is to allow the
server to detect request replays by maintaining its own copy of
this count - if the same nc-value is seen tw ce, then the request
is a replay. See the description below of the construction of
the response value. This directive nmay appear at nost once; if
mul tiple instances are present, the client should abort the
aut henti cati on exchange.

qop
I ndi cates what "quality of protection" the client accepted. If
present, it may appear exactly once and its value MJST be one of
the alternatives in gop-options. If not present, it defaults to
"auth". These val ues affect the computation of the response. Note
that this is a single token, not a quoted list of alternatives.

serv-type
I ndi cates the type of service, such as "www' for web service,
"ftp" for FTP service, "sntp" for mail delivery service, etc. The
service name as defined in the SASL profile for the protocol see
section 4 of [RFC 2222], registered in the | ANA registry of
"service" elements for the GSSAPI host-based service nane form
[ RFC 2078] .

host
The DNS host name or |P address for the service requested. The
DNS host name nust be the fully-qualified canonical nane of the
host. The DNS host nane is the preferred form see notes on server
processi ng of the digest-uri.
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serv- name
I ndi cates the nane of the service if it is replicated. The service
is considered to be replicated if the client’s service-location
process invol ves resolution using standard DNS | ookup operati ons,
and if these operations involve DNS records (such as SRV, or MX
whi ch resolve one DNS nane into a set of other DNS nanes. In this
case, the initial nane used by the client is the "serv-nane", and
the final name is the "host" conponent. For exanple, the incom ng
mai |l service for "exanple.com' nay be replicated through the use
of MX records stored in the DNS, one of which points at an SMIP
server called "mail 3. exanple.cont'; it’s "serv-nane" woul d be
"exanple.conm', it’'s "host" would be "mail 3. exanpl e.com'. If the
service is not replicated, or the serv-nane is identical to the
host, then the serv-nanme conponent MJST be onmitted.

di gest - uri
I ndi cates the principal nane of the service with which the client
wi shes to connect, fornmed fromthe serv-type, host, and serv-nane.
For exanple, the FTP service on "ftp.exanple.com would have a
"digest-uri" value of "ftp/ftp.exanple.conl; the SMIP server from
the exanpl e above woul d have a "digest-uri" val ue of
"snt p/ mai | 3. exanpl e. com exanpl e. cont'.

Servers SHOULD check that the supplied value is correct. This wll
det ect accidental connection to the incorrect server. It is also so
that clients will be trained to provide values that will work with
i mpl ement ations that use a shared back-end authentication service
that can provide server authentication.

The serv-type conponent should match the service being offered. The
host conponent should match one of the host nanes of the host on
which the service is running, or it's |IP address. Servers SHOULD NOT
normal |y support the I P address form because server authentication
by I P address is not very useful; they should only do so if the DNS
i s unavail able or unreliable. The serv-nane conponent shoul d match
one of the service's configured service nanes.

This directive may appear at nost once; if nultiple instances are
present, the client should abort the authentication exchange.

Note: In the HITP use of Digest authentication, the digest-uri is the
URI (usually a URL) of the resource requested -- hence the nane of
the directive.

response
A string of 32 hex digits conputed as defined bel ow, which proves
that the user knows a password. This directive is required and
MUST be present exactly once; otherw se, authentication fails.
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maxbuf
A nunber indicating the size of the |argest buffer the client is
able to receive. If this directive is missing, the default val ue
is 65536. This directive may appear at nost once; if multiple
i nstances are present, the server should abort the authentication
exchange.

char set
This directive, if present, specifies that the client has used
UTF-8 encodi ng for the usernane and password. |f not present, the
user name and password nust be encoded in | SO 8859-1 (of which
US-ASCI| is a subset). The client should send this directive only
if the server has indicated it supports UTF-8. The directive is
needed for backwards conpatibility with HTTP Digest, which only
supports | SO 8859-1.

LHEX

32 hex digits, where the al phabetic characters MJST be | ower case,
because MD5 is not case insensitive.

ci pher
The ci pher chosen by the client. This directive MJST appear
exactly once if "auth-conf"™ is negotiated; if required and not
present, authentication fails.

aut hzi d
The "aut horization I D' as per RFC 2222, encoded in UTF-8. This
directive is optional. If present, and the authenticating user has
sufficient privilege, and the server supports it, then after
aut hentication the server will use this identity for making al
accesses and access checks. If the client specifies it, and the
server does not support it, then the response-value wll be
incorrect, and authentication will fail.

The size of a digest-response MIST be | ess than 4096 bytes.

2.1.2.1 Response-val ue
The definition of "response-value" above indicates the encoding for
its value -- 32 | ower case hex characters. The followi ng definitions
show how t he val ue i s conputed.
Al t hough gop-val ue and conponents of digest-uri-value may be
case-insensitive, the case which the client supplies in step two is
preserved for the purpose of conputing and verifying the
response-val ue.

response-val ue =
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HEX( KD ( HEX(H(Al)),
{ nonce-val ue, nc-val ue, ":",
cnonce-val ue, ":", qop-value, ":", HEX(H(A2)) }))

If authzid is specified, then Al is

Al = { H( { usernane-value, ":", realmvalue, ":", passwd } ),

, honce-value, ":", cnonce-value, ":", authzid-value }

If authzid is not specified, then Al is

Al = { H( { usernane-value, ":", realmvalue, ":", passwd } ),
“:", nonce-value, ":", cnonce-val ue }
wher e
passwd = *OCTET
The "usernane-val ue", "real mvalue" and "passwd" are encoded

according to the value of the "charset" directive. If "charset=UTF-8"
is present, and all the characters of either "usernane-val ue" or
"passwd" are in the |1SO 8859-1 character set, then it nust be
converted to | SO 8859-1 before being hashed. This is so that

aut henti cati on databases that store the hashed usernane, real mand
password (which is conmon) can be shared conpatibly with HTTP, which
specifies 1 SO 8859-1. A sanple inplementation of this conversion is
in section 8.

If the "qop" directive's value is "auth", then A2 is:
A2 = { "AUTHENTI CATE: ", digest-uri-value }
If the "qop" value is "auth-int" or "auth-conf" then A2 is:

A2 = { "AUTHENTI CATE: ", digest-uri-val ue,
":00000000000000000000000000000000" }

Not e t hat "AUTHENTI CATE: " nust be in upper case, and the second
string constant is a string with a colon followed by 32 zeros.

These apparently strange values of A2 are for conpatibility with
HTTP; they were arrived at by setting "Method" to "AUTHENTI CATE" and
the hash of the entity body to zero in the HTTP di gest cal cul ati on of
A2.

Al so, in the HTTP usage of Digest, several directives in the
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"di gest-chal | enge" sent by the server have to be returned by the
client in the "digest-response". These are:

opaque
al gorithm

These directives are not needed when Digest is used as a SASL
mechani sm (i .e., MJST NOT be sent, and MJST be ignored if received).

2.1.3 Step Three

The server receives and validates the "digest-response". The server
checks that the nonce-count is "00000001". If it supports subsequent
aut hentication (see section 2.2), it saves the value of the nonce and
the nonce-count. It sends a nmessage fornmatted as foll ows:

response-auth = "rspauth” response-val ue

where response-val ue is cal cul ated as above, using the values sent in
step two, except that if qop is "auth", then A2 is

A2 = { ":", digest-uri-value }
And if qop is "auth-int" or "auth-conf" then A2 is
A2 = { ":", digest-uri-value, ":00000000000000000000000000000000" }

Conpared to its use in HITP, the followi ng Di gest directives in the
"di gest-response” are unused:

next nonce
qop

cnonce
nonce- count

2.2 Subsequent Authentication

If the client has previously authenticated to the server, and
remenbers the val ues of usernane, realm nonce, nonce-count, cnonce,
and qop that it used in that authentication, and the SASL profile for
a protocol permits an initial client response, then it MAY perform
"subsequent authentication”, as defined in this section
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2.2.1 Step one

The client uses the values fromthe previous authentication and sends
an initial response with a string formatted and conmputed according to
the rules for a "digest-response”, as defined above, but with a
nonce-count one greater than used in the |ast "di gest-response"”

2.2.2 Step Two

The server receives the "digest-response”. If the server does not
support subsequent authentication, then it sends a

"di gest-chal | enge", and authentication proceeds as in initia

aut hentication. If the server has no saved nonce and nonce-count from
a previous authentication, then it sends a "digest-challenge", and
aut hentication proceeds as in initial authentication. O herw se, the
server validates the "di gest-response”, checks that the nonce-count

is one greater than that used in the previous authentication using
that nonce, and saves the new val ue of nonce-count.

If the response is invalid, then the server sends a

"di gest-chal | enge", and authentication proceeds as in initia

aut hentication (and should be configurable to | og an authentication
failure in sone sort of security audit |log, since the failure may be
a synptom of an attack). The nonce-count MJST NOT be increnmented in
this case: to do so would allow a denial of service attack by sending
an out - of -order nonce-count.

If the response is valid, the server MAY choose to deemt hat

aut henti cation has succeeded. However, if it has been too |ong since
the previous authentication, or for any other reason, the server NAY
send a new "di gest-chall enge" with a new value for nonce. The
chal | enge MAY contain a "stale" directive with value "true", which
says that the client may respond to the chall enge using the password
it used in the previous response; otherwi se, the client nmust solicit
the password anew fromthe user. This permts the server to make sure
that the user has presented their password recently. (The directive
nane refers to the previous nonce being stale, not to the |ast use of
the password.) Except for the handling of "stale", after sending the
"di gest-chal | enge" authentication proceeds as in the case of initia
aut henti cati on.

2.3 Integrity Protection
If the server offered "qop=auth-int" and the client responded

"qop=aut h-int", then subsequent messages, up to but not including the
next subsequent authentication, between the client and the server
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2.

4

MUST be integrity protected. Using as a base session key the val ue of
H(Al) as defined above the client and server calculate a pair of
nmessage integrity keys as foll ows.

The key for integrity protecting nmessages fromclient to server is:

Kic = MD5({H(A1),
"Di gest session key to client-to-server signing key magi ¢ constant"})

The key for integrity protecting nessages fromserver to client is:

Kis = MD5({H(A1),
"Di gest session key to server-to-client signing key magi ¢ constant"})

where MD5 is as specified in [RFC 1321]. If nessage integrity is
negoti ated, a MAC bl ock for each nessage is appended to the nessage
The MAC block is 16 bytes: the first 10 bytes of the HVAC MD5 [ RFC
2104] of the nessage, a 2-byte nessage type nunber in network byte
order with value 1, and the 4-byte sequence nunber in network byte
order. The nessage type is to allow for future extensions such as
rekeyi ng.

MAC(Ki, SeqNum msg) = (HVAC(Ki, {SeqNum nsg})[0..9], 0x0001,
SegNum)

where Ki is Kic for nmessages sent by the client and Kis for those
sent by the server. The sequence nunber is initialized to zero, and
i ncrenented by one for each nessage sent.

Upon receipt, MAC(Ki, SegNum nsg) is conputed and conpared with the
recei ved val ue; the nessage is discarded if they differ.

Confidentiality Protection

If the server sent a "cipher-opts" directive and the client responded
with a "cipher" directive, then subsequent nmessages between the
client and the server MJST be confidentiality protected. Using as a
base session key the value of H(Al) as defined above the client and
server calculate a pair of nessage integrity keys as foll ows.

The key for confidentiality protecting nmessages fromclient to server
is:

Kcec = MD5({H(A1)[O0..n],

"Di gest H(Al) to client-to-server sealing key nagic constant"})

The key for confidentiality protecting nessages fromserver to client
is:
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Kecs = MD5({H(A1)[O0..n],
"Di gest H(Al) to server-to-client sealing key nagic constant"})

where MD5 is as specified in [ RFC 1321]. For cipher "rc4-40" n is 5;
for "rc4-56" nis 7; for the rest nis 16. The key for the "rc-*"
ciphers is all 16 bytes of Kcc or Kcs; the key for "des" is the first
7 bytes; the key for "3des" is the first 14 bytes. The IV for "des"
and "3des" is the last 8 bytes of Kcc or Kcs.

I f nessage confidentiality is negotiated, each nessage is encrypted
with the chosen ci pher and a MAC bl ock is appended to the nessage.

The MAC block is a variable | ength padding prefix foll owed by 16
bytes formatted as follows: the first 10 bytes of the HVAC MD5 [ RFC
2104] of the message, a 2-byte nessage type nunber in network byte
order with value 1, and the 4-byte sequence nunber in network byte
order. If the blocksize of the chosen cipher is not 1 byte, the
paddi ng prefix is one or nore octets each containing the nunber of
paddi ng bytes, such that total |ength of the encrypted part of the
nmessage is a multiple of the bl ocksize. The padding and first 10
bytes of the MAC bl ock are encrypted along with the nessage.

SEAL(Ki, Kc, SegNum msg) =
{ClI PHER(Kc, {nsg, pad, HMAC(Ki, {SegNum nmsg})[0..9])}), 0x0001,
SeqgNunt

where CIPHER is the chosen cipher, Ki and Kc are Kic and Kcc for
nmessages sent by the client and Kis and Kcs for those sent by the
server. The sequence nunber is initialized to zero, and increnented
by one for each message sent.

Upon receipt, the nessage is decrypted, HVAC(Ki, {SeqNum nsg}) is
conputed and conpared with the received val ue; the nessage is
di scarded if they differ.

3 Security Considerations
3.1 Aut hentication of Cients using D gest Authentication

Di gest Aut hentication does not provide a strong authentication
mechani sm when conpared to public key based mechani sms, for exanple.
However, since it prevents chosen plaintext attacks, it is stronger
than (e.g.) CRAM MD5, which has been proposed for use with LDAP [10],
POP and | MAP (see RFC 2195 [9]). It is intended to replace the much
weaker and even nore dangerous use of plaintext passwords; however,
since it is still a password based nechanismit avoids some of the
potential deployabilty issues with public-key, OIP or simlar

mechani sns.
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Di gest Authentication offers no confidentiality protection beyond
protecting the actual password. Al of the rest of the challenge and
response are avail able to an eavesdropper, including the user’s name
and aut hentication realm

3.2 Conparison of Digest with Plaintext Passwords

The greatest threat to the type of transactions for which these
protocols are used is network snooping. This kind of transaction

m ght involve, for exanple, online access to a mail service whose use
is restricted to paying subscribers. Wth plaintext password

aut hentication an eavesdropper can obtain the password of the user
This not only pernits himto access anything in the database, but,
often worse, will permit access to anything else the user protects
with the sane password.

3.3 Repl ay Attacks

Repl ay attacks are defeated if the client or the server chooses a
fresh nonce for each authentication, as this specification requires.

3.4 Online dictionary attacks

If the attacker can eavesdrop, then it can test any overheard

nonce/ response pairs against a (potentially very large) list of
conmon words. Such a list is usually nmuch smaller than the tota
nunber of possible passwords. The cost of conputing the response for
each password on the list is paid once for each chall enge.

The server can mitigate this attack by not allow ng users to sel ect
passwords that are in a dictionary.

3.5 Ofline dictionary attacks

If the attacker can choose the challenge, then it can preconmpute the
possi bl e responses to that challenge for a list of common words. Such
alist is usually much smaller than the total nunber of possible
passwords. The cost of conputing the response for each password on
the list is paid just once.

Ofline dictionary attacks are defeated if the client chooses a fresh
nonce for each authentication, as this specification requires.
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3.6 ©Man in the Mddle

Di gest authentication is vulnerable to "man in the nmiddle" (MTM
attacks. Cdearly, a MTM woul d present all the probl ens of
eavesdropping. But it also offers sone additional opportunities to
the attacker.

A possible nan-in-the-mddle attack would be to substitute a weaker
gop scheme for the one(s) sent by the server; the server will not be
able to detect this attack. For this reason, the client should al ways
use the strongest schenme that it understands fromthe choices

of fered, and shoul d never choose a schene that does not neet its

m ni mum r equi renents.

3.7 Chosen plaintext attacks

A chosen plaintext attack is where a MTM or a malicious server can
arbitrarily choose the challenge that the client will use to compute
the response. The ability to choose the challenge is known to make
cryptanal ysis nmuch easier [8].

However, Digest does not permt the attack to choose the chall enge as
long as the client chooses a fresh nonce for each authentication, as
this specification requires.

3.8 Spoofing by Counterfeit Servers

If a user can be led to believe that she is connecting to a host
containing information protected by a password she knows, when in
fact she is connecting to a hostile server, then the hostile server
can obtain chall enge/response pairs where it was able to partly
choose the chall enge. There is no known way that this can be
expl oi ted

3.9 Storing passwords

Di gest authentication requires that the authenticating agent (usually
the server) store sone data derived fromthe user’s name and password
in a "password file" associated with a given realm Normally this

m ght contain pairs consisting of usernanme and H({ usernane-val ue,
":", realmvalue, ":", passwd }), which is adequate to conpute H(A1l)
as descri bed above without directly exposing the user’s password.

The security inplications of this are that if this password file is
conprom sed, then an attacker gains i mediate access to docunments on
the server using this realm Unlike, say a standard UNI X password
file, this information need not be decrypted in order to access
documents in the server real massociated with this file. On the other
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hand, decryption, or nore likely a brute force attack, would be
necessary to obtain the user’s password. This is the reason that the
realmis part of the digested data stored in the password file. It
nmeans that if one Digest authentication password file is conprom sed,
it does not automatically conprom se others with the same usernane
and password (though it does expose themto brute force attack).

There are two inportant security consequences of this. First the
password file nmust be protected as if it contained plai ntext
passwor ds, because for the purpose of accessing docunents in its
realm it effectively does.

A second consequence of this is that the realmstring should be

uni que anong all realns that any single user is likely to use. In
particular a real mstring should include the nane of the host doing
t he aut henticati on.

3.10 Miultiple realms

Use of nmultiple realns nay nmean both that conpromise of a the
security database for a single real mdoes not conprom se al

security, and that there are nore things to protect in order to keep
the whol e system secure.

3.11 Sumary

By nodern cryptographi c standards Di gest Authentication is weak,
conpared to (say) public key based nechanisns. But for a | arge range
of purposes it is valuable as a replacement for plaintext passwords.
Its strength may vary depending on the inplenmentation

4 Exanple

Thi s exanpl e shows the use of the Digest SASL mechanismw th the
| MAP4 AUTHENTI CATE command [ RFC 2060] .

In this exanple, "C." and "S:" represent a line sent by the client or
server respectively including a CRLF at the end. Linebreaks and
indentation within a "C" or "S:" are editorial and not part of the
protocol. The password in this exanple was "secret”. Note that the
base64 encodi ng of the chall enges and responses is part of the | MAP4
AUTHENTI CATE command, not part of the Digest specification itself.

* K el wood. i nnosoft.com PVDF | MAP4revl V6. 0-9

CAPABI LI TY

CAPABI LI TY | MAP4 | MAP4revl ACL LI TERAL+ NAMESPACE QUOTA
U DPLUS AUTH=CRAM: MD5 AUTH=DI GEST- VD5 AUTH=PLAI N

¢ OK Conpl eted

* 0

S:
C
S.
S
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C. a AUTHENTI CATE DI GEST- MD5
S: + cmvhb@9l mvsd29vZC5pbnbvc29ndC5) b20i LGevbmNI PSIPQTZNRzI 0
RVFHbTJoaCl scVOwPSJIhdXRol i xhbGdvem 0aG9bWILLXN ¢3MsY2hh
cnN dD11dGYt OA==
C. Y2hhcnN dD11dGYt OCx1c2Vybnt ZTOi Y2hyaXM LHIl YWkt PSJI bHdvb2
QuaVbub3NvZnQuY29t | i xub25j ZTOi TOE2TUc5dEVRR20yaCGgi LG5] PTAwW
MDAWMVDAX LGNub25j ZTOi TOE2TUhYaDZW VRyUnsi LGRpZ2VzdCl1lcnk9l m
| t YXAvZWk3b29kLm ubn®zb2Z0Lm\vbSI scnmvzc@uc2U9ZDVAOGRhZDkw
ZDRi YM®BN BhMIUyMzl xZj | xNDNhZj cscVOwWPWF1dGg=
S: + cnNwYXV0aDLll YTQAMZ] YWVEMLYz QyN21 INTI 3Y] g0ZGIhYm\kZnZnZ A==
C.
S: a OK User logged in

The base64-decoded version of the SASL exchange is:

S: real n¥"el wood. i nnosoft. conf', nonce=" QA6 M=t EQG2hh", qop="aut h",
al gori t hmend5- sess, charset =utf-8

C. charset=utf-8, usernane="chris", real m="el wood. i nnosoft. cont
nonce="CA6MX>t EQG2hh", nc=00000001, cnonce=" QA6 MHXh6VqTr RK" ,
di gest-uri ="i map/ el wood. i nnosoft. cont
response=d388dad90d4bbd760a152321f 2143af 7, qop=aut h

S: rspaut h=ea40f 60335¢c427b5527b84dbabcdfffd

The password in this exanple was "secret".

Thi s exanple shows the use of the Digest SASL nechanismw th the
ACAP, using the sane notational conventions and password as in the
previ ous exanple. Note that ACAP does not base64 encode and uses
fewer round trips that | MAP4.

S: * ACAP (| MPLEMENTATI ON "Test ACAP server") (SASL "CRAM MD5"
" DI GEST- MD5" " PLAIN')

C. a AUTHENTI CATE "Dl GEST- MD5"

S. + {94}

S: real =" el wood. i nnosoft. coni, nonce=" QA9BSXr buRhWay", qop="aut h",
al gori t hmend5- sess, charset =utf-8

C. {206}

C. charset=utf-8, usernane="chris", real =" el wood. i nnosoft. cont
nonce="0QA9BSXr buRhWay" , nc=00000001, cnonce=" QA9BSuZ\WSpW3ni'
di gest -uri ="acap/ el wood. i nnosoft. cont
response=6084c6db3f ede7352¢c551284490f dOf c, gop=aut h

S: a OK (SASL {40}

S: rspaut h=2f 0b3d7c3c2e486600ef 710726aa2eae) " AUTHENTI CATE

Conpl et ed"”
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The server uses the values of all the directives, plus know edge of
the users password (or the hash of the user’s nane, server’'s realm
and the user’s password) to verify the conputations above. If they
check, then the user has authenticated.
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7 ABNF

What follows is the definition of the notation as is used in the
HTTP/ 1. 1 specification (RFC 2616) and the HTTP authentication
specification (RFC 2617); it is reproduced here for ease of
reference. Since it is intended that a single Digest inplenmentation
can support both HTTP and SASL-based protocols, the sane notation is
used in both to facilitate compari son and prevention of unwanted
differences. Since it is cut-and-paste fromthe HITP specifications,
not all productions may be used in this specification. It is also not
quite legal ABNF, again, the errors were copied fromthe HITP

speci fications.

7.1 Augnent ed BNF
Al'l of the nechanisns specified in this docunent are described in
both prose and an augnented Backus-Naur Form (BNF) sinmilar to that

used by RFC 822 [RFC 822]. Inplementers will need to be famliar with
the notation in order to understand this specification
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The augnmented BNF includes the follow ng constructs:

name = definition
The nane of a rule is sinply the nane itself (w thout any
enclosing "<" and ">") and is separated fromits definition by the
equal "=" character. Wite space is only significant in that
i ndentation of continuation lines is used to indicate a rule
definition that spans nore than one line. Certain basic rules are
i n uppercase, such as SP, LW5, HI, CRLF, DIG T, ALPHA etc. Angle
brackets are used within definitions whenever their presence wll
facilitate discerning the use of rule names.

“literal"

Quotation marks surround literal text. Unless stated otherwi se,

the text is case-insensitive.

rulel | rule2

El enents separated by a bar ("|") are alternatives, e.g., "yes
no" will accept yes or no.

(rulel rule2)
El ements encl osed in parentheses are treated as a single el enent.
Thus, "(elem (foo | bar) elem" allows the token sequences
“elemfoo elem and "el em bar el enf

*rule
The character "*" preceding an el ement indicates repetition. The
full formis "<n>*<npel enent” indicating at | east <n> and at npst
<> occurrences of elenent. Default values are 0 and infinity so
that "*(elenent)" allows any nunber, including zero; "1*el enent”
requires at |least one; and "1*2el enent" allows one or two.

[rul e]
Square brackets encl ose optional elenents; "[foo bar]" is
equi valent to "*1(foo bar)".

N rule
Specific repetition: "<n>(elenment)" is equivalent to
"<n>*<n>(elenent)"; that is, exactly <n> occurrences of (elenent).
Thus 2DIGA T is a 2-digit nunber, and 3ALPHA is a string of three
al phabetic characters.

#rul e
A construct "#" is defined, simlar to "*", for defining lists of
el enents. The full formis "<n>#<npel enent"” indicating at |east
<n> and at nost <nP el enents, each separated by one or nore conmas
(",") and OPTIONAL linear white space (LW5). This makes the usua
formof lists very easy; a rule such as
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( *LW5 el enent
can be shown as

1#el ement
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*(*LWS ", " *LWS el enment ))

VWherever this construct is used, null elenments are all owed, but do
not contribute to the count of elenents present. That is,

“(elenent), , (elenent)

is permtted, but counts as only two

el ements. Therefore, where at | east one elenent is required, at
| east one non-null elenment MJST be present. Default values are O
and infinity so that "#element" all ows any nunber, including zero;
"1#el emrent" requires at |east one; and "1#2el enent" all ows one or

t wo.

; comment

A semi -col on, set off sone distance to the right of rule text,
starts a comment that continues to the end of Iine. This is a
simpl e way of including useful notes in parallel with the

speci fications.

i mplied *LWs

The grammar described by this specification is word-based. Except
where noted otherw se, linear white space (LW5) can be included
bet ween any two adj acent words (token or quoted-string), and

bet ween adj acent words and separators, w thout changing the
interpretation of a field. At |least one delinmter (LWS and/or
separators) MJST exist between any two tokens (for the definition
of "token" below), since they would otherwi se be interpreted as a

singl e token.

7.2 Basi ¢ Rul es

The followi ng rules are used throughout this specification to
descri be basic parsing constructs. The US-ASCI| coded character set

is defined by ANSI

CCTET
CHAR
UPALPHA
LOALPHA
ALPHA
DAT
CTL

CR
LF
SP
HT
<>
CRLF

Leach & Newmran

X3. 4-1986 [ USASCI 1] .

<any 8-bit sequence of data>

<any US-ASCI| character (octets 0 - 127)>
<any US-ASCI| uppercase letter "A".."Z">
<any US-ASCI| |owercase letter "a".."z">
UPALPHA | LOALPHA

<any US-ASCI| digit "0".."9">

<any US-ASCI| control character

(octets 0 - 31) and DEL (127)>

<US-ASCI| CR, carriage return (13)>
<US-ASCI | LF, linefeed (10)>

<US- ASCI | SP, space (32)>

<US- ASCI | HT, horizontal-tab (9)>

<US- ASCI | doubl e-quote mark (34)>

CR LF
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Al'l linear white space, including folding, has the same semantics as
SP. A recipient MAY replace any linear white space with a single SP
before interpreting the field value or forwardi ng the nessage
downst r eam

LVS = [CRLF] 1*( SP | HT)

The TEXT rule is only used for descriptive field contents and val ues
that are not intended to be interpreted by the nessage parser. Wrds
of *TEXT MAY contain characters from character sets other than

| SO-8859-1 [| SO 8859] only when encoded according to the rules of RFC
2047 [RFC 2047].

TEXT = <any OCTET except CILs,
but including LW5s>

A CRLF is allowed in the definition of TEXT only as part of a header
field continuation. It is expected that the folding LWS will be
replaced with a single SP before interpretation of the TEXT val ue.

Hexadeci mal numeric characters are used in several protocol elenents.

HEX ="A"| "B" | "C| "D'|] "E'"| "F"
| "a" | "b" | "c¢" | "d" | "e" | "f" | DAT
Many HTTP/ 1.1 header field values consist of words separated by LWS

or special characters. These special characters MJST be in a quoted
string to be used within a paraneter val ue.

t oken = 1*<any CHAR except CTLs or separators>
separat ors ="Myt e @

I I A I S A

AR S 0 R B B

| {1ty SPHT

A string of text is parsed as a single word if it is quoted using
doubl e- quot e marks.

qguot ed-string
gdstr-va
gdt ext

( <"> qdstr-val <">)
*( qdtext | quoted-pair )
<any TEXT except <">>

Note that LMWS is NOT inplicit between the doubl e-quote marks (<">)
surrounding a qdstr-val and the qdstr-val; any LWS will be consi dered
part of the qdstr-val. This is also the case for quotation marks
surroundi ng any ot her construct.
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The backsl ash character ("\") MAY be used as a singl e-character
guoting nmechanismonly within qdstr-val and conment constructs.

qguot ed- pai r = "\" CHAR

The value of this construct is CHAR Note that an effect of this rule
i s that backslash nust be quoted.

8 Sampl e Code
The sanple inplenmentation in [Digest] also applies to DI GEST- MD5.

The foll owi ng code inplenents the conversion fromUTF-8 to 8859-1 if
necessary.

[* if the string is entirely in the 8859-1 subset of UTF-8, then
* translate to 8859-1 prior to M5
*/
void MD5_UTF8 8859 1(MD5_CTX *ctx, const unsigned char *base,
int len)
{

const unsigned char *scan, *end;
unsi gned char cbuf;

end = base + |len;

for (scan = base; scan < end; ++scan) {
if (*scan > OxC3) break; /* abort if outside 8859-1 */
if (*scan >= 0xCQ0 && *scan <= 0xC3) {

if (++scan == end || *scan < 0x80 || *scan > 0xBF)
br eak;
}
/* if we found a character outside 8859-1, don't alter string

*/

if (scan < end)
MD5Updat e(ct x, base, len);
return;

}

/* convert to 8859-1 prior to applying hash
*/
do {
for (scan = base; scan < end && *scan < 0xC0; ++scan)

if (scan != base) MXUpdate(ctx, base, scan - base);
if (scan + 1 >= end) break;

cbuf = ((scan[0] & 0x3) << 6) | (scan[1l] & Ox3f);
MD5Updat e( ct x, &cbuf, 1);
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base = scan + 2;
} while (base < end);
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and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
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Engl i sh.
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Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
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