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Copyri ght Notice
Copyright (C The Internet Society (2000). Al Rights Reserved.
| ESG Not e:

This protocol is widely inplenented and used. Experience has shown
that it can suffer degraded performance and | ost data when used in
| arge scale systens, in part because it does not include provisions
for congestion control. Readers of this docunent may find it
beneficial to track the progress of the | ETF s AAA working group
whi ch may devel op a successor protocol that better addresses the
scal i ng and congestion control issues.

Abst ract

Thi s docunent describes a protocol for carrying authentication

aut horization, and configuration information between a Network Access
Server which desires to authenticate its |inks and a shared

Aut henti cation Server.

| npl enentati on Note
This menmo docunents the RADIUS protocol. The early depl oynent of
RADI US was done using UDP port number 1645, which conflicts with the

"datametrics" service. The officially assigned port nunber for
RADI US is 1812.
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1. Introduction

Thi s docunent obsoletes RFC 2138 [1]. A sunmary of the changes
bet ween this docurment and RFC 2138 is available in the "Change Log"
appendi x.

Managi ng di spersed serial |ine and nodem pools for |arge nunbers of
users can create the need for significant adm nistrative support.

Si nce nmodem pools are by definition a link to the outside world, they
require careful attention to security, authorization and accounting.
This can be best achi eved by managi ng a single "database" of users,
which allows for authentication (verifying user nane and password) as
wel | as configuration informati on detailing the type of service to
deliver to the user (for exanple, SLIP, PPP, telnet, rlogin).
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Key features of RADI US are:
Client/Server Mde

A Network Access Server (NAS) operates as a client of RADIUS. The
client is responsible for passing user information to designated
RADI US servers, and then acting on the response which is returned.

RADI US servers are responsible for receiving user connection
requests, authenticating the user, and then returning al
configuration information necessary for the client to deliver
service to the user.

A RADI US server can act as a proxy client to other RAD US servers
or other kinds of authentication servers.

Net wor k Security

Transacti ons between the client and RADI US server are

aut henticated through the use of a shared secret, which is never
sent over the network. In addition, any user passwords are sent
encrypted between the client and RADI US server, to elimnate the
possibility that someone snooping on an unsecure network could
determ ne a user’s password.

Fl exi bl e Aut henti cati on Mechani sns

The RADI US server can support a variety of nethods to authenticate
a user. Wien it is provided with the user name and origi na
password given by the user, it can support PPP PAP or CHAP, UN X

| ogin, and ot her authentication nmechani sns.

Ext ensi bl e Protoco

Al'l transactions are conprised of variable length Attribute-
Lengt h-Val ue 3-tuples. New attribute values can be added wi t hout
di sturbing existing inplenentati ons of the protocol

1.1. Specification of Requirenments

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [2]. These key
wor ds mean the sane thing whether capitalized or not.

An implenentation is not conpliant if it fails to satisfy one or nore

of the nust or nust not requirements for the protocols it inplenents.
An inplenentation that satisfies all the nust, nust not, should and
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shoul d not requirenents for its protocols is said to be
"unconditionally conpliant”; one that satisfies all the nust and nust
not requirenments but not all the should or should not requirements
for its protocols is said to be "conditionally conpliant".

A NAS that does not inplenent a given service MJST NOT i npl enent the
RADI US attributes for that service. For exanple, a NAS that is
unable to offer ARAP service MJST NOT inplerment the RADIUS attributes
for ARAP. A NAS MUST treat a RADI US access-accept authorizing an
unavail abl e service as an access-reject instead.

1.2. Term nol ogy
Thi s docunent frequently uses the follow ng termns:

service The NAS provides a service to the dial-in user, such as PPP
or Tel net.

sessi on Each service provided by the NAS to a dial-in user
constitutes a session, with the beginning of the session
defined as the point where service is first provided and
the end of the session defined as the point where service
is ended. A user may have multiple sessions in parallel or
series if the NAS supports that.

silently discard
This means the inplenmentation discards the packet wi thout
further processing. The inplementation SHOULD provide the
capability of logging the error, including the contents of
the silently discarded packet, and SHOULD record the event
in a statistics counter.

2. Operation

VWen a client is configured to use RADI US, any user of the client
presents authentication information to the client. This mght be
with a custonizable login pronpt, where the user is expected to enter
their usernanme and password. Alternatively, the user might use a
link frami ng protocol such as the Point-to-Point Protocol (PPP)

whi ch has aut hentication packets which carry this information.

Once the client has obtained such information, it may choose to

aut henticate using RADIUS. To do so, the client creates an "Access-
Request” containing such Attributes as the user’s nane, the user’s
password, the ID of the client and the Port I D which the user is
accessing. Wwen a password is present, it is hidden using a nethod
based on the RSA Message Di gest Algorithm MD5 [3].
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The Access-Request is submtted to the RADIUS server via the network.
If no response is returned within a length of tinme, the request is
re-sent a nunber of times. The client can also forward requests to
an alternate server or servers in the event that the primary server
is down or unreachable. An alternate server can be used either after
a nunber of tries to the prinmary server fail, or in a round-robin
fashion. Retry and fallback algorithns are the topic of current
research and are not specified in detail in this docunent.

Once the RADI US server receives the request, it validates the sending
client. A request froma client for which the RAD US server does not
have a shared secret MJUST be silently discarded. |If the client is
valid, the RADI US server consults a database of users to find the
user whose nane matches the request. The user entry in the database
contains a list of requirements which nust be net to all ow access for
the user. This always includes verification of the password, but can
al so specify the client(s) or port(s) to which the user is allowed
access.

The RADI US server MAY nake requests of other servers in order to
satisfy the request, in which case it acts as a client.

If any Proxy-State attributes were present in the Access-Request,
they MUST be copied unnodified and in order into the response packet.
QO her Attributes can be placed before, after, or even between the
Proxy-State attri butes.

If any condition is not net, the RADIUS server sends an "Access-
Rej ect"” response indicating that this user request is invalid. |If
desired, the server MAY include a text nessage in the Access-Reject
whi ch MAY be displayed by the client to the user. No other
Attributes (except Proxy-State) are permitted in an Access-Reject.

If all conditions are met and the RADI US server w shes to issue a
chal l enge to which the user nust respond, the RADI US server sends an
"Access-Chal | enge" response. It MAY include a text nmessage to be

di spl ayed by the client to the user pronpting for a response to the
chal |l enge, and MAY include a State attribute.

If the client receives an Access-Chall enge and supports

chal | enge/ response it MAY display the text nessage, if any, to the
user, and then pronpt the user for a response. The client then re-
submits its original Access-Request with a new request ID, with the
User - Password Attribute replaced by the response (encrypted), and
including the State Attribute fromthe Access-Challenge, if any.
Only 0 or 1 instances of the State Attri bute SHOULD be
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present in a request. The server can respond to this new Access-
Request with either an Access-Accept, an Access-Reject, or another
Access- Chal | enge.

If all conditions are met, the list of configuration values for the
user are placed into an "Access-Accept" response. These val ues

i nclude the type of service (for exanple: SLIP, PPP, Login User) and
all necessary values to deliver the desired service. For SLIP and
PPP, this may include values such as | P address, subnet mask, MIU
desired conpression, and desired packet filter identifiers. For
character node users, this may include val ues such as desired

prot ocol and host.

2.1. Chall enge/ Response

In chal | enge/ response authentication, the user is given an
unpr edi ct abl e nunber and chal |l enged to encrypt it and give back the
result. Authorized users are equi pped with special devices such as
smart cards or software that facilitate cal culation of the correct
response with ease. Unauthorized users, |acking the appropriate

devi ce or software and | acki ng know edge of the secret key necessary
to emul ate such a device or software, can only guess at the response.

The Access- Chal | enge packet typically contains a Reply-Mssage

i ncluding a challenge to be displayed to the user, such as a nuneric
val ue unlikely ever to be repeated. Typically this is obtained from
an external server that knows what type of authenticator is in the
possessi on of the authorized user and can therefore choose a random
or non-repeating pseudorandom nunber of an appropriate radi x and

| engt h.

The user then enters the challenge into his device (or software) and

it calculates a response, which the user enters into the client which
forwards it to the RADI US server via a second Access-Request. |If the
response mat ches the expected response the RADIUS server replies with
an Access-Accept, otherw se an Access- Reject.

Exanmpl e: The NAS sends an Access- Request packet to the RADI US Server
with NAS-ldentifier, NAS-Port, User-Name, User-Password (which nay
just be a fixed string like "challenge" or ignored). The server
sends back an Access-Chal |l enge packet with State and a Repl y- Message
along the Iines of "Challenge 12345678, enter your response at the
pronmpt"” which the NAS displays. The NAS pronpts for the response and
sends a NEW Access- Request to the server (with a new ID) with NAS-
Identifier, NAS-Port, User-Nane, User-Password (the response just
entered by the user, encrypted), and the sane State Attribute that
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cane with the Access-Chall enge. The server then sends back either an
Access- Accept or Access-Reject based on whether the response matches
the required value, or it can even send another Access-Challenge.

2.2. Interoperation with PAP and CHAP

For PAP, the NAS takes the PAP I D and password and sends themin an
Access- Request packet as the User-Nanme and User-Password. The NAS MAY
include the Attributes Service-Type = Franed-User and Franed-Protoco
= PPP as a hint to the RAD US server that PPP service is expected.

For CHAP, the NAS generates a random chall enge (preferably 16 octets)
and sends it to the user, who returns a CHAP response along with a
CHAP I D and CHAP usernane. The NAS then sends an Access- Request
packet to the RADIUS server with the CHAP usernanme as the User-Nane
and with the CHAP I D and CHAP response as the CHAP-Password
(Attribute 3). The random chall enge can either be included in the
CHAP- Chal | enge attribute or, if it is 16 octets long, it can be

pl aced in the Request Authenticator field of the Access-Request
packet. The NAS MAY include the Attributes Service-Type = Franed-
User and Franed-Protocol = PPP as a hint to the RADIUS server that
PPP service is expected.

The RADI US server | ooks up a password based on the User- Naneg,
encrypts the chall enge using MD5 on the CHAP ID octet, that password,
and the CHAP chal l enge (fromthe CHAP-Chall enge attribute if present,
ot herwi se fromthe Request Authenticator), and conpares that result
to the CHAP-Password. |f they match, the server sends back an
Access- Accept, otherwi se it sends back an Access-Reject.

If the RADIUS server is unable to performthe requested
authentication it MJST return an Access-Reject. For exanple, CHAP
requires that the user’s password be available in cleartext to the
server so that it can encrypt the CHAP chal |l enge and conpare that to

the CHAP response. |If the password is not available in cleartext to
the RADI US server then the server MUST send an Access-Reject to the
client.

2.3. Proxy

Wth proxy RADI US, one RADIUS server receives an authentication (or
accounting) request froma RADIUS client (such as a NAS), forwards
the request to a renote RADI US server, receives the reply fromthe
renote server, and sends that reply to the client, possibly with
changes to reflect local adm nistrative policy. A common use for
proxy RADIUS is roaming. Roamng permits two or nore administrative
entities to allow each other’s users to dial in to either entity’s
network for service
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The NAS sends its RADIUS access-request to the "forwardi ng server"
which forwards it to the "renpte server". The renpte server sends a
response (Access-Accept, Access-Reject, or Access-Challenge) back to
the forwarding server, which sends it back to the NAS. The User- Name
attribute MAY contain a Network Access ldentifier [8] for RADIUS
Proxy operations. The choice of which server receives the forwarded
request SHOULD be based on the authentication "realn. The

aut hentication real m MAY be the real mpart of a Network Access
Identifier (a "named realm'). Alternatively, the choice of which
server receives the forwarded request MAY be based on whatever ot her
criteria the forwarding server is configured to use, such as Call ed-
Station-1d (a "nunbered real ni).

A RADI US server can function as both a forwardi ng server and a renpote
server, serving as a forwarding server for sone realns and a renpote
server for other realms. One forwarding server can act as a
forwarder for any nunber of rempte servers. A renote server can have
any nunber of servers forwarding to it and can provide authentication
for any number of realns. One forwarding server can forward to

anot her forwarding server to create a chain of proxies, although care
nmust be taken to avoid introducing | oops.

The following scenario illustrates a proxy RADI US comuni cati on
between a NAS and the forwardi ng and renote RADI US servers:

1. A NAS sends its access-request to the forwardi ng server.

2. The forwardi ng server forwards the access-request to the renote
server.

3. The rempte server sends an access-accept, access-reject or
access-chal | enge back to the forwarding server. For this exanple,
an access-accept is sent.

4. The forwardi ng server sends the access-accept to the NAS

The forwardi ng server MUST treat any Proxy-State attributes already
in the packet as opaque data. |Its operation MJST NOT depend on the
content of Proxy-State attributes added by previous servers.

If there are any Proxy-State attributes in the request received from
the client, the forwardi ng server MJST include those Proxy-State
attributes inits reply to the client. The forwarding server MNAY
include the Proxy-State attributes in the access-request when it
forwards the request, or MAY onmit themin the forwarded request. |If
the forwarding server omts the Proxy-State attributes in the
forwarded access-request, it MJST attach themto the response before
sending it to the client.

Ri gney, et al. St andards Track [ Page 9]



RFC 2865 RADI US June 2000

We now exami ne each step in nore detail

1. A NAS sends its access-request to the forwardi ng server. The
forwardi ng server decrypts the User-Password, if present, using
the shared secret it knows for the NAS. |f a CHAP-Password
attribute is present in the packet and no CHAP-Chal |l enge attribute
is present, the forwarding server MJST | eave the Request -

Aut henti cat or untouched or copy it to a CHAP-Chall enge attribute.

'’ The forwardi ng server MAY add one Proxy-State attribute to the
packet. (It MJST NOT add nore than one.) |If it adds a Proxy-
State, the Proxy-State MJST appear after any other Proxy-States in
the packet. The forwarding server MJST NOT nodify any other
Proxy-States that were in the packet (it may choose not to forward
them but it MJUST NOT change their contents). The forwarding
server MJST NOT change the order of any attributes of the sane
type, including Proxy-State.

2. The forwardi ng server encrypts the User-Password, if present,
using the secret it shares with the renote server, sets the
Identifier as needed, and forwards the access-request to the
renote server.

3. The renote server (if the final destination) verifies the user
usi ng User-Password, CHAP-Password, or such nethod as future
extensions nmay dictate, and returns an access-accept, access-
reject or access-challenge back to the forwardi ng server. For
this exanple, an access-accept is sent. The renote server MJST
copy all Proxy-State attributes (and only the Proxy-State
attributes) in order fromthe access-request to the response
packet, wi thout nodifying them

4. The forwarding server verifies the Response Authenticator using
the secret it shares with the renpote server, and silently discards
the packet if it fails verification. |f the packet passes
verification, the forwarding server renoves the | ast Proxy-State
(if it attached one), signs the Response Authenticator using the
secret it shares with the NAS, restores the ldentifier to match
the one in the original request by the NAS, and sends the access-
accept to the NAS

A forwardi ng server MAY need to nodify attributes to enforce |oca
policy. Such policy is outside the scope of this docunent, with the
followi ng restrictions. A forwardi ng server MJUST not nodify existing
Proxy-State, State, or Class attributes present in the packet.
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| mpl ementers of forwardi ng servers shoul d consider carefully which
values it is willing to accept for Service-Type. Carefu

consi deration nmust be given to the effects of passing al ong Service-
Types of NAS-Pronpt or Administrative in a proxied Access-Accept, and
i mpl enenters may wi sh to provide nechanisns to bl ock those or other
service types, or other attributes. Such mechanisnms are outside the
scope of this docunent.

2.4. Wy UDP?

A frequently asked question is why RAD US uses UDP instead of TCP as
a transport protocol. UDP was chosen for strictly technical reasons.

There are a nunber of issues which nust be understood. RADIUS is a
transacti on based protocol which has several interesting
characteristics:

1. If the request to a prinmary Authentication server fails, a
secondary server nust be queried.

To neet this requirement, a copy of the request nust be kept above
the transport layer to allow for alternate transm ssion. This
means that retransmission tiners are still required.

2. The timng requirenents of this particular protocol are
significantly different than TCP provi des.

At one extreme, RADI US does not require a "responsive" detection
of lost data. The user is willing to wait several seconds for the
authentication to conplete. The generally aggressive TCP
retransm ssi on (based on average round trip tine) is not required,
nor is the acknow edgenent overhead of TCP

At the other extrene, the user is not willing to wait severa
m nutes for authentication. Therefore the reliable delivery of
TCP data two minutes later is not useful. The faster use of an

alternate server allows the user to gain access before giving up
3. The stateless nature of this protocol sinplifies the use of UDP

Clients and servers cone and go. Systemns are rebooted, or are
power cycled independently. Generally this does not cause a
problemand with creative tineouts and detection of [ost TCP
connections, code can be witten to handl e anomal ous events. UDP
however conpletely elimnates any of this special handling. Each
client and server can open their UDP transport just once and | eave
it open through all types of failure events on the network.
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4. UDP sinplifies the server inplenmentation

In the earliest inplenentations of RADIUS, the server was single
threaded. This neans that a single request was received,
processed, and returned. This was found to be unmanageable in
envi ronnents where the back-end security nechanismtook real tine
(1 or nore seconds). The server request queue would fill and in
envi ronnent s where hundreds of people were being authenticated
every mnute, the request turn-around tinme increased to |onger
than users were willing to wait (this was especially severe when a
specific | ookup in a database or over DNS took 30 or nore
seconds). The obvious solution was to nake the server multi-
threaded. Achieving this was sinple with UDP. Separate processes
were spawned to serve each request and these processes could
respond directly to the client NAS with a sinple UDP packet to the
original transport of the client.

It’s not all a panacea. As noted, using UDP requires one thing which
is built into TCP: with UDP we nust artificially nanage
retransmssion timers to the sane server, although they don’t require
the sane attention to tining provided by TCP. This one penalty is a
small price to pay for the advantages of UDP in this protocol

Wthout TCP we would still probably be using tin cans connected by
string. But for this particular protocol, UDP is a better choice.

2.5. Retransmi ssion Hints

If the RADIUS server and alternate RADI US server share the sane
shared secret, it is OKto retransmt the packet to the alternate
RADI US server with the same I D and Request Authenticator, because the
content of the attributes haven't changed. |If you want to use a new
Request Authenticator when sending to the alternate server, you nay.

If you change the contents of the User-Password attribute (or any
other attribute), you need a new Request Authenticator and therefore
a new | D

If the NAS is retransmtting a RADIUS request to the sane server as
before, and the attributes haven't changed, you MJST use the sane
Request Authenticator, ID, and source port. |If any attributes have
changed, you MJST use a new Request Authenticator and ID.

A NAS MAY use the sane ID across all servers, or MAY keep track of

I Ds separately for each server, it is up to the inplenenter. If a
NAS needs nore than 256 I Ds for outstanding requests, it MAY use
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addi ti onal source ports to send requests from and keep track of IDs
for each source port. This allows up to 16 mllion or so outstanding
requests at one tinme to a single server.

2.6. Keep-Alives Considered Harnfu

Sone i npl enenters have adopted the practice of sending test RAD US
requests to see if a server is alive. This practice is strongly

di scouraged, since it adds to |oad and harns scal ability w thout
providing any additional useful information. Since a RADIUS request
is contained in a single datagram in the tine it would take you to
send a ping you could just send the RADI US request, and getting a
reply tells you that the RADIUS server is up. |If you do not have a
RADI US request to send, it does not matter if the server is up or
not, because you are not using it.

[f you want to nonitor your RADIUS server, use SNWP. That's what
SNWP is for.

3. Packet For mat

Exactly one RADIUS packet is encapsulated in the UDP Data field [4],
where the UDP Destination Port field indicates 1812 (decimal).

When a reply is generated, the source and destination ports are
reversed

This menmo docunents the RADI US protocol. The early depl oynent of
RADI US was done using UDP port number 1645, which conflicts with the
"datametrics" service. The officially assigned port nunber for

RADI US is 1812.
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A summary of the RADIUS data fornmat is shown below. The fields are
transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T s i I S e i S i i S S e S
Code | Identifier | Length |
T T i S e i s st oI S e S e S il Tt S S R S S e S

Aut hent i cat or I
I
|
+
Attributes ...

|
+-
|
|
|
|
T i Tk S SR
|
T i S S SR S S S S

Code

The Code field is one octet, and identifies the type of RADI US
packet. When a packet is received with an invalid Code field, it
is silently discarded.

RADI US Codes (decinmal) are assigned as foll ows:

1 Access- Request

2 Access- Accept

3 Access- Rej ect

4 Account i ng- Request
5 Account i ng- Response

11 Access- Chal | enge

12 St at us- Server (experinental)

13 Status-Cient (experinental)
255 Reser ved

Codes 4 and 5 are covered in the RADI US Accounting document [5].
Codes 12 and 13 are reserved for possible use, but are not further
mentioned here.

I dentifier
The ldentifier field is one octet, and aids in matching requests
and replies. The RADI US server can detect a duplicate request if

it has the sane client source |P address and source UDP port and
Identifier within a short span of tine.
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Length

The Length field is two octets. It indicates the Iength of the
packet including the Code, ldentifier, Length, Authenticator and
Attribute fields. Octets outside the range of the Length field
MUST be treated as padding and ignored on reception. |If the
packet is shorter than the Length field indicates, it MJST be
silently discarded. The mininumlength is 20 and maxi num | ength
is 4096.

Aut hent i cat or

The Authenticator field is sixteen (16) octets. The nost
significant octet is transmtted first. This value is used to
authenticate the reply fromthe RADIUS server, and is used in the
password hiding algorithm

Request Aut henti cat or

I n Access- Request Packets, the Authenticator value is a 16
octet random nunber, called the Request Authenticator. The

val ue SHOULD be unpredi ctabl e and uni que over the lifetime of a
secret (the password shared between the client and the RADIUS
server), since repetition of a request value in conjunction
with the sane secret would pernit an attacker to reply with a
previously intercepted response. Since it is expected that the
sane secret MAY be used to authenticate with servers in

di spar at e geographi c regions, the Request Authenticator field
SHOULD exhi bit gl obal and tenporal uni queness.

The Request Authenticator value in an Access-Request packet
SHOULD al so be unpredictable, |lest an attacker trick a server
into responding to a predicted future request, and then use the
response to masquerade as that server to a future Access-
Request .

Al t hough protocols such as RADI US are i ncapabl e of protecting
agai nst theft of an authenticated session via realtinme active
Wi ret appi ng attacks, generation of unique unpredictable
requests can protect against a wi de range of active attacks
agai nst aut hentication.

The NAS and RADI US server share a secret. That shared secret
foll owed by the Request Authenticator is put through a one-way
MD5 hash to create a 16 octet digest value which is xored with
the password entered by the user, and the xored result placed

Ri gney, et al. St andards Track [ Page 15]



RFC 2865 RADI US June 2000

in the User-Password attribute in the Access-RRequest packet.
See the entry for User-Password in the section on Attributes
for a more detail ed description

Response Aut henti cat or

The val ue of the Authenticator field in Access-Accept, Access-
Rej ect, and Access-Chal | enge packets is called the Response

Aut henti cator, and contains a one-way MD5 hash cal cul ated over
a stream of octets consisting of: the RADI US packet, begi nning
with the Code field, including the Identifier, the Length, the
Request Authenticator field fromthe Access- Request packet, and
the response Attributes, followed by the shared secret. That
is, ResponseAuth =

MD5( Code+l D+Lengt h+Request Aut h+Attri but es+Secret) where +
denot es concat enati on.

Adm ni strative Note

The secret (password shared between the client and the RADIUS
server) SHOULD be at least as |arge and unguessable as a well -
chosen password. It is preferred that the secret be at |east 16
octets. This is to ensure a sufficiently large range for the
secret to provide protection against exhaustive search attacks.
The secret MJUST NOT be enpty (length 0) since this would allow
packets to be trivially forged.

A RADI US server MJST use the source |IP address of the RADIUS UDP
packet to decide which shared secret to use, so that RAD US
requests can be proxied.

When using a forwardi ng proxy, the proxy nmust be able to alter the
packet as it passes through in each direction - when the proxy
forwards the request, the proxy MAY add a Proxy-State Attribute
and when the proxy forwards a response, it MJST renmove its Proxy-
State Attribute if it added one. Proxy-State is always added or
renoved after any other Proxy-States, but no other assunptions
regarding its location within the |ist of attributes can be nade.
Si nce Access-Accept and Access-Reject replies are authenticated on
the entire packet contents, the stripping of the Proxy-State
attribute invalidates the signature in the packet - so the proxy
has to re-sign it.

Further details of RADIUS proxy inplenmentation are outside the
scope of this docunent.
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4. Packet Types

The RADI US Packet type is determined by the Code field in the first
octet of the Packet.

4. 1. Access-Request
Descri ption

Access- Request packets are sent to a RADI US server, and convey

i nformati on used to determ ne whether a user is allowed access to
a specific NAS, and any special services requested for that user

An inpl enentation wishing to authenticate a user MJST transnit a

RADI US packet with the Code field set to 1 (Access-Request).

Upon recei pt of an Access-Request froma valid client, an
appropriate reply MIST be transmtted.

An Access- Request SHOULD contain a User-Nane attribute. It MJST
contain either a NAS-1P-Address attribute or a NAS-Identifier
attribute (or both).

An Access- Request MJUST contain either a User-Password or a CHAP-
Password or a State. An Access-Request MJST NOT contain both a
User-Password and a CHAP-Password. |f future extensions allow
ot her kinds of authentication information to be conveyed, the
attribute for that can be used in an Access- Request instead of
User - Password or CHAP- Password.

An Access- Request SHOULD contain a NAS-Port or NAS-Port-Type
attribute or both unless the type of access being requested does
not involve a port or the NAS does not distinguish anbng its
ports.

An Access- Request MAY contain additional attributes as a hint to
the server, but the server is not required to honor the hint.

When a User-Password is present, it is hidden using a nethod based
on the RSA Message Digest Algorithm MD5 [3].
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4.

2.

A sunmmary of the Access-Request packet format is shown below. The
fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T s i I S e i S i i S S e S

Code | Identifier | Length |
T T i S e i s st oI S e S e S il Tt S S R S S e S

Request Aut henti cat or

R e s o S e T S T T i R e e e e o o i
Attributes ...
B T i e e R

|
+-
|
|
|
|
+-
|
+-
Code
1 for Access-Request.
I dentifier
The ldentifier field MIST be changed whenever the content of the
Attributes field changes, and whenever a valid reply has been
received for a previous request. For retransm ssions, the
I dentifier MJUST remai n unchanged.
Request Aut henti cat or

The Request Authenticator value MJUST be changed each tinme a new
Identifier is used.

Attributes

The Attribute field is variable in |l ength, and contains the |ist
of Attributes that are required for the type of service, as well
as any desired optional Attributes.

Access- Accept
Descri ption

Access- Accept packets are sent by the RADIUS server, and provide
specific configuration information necessary to begin delivery of
service to the user. If all Attribute values received in an
Access- Request are acceptable then the RADI US inpl ementati on MJST
transmt a packet with the Code field set to 2 (Access-Accept).
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On reception of an Access-Accept, the Identifier field is nmatched
with a pendi ng Access-Request. The Response Authenticator field
MUST contain the correct response for the pendi ng Access- Request.
Invalid packets are silently discarded.

A summary of the Access-Accept packet format is shown bel ow. The
fields are transmtted fromleft to right.

0 1 2 3

01234567890123456789012345678901
B s i S i I i S S S i i
Code | ldentifier | Lengt h |

s S S o T i i S S i (i
| Response Aut henti cat or |
B T s i I S e i S i i S S e S
| Attributes ...
R o N e e
Code

2 for Access-Accept.
I dentifier

The ldentifier field is a copy of the Identifier field of the
Access- Request whi ch caused this Access-Accept.

Response Aut henti cat or

The Response Authenticator value is calculated fromthe Access-
Request val ue, as described earlier.

Attributes

The Attribute field is variable in length, and contains a |ist of
zero or nore Attributes.
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4.3. Access-Reject
Descri ption

If any value of the received Attributes is not acceptable, then
the RADI US server MJUST transmit a packet with the Code field set

to 3 (Access-Reject). It MAY include one or nore Reply-Message
Attributes with a text nmessage which the NAS MAY display to the
user.

A summary of the Access-Reject packet format is shown bel ow. The
fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| Code | Identifier | Length |
B T s i I S e i S i i S S e S
|
Response Aut henti cat or |
|
|
+
Attributes ...
B ok i T T BT TR R T

|
|
|
!I-- B T I T i s ks i T I TR e S SR i S S R S e i e e e
L.
Code
3 for Access-Reject.
I dentifier

The ldentifier field is a copy of the Identifier field of the
Access- Request whi ch caused this Access-Reject.

Response Aut henti cat or

The Response Authenticator value is calculated fromthe Access-
Request val ue, as described earlier.

Attri butes

The Attribute field is variable in length, and contains a |ist of
zero or nore Attributes.
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4. 4. Access-Chall enge
Descri ption

If the RADIUS server desires to send the user a challenge
requiring a response, then the RADI US server MJST respond to the
Access- Request by transmitting a packet with the Code field set to
11 (Access-Chal |l enge).

The Attributes field MAY have one or nore Reply-Message
Attributes, and MAY have a single State Attribute, or none.
Vendor - Specific, ldle-Tineout, Session-Tinmeout and Proxy-State
attributes MAY al so be included. No other Attributes defined in
this docunent are pernmitted in an Access-Chall enge.

On receipt of an Access-Challenge, the lIdentifier field is matched
with a pendi ng Access-Request. Additionally, the Response

Aut henticator field MJST contain the correct response for the
pendi ng Access-Request. Invalid packets are silently discarded.

If the NAS does not support chall enge/response, it MJST treat an
Access- Chal | enge as though it had recei ved an Access- Rej ect
i nst ead.

If the NAS supports chal |l enge/ response, receipt of a valid
Access- Chal | enge indicates that a new Access- Request SHOULD be
sent. The NAS MAY display the text nmessage, if any, to the user
and then pronpt the user for a response. It then sends its
original Access-Request with a new request |ID and Request

Aut henticator, with the User-Password Attribute replaced by the
user’s response (encrypted), and including the State Attribute
fromthe Access-Challenge, if any. Only 0 or 1 instances of the
State Attribute can be present in an Access- Request.

A NAS whi ch supports PAP MAY forward the Reply-Message to the
dialing client and accept a PAP response which it can use as
though the user had entered the response. |f the NAS cannot do
so, it MJST treat the Access-Chall enge as though it had received
an Access- Rej ect instead.
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A summary of the Access-Chal |l enge packet format is shown bel ow. The
fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T s i I S e i S i i S S e S
Code | Identifier | Length |
T T i S e i s st oI S e S e S il Tt S S R S S e S

Response Aut henti cat or |
T T R e s o s i N R T ok o =

Attributes ...
B T i e e R

|
+-
|
|
|
|
+-
|
+-
Code

11 for Access-Chall enge.
I dentifier

The ldentifier field is a copy of the Identifier field of the
Access- Request whi ch caused this Access-Chall enge.

Response Aut henti cat or

The Response Authenticator value is calculated fromthe Access-
Request val ue, as described earlier.

Attributes

The Attributes field is variable in length, and contains a list of
zero or nore Attributes.

5. Attributes

RADI US Attributes carry the specific authentication, authorization,
information and configuration details for the request and reply.

The end of the list of Attributes is indicated by the Length of the
RADI US packet .

Some Attributes MAY be included nmore than once. The effect of this
is Attribute specific, and is specified in each Attribute
description. A summary table is provided at the end of the
"Attributes" section.
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If nmultiple Attributes with the sane Type are present, the order of
Attributes with the same Type MJST be preserved by any proxies. The
order of Attributes of different Types is not required to be
preserved. A RADIUS server or client MJUST NOT have any dependenci es
on the order of attributes of different types. A RADIUS server or
client MUST NOT require attributes of the same type to be contiguous.

Where an Attribute’ s description linmts which kinds of packet it can
be contained in, this applies only to the packet types defined in
this document, namely Access- Request, Access-Accept, Access-Reject
and Access-Chall enge (Codes 1, 2, 3, and 11). Oher docunents
defining other packet types may al so use Attributes described here.
To determne which Attributes are allowed in Accounting- Request and
Account i ng- Response packets (Codes 4 and 5) refer to the RADIUS
Accounting docunment [5].

Li kewi se where packet types defined here state that only certain
Attributes are permissible in them future nenos defining new
Attributes should indicate which packet types the new Attributes my
be present in.

A summary of the Attribute format is shown below. The fields are
transmtted fromleft to right.

0 1 2

012345678901234567890
R el o R e e e e T ok o ek e S e
| Type | Length | Value ..
B i e S S T S i i

Type
The Type field is one octet. Up-to-date values of the RADIUS Type
field are specified in the nobst recent "Assigned Numbers" RFC [6].
Val ues 192-223 are reserved for experinmental use, values 224-240

are reserved for inplenentation-specific use, and val ues 241-255
are reserved and shoul d not be used.

A RADI US server MAY ignore Attributes with an unknown Type.

A RADIUS client MAY ignore Attributes with an unknown Type.
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Thi s specification concerns the follow ng val ues:

Ri gney,

OCO~NOUTRAWNE

et al.

RADI US

User - Nane
User - Password
CHAP- Passwor d

NAS- | P- Addr ess
NAS- Por t
Servi ce- Type

Fr amed- Pr ot oco
Franmed- | P- Addr ess
Fr amed- | P- Net mask
Fr amed- Rout i ng
Filter-Id

Fr amed- MTU

Fr amed- Conpr essi on
Logi n-1 P- Host
Logi n- Servi ce

Logi n- TCP- Port
(unassi gned)
Repl y- Message

Cal | back- Nurber

Cal | back-1d
(unassi gned)
Framed- Rout e
Franmed- | PX- Net wor k
State

C ass
Vendor - Speci fic
Sessi on- Ti neout

| dl e- Ti meout

Term nation-Acti on
Called-Station-1d
Call'ing-Station-1d
NAS- | denti fier
Proxy- State

Logi n- LAT- Servi ce
Logi n- LAT- Node
Logi n- LAT- Gr oup

Fr amed- Appl eTal k- Li nk
Fr amed- Appl eTal k- Net wor k
Fr amed- Appl eTal k- Zone
(reserved for accounting)
CHAP- Chal | enge
NAS- Por t - Type
Port-Limt

Logi n- LAT- Port

St andards Track
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Length

The Length field is one octet, and indicates the length of this
Attribute including the Type, Length and Value fields. If an
Attribute is received in an Access-Request but with an invalid
Length, an Access-Reject SHOULD be transmitted. |[If an Attribute
is received in an Access-Accept, Access-Reject or Access-Challenge
packet with an invalid | ength, the packet MJST either be treated
as an Access-Reject or else silently discarded.

Val ue

The Value field is zero or nmore octets and contains infornmation
specific to the Attribute. The format and | ength of the Value
field is determ ned by the Type and Length fields.

Note that none of the types in RADIUS terminate with a NUL (hex
00). In particular, types "text" and "string" in RADI US do not
terminate with a NUL (hex 00). The Attribute has a length field
and does not use a terminator. Text contains UTF-8 encoded 10646
[7] characters and String contains 8-bit binary data. Servers and
servers and clients MJST be able to deal with enbedded nulls.

RADI US i npl ementers using C are cautioned not to use strcpy() when
handl i ng strings.

The format of the value field is one of five data types. Note
that type "text" is a subset of type "string".

t ext 1- 253 octets containing UTF-8 encoded 10646 [ 7]
characters. Text of length zero (0) MJST NOT be sent;
omit the entire attribute instead.

string 1-253 octets containing binary data (values 0 through
255 decimal, inclusive). Strings of length zero (0)
MUST NOT be sent; omt the entire attribute instead.

addr ess 32 bit value, nobst significant octet first.

i nt eger 32 bit unsigned val ue, nost significant octet first.

time 32 bit unsigned value, nobst significant octet first --
seconds since 00:00:00 UTC, January 1, 1970. The

standard Attributes do not use this data type but it is
presented here for possible use in future attributes.
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5.1. User-Name
Descri ption

This Attribute indicates the nane of the user to be authenticated.
It MUST be sent in Access-Request packets if avail able.

It MAY be sent in an Access-Accept packet, in which case the
client SHOULD use the name returned in the Access-Accept packet in
al |l Accounting- Request packets for this session. |f the Access-
Accept includes Service-Type = Riogin and the User-Nanme attribute,
a NAS MAY use the returned User-Nanme when performng the R ogin
function.

A summary of the User-Nane Attribute format is shown below. The
fields are transmtted fromleft to right.

0 1 2
0123456789012345678901
T S S S T R

| Type | Length | String ...
B il T s ST S S S S T S i S e i T

Type
1 for User-Nane.

Length
>= 3

String
The String field is one or nore octets. The NAS may limt the
maxi mum | ength of the User-Name but the ability to handle at |east
63 octets is recomended.
The format of the username MAY be one of several fornms:

t ext Consi sting only of UTF-8 encoded 10646 [7] characters.

network access identifier
A Network Access ldentifier as described in RFC 2486

[8].
di stingui shed name

A name in ASN.1 formused in Public Key authentication
syst ens.
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5.2. User-Password
Descri ption

This Attribute indicates the password of the user to be
aut henticated, or the user’s input follow ng an Access-Chall enge.
It is only used in Access-Request packets.

On transmi ssion, the password is hidden. The password is first
padded at the end with nulls to a nultiple of 16 octets. A one-
way MD5 hash is cal cul ated over a stream of octets consisting of
the shared secret followed by the Request Authenticator. This
value is XORed with the first 16 octet segnent of the password and
placed in the first 16 octets of the String field of the User-
Password Attri bute.

If the password is longer than 16 characters, a second one-way M5
hash is cal cul ated over a stream of octets consisting of the
shared secret followed by the result of the first xor. That hash
is XORed with the second 16 octet segnment of the password and

pl aced in the second 16 octets of the String field of the User-
Password Attribute.

I f necessary, this operation is repeated, with each xor result
bei ng used along with the shared secret to generate the next hash
to xor the next segnent of the password, to no nore than 128
characters.

The nethod is taken fromthe book "Network Security" by Kaufman
Per| man and Speciner [9] pages 109-110. A nore precise
expl anati on of the nethod follows:

Call the shared secret S and the pseudo-random 128-bit Request

Aut henticator RA. Break the password into 16-octet chunks pl, p2,
etc. with the [ast one padded at the end with nulls to a 16-octet
boundary. Call the ciphertext blocks c(1), c(2), etc. W'Ill need
i ntermedi ate val ues bl, b2, etc.

bl = MD5(S + RA) c(1) = pl xor bl
b2 = MD5(S + c(1)) c(2) = p2 xor b2
bi = MDB(S + c(i-1)) c(i) = pi xor bi
The String will contain c(1)+c(2)+...+c(i) where + denotes

concat enati on.
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On receipt, the process is reversed to yield the origina
passwor d.

A summary of the User-Password Attribute format is shown bel ow. The
fields are transmtted fromleft to right.

0 1 2
0123456789012345678901
e i T S e e e e o o ok o
| Type | Length | String ...
B i T i S i T S S S i o

Type
2 for User-Password.

Length
At | east 18 and no | arger than 130.

String
The String field is between 16 and 128 octets |ong, inclusive.

5.3. CHAP- Password

Descri ption
This Attribute indicates the response val ue provided by a PPP
Chal | enge- Handshake Aut hentication Protocol (CHAP) user in
response to the challenge. It is only used in Access-Request
packets.
The CHAP chal | enge value is found in the CHAP-Chall enge Attribute
(60) if present in the packet, otherwi se in the Request

Aut henticator field.

A summary of the CHAP-Password Attribute format is shown bel ow. The
fields are transmitted fromleft to right.

0 1 2
0123456789012345678901234567829
B s o T o e S el ok i S i S e s st B T

| Type | Length | CHAP I dent | String ..
B i I e S R i ol S SR R S e e S s it NI S e R S e it oI
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Type

3 for CHAP-Password.
Length

19
CHAP | dent

This field is one octet, and contains the CHAP ldentifier fromthe
user’'s CHAP Response.

String

The String field is 16 octets, and contains the CHAP Response from
t he user.

5.4. NAS-I| P- Address
Descri ption

This Attribute indicates the identifying I P Address of the NAS
which is requesting authentication of the user, and SHOULD be
unique to the NAS within the scope of the RADI US server. NAS-I|P-
Address is only used in Access-Request packets. Either NAS-IP-
Address or NAS-ldentifier MJUST be present in an Access-Request
packet .

Not e that NAS-I|P-Address MJUST NOT be used to select the shared
secret used to authenticate the request. The source |IP address of
the Access- Request packet MUST be used to select the shared
secret.

A summary of the NAS-IP-Address Attribute format is shown bel ow. The
fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S

| Type | Length | Addr ess

B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
Address (cont) |

R T o T i e ks ik oI ST e TS

Type
4 for NAS-I|P-Address.
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Len

Add

5.5.

Des

As
fie

0
0

gth

6

ress

The Address field is four octets.

NAS- Por t

cription

This Attribute indicates the physical port nunber of the NAS which
is authenticating the user. It is only used in Access-Request
packets. Note that this is using "port" in its sense of a

physi cal connection on the NAS, not in the sense of a TCP or UDP
port nunmber. Either NAS-Port or NAS-Port-Type (61) or both SHOULD

be present in an Access- Request packet, if the NAS differentiates
anong its ports.

ummary of the NAS-Port Attribute format is shown bel ow. The
lds are transmitted fromleft to right.

1 2 3
1234567890123456789012345678901

e SER S I S U S S S S R S S SR S ok T

Type | Length | Val ue

T T S T o S B T S S S S S S S

Val ue (cont) |

s e S iy St N S S

Type

5 for NAS-Port.

Length

6

Val ue

The Value field is four octets.
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5.6. Service-Type
Descri ption

This Attribute indicates the type of service the user has
requested, or the type of service to be provided. It MAY be used
in both Access-Request and Access-Accept packets. A NAS is not
required to inplerment all of these service types, and MJST treat
unknown or unsupported Service-Types as though an Access- Rej ect
had been received instead.

A summary of the Service-Type Attribute format is shown below. The
fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i

| Type | Lengt h | Val ue

e b i T T e T S s S R S e T O i i Tk i RIS S S
Val ue (cont) |

R e e ks ik oI S S e

Type
6 for Service-Type.
Lengt h
6
Val ue
The Value field is four octets.

Logi n

Fr aned

Cal | back Login
Cal | back Framed

Cut bound

Adm ni strative

NAS Pr onpt

Aut henticate Only
Cal | back NAS Prompt
Cal | Check
Cal | back Administrative

POOWO~NOUITRAWNE

el
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The service types are defined as foll ows when used in an Access-
Accept. Wen used in an Access-Request, they MAY be considered to
be a hint to the RADI US server that the NAS has reason to believe
the user would prefer the kind of service indicated, but the
server is not required to honor the hint.

Logi n The user should be connected to a host.

Fr amed A Franmed Protocol should be started for the
User, such as PPP or SLIP.

Cal | back Login The user should be di sconnected and call ed
back, then connected to a host.

Cal | back Framed The user shoul d be di sconnected and call ed
back, then a Framed Protocol should be started
for the User, such as PPP or SLIP.

Qut bound The user should be granted access to outgoing
devi ces.
Admi ni strative The user should be granted access to the

adm nistrative interface to the NAS from which
privileged conmands can be execut ed.

NAS Pr onpt The user should be provided a command pronpt
on the NAS from whi ch non-privil eged commands
can be executed.

Aut henticate Only Only Authentication is requested, and no
aut hori zation informati on needs to be returned
in the Access-Accept (typically used by proxy
servers rather than the NAS itself).

Cal | back NAS Pronpt The user shoul d be di sconnected and call ed
back, then provided a command pronpt on the
NAS from whi ch non-privil eged comrmands can be
execut ed.

Call Check Used by the NAS in an Access- Request packet to
indicate that a call is being received and
that the RADIUS server shoul d send back an
Access- Accept to answer the call, or an
Access-Reject to not accept the call
typically based on the Called-Station-1d or
Calling-Station-1d attributes. It is
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recomended that such Access- Requests use the
val ue of Calling-Station-1d as the val ue of
t he User - Nane.

Cal | back Adm ni strative
The user shoul d be di sconnected and call ed
back, then granted access to the
adm nistrative interface to the NAS from whi ch
privil eged commands can be execut ed.

5.7. Franed-Protoco
Descri ption

This Attribute indicates the fram ng to be used for framed access.
It MAY be used in both Access-Request and Access-Accept packets.

A sunmmary of the Franed-Protocol Attribute format is shown bel ow.
The fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i

| Type | Lengt h | Val ue

e b i T T e T S s S R S e T O i i Tk i RIS S S
Val ue (cont) |

R e e ks ik oI S S e

Type
7 for Framed- Protocol
Lengt h
6
Val ue
The Value field is four octets.
PPP
SLIP
Appl eTal k Renpte Access Protocol (ARAP)
Gandal f proprietary SingleLink/MiltilLink protoco

Xyl ogics proprietary |PX/ SLIP
X. 75 Synchr onous

OO, WNE
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5.8. Framed- | P- Address
Descri ption

This Attribute indicates the address to be configured for the
user. 1t MAY be used in Access-Accept packets. It MAY be used in
an Access- Request packet as a hint by the NAS to the server that
it would prefer that address, but the server is not required to
honor the hint.

A summary of the Framed-1P-Address Attribute format is shown bel ow
The fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S

| Type | Length | Addr ess

B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
Address (cont) |

R T o T i e ks ik oI ST e TS

Type

8 for Framed-| P-Address.
Lengt h

6
Addr ess

The Address field is four octets. The val ue OXFFFFFFFF i ndi cates
that the NAS Should allow the user to select an address (e.g.
Negoti ated). The val ue OxFFFFFFFE indi cates that the NAS shoul d
sel ect an address for the user (e.g. Assigned froma pool of
addresses kept by the NAS). Oher valid values indicate that the
NAS shoul d use that value as the user’s |P address.

5.9. Franed- | P- Net nask

Descri ption
This Attribute indicates the IP netnask to be configured for the
user when the user is a router to a network. It MAY be used in
Access- Accept packets. It MAY be used in an Access- Request packet

as a hint by the NAS to the server that it would prefer that
net mask, but the server is not required to honor the hint.
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A sunmmary of the Framed-1P-Netnmask Attribute format is shown bel ow.
The fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T s i I S e i S i i S S e S

| Type | Length | Addr ess
s S S i I S R R e h T Tk e S S S o T S

Address (cont) |
B S S i i T S

Type

9 for Framed-| P-Net nask.
Lengt h

6
Addr ess

The Address field is four octets specifying the | P netmask of the
user.

5.10. Framed-Routing

Descri ption
This Attribute indicates the routing nmethod for the user, when the
user is arouter to a network. It is only used in Access-Accept
packets.

A summary of the Framed-Routing Attribute format is shown bel ow. The
fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
s S S i I S R R e h T Tk e S S S o T S

| Type | Length | Val ue

B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
Val ue (cont) |

T el I o e S S e el st (I S SR R

Type

10 for Franed-Routing.
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Length
6
Val ue
The Value field is four octets.
None
Send routing packets

Li sten for routing packets
Send and Listen

WNEFO

5.11. Filter-Id
Descri ption

This Attribute indicates the name of the filter list for this
user. Zero or more Filter-1d attributes MAY be sent in an
Access- Accept packet.

Identifying a filter list by name allows the filter to be used on
di fferent NASes without regard to filter-list inplenentation
details.

A summary of the Filter-1d Attribute format is shown below. The
fields are transmitted fromleft to right.

0 1 2
0123456789012345678901
T

| Type | Length | Text
T I S e e Tk S T o S

Type
11 for Filter-1d.
Lengt h
>= 3
Text
The Text field is one or nore octets, and its contents are
i mpl enent ati on dependent. It is intended to be human readabl e and

MUST NOT affect operation of the protocol. It is recomended that
the nessage contain UTF-8 encoded 10646 [7] characters.
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5.12. Franed- MTU
Descri ption

This Attribute indicates the Maxi mum Transm ssion Unit to be
configured for the user, when it is not negotiated by sone other
neans (such as PPP). |t MAY be used in Access-Accept packets. It
MAY be used in an Access-Request packet as a hint by the NAS to
the server that it would prefer that value, but the server is not
required to honor the hint.

A summary of the Framed-MIU Attribute format is shown bel ow. The
fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i

| Type | Lengt h | Val ue

e b i T T e T S s S R S e T O i i Tk i RIS S S
Val ue (cont) |

R e e ks ik oI S S e

Type

12 for Framed- MIU.
Lengt h

6
Val ue

The Value field is four octets. Despite the size of the field,
val ues range from64 to 65535.

5.13. Franed- Conpression
Descri ption

This Attribute indicates a conpression protocol to be used for the
link. It MAY be used in Access-Accept packets. It MAY be used in
an Access- Request packet as a hint to the server that the NAS
woul d prefer to use that conpression, but the server is not
required to honor the hint.

More than one conpression protocol Attribute MAY be sent. It is

the responsibility of the NAS to apply the proper conpression
protocol to appropriate link traffic.
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A summary of the Franmed- Conpression Attribute format is shown bel ow.
The fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T s i I S e i S i i S S e S

| Type | Length | Val ue

s S S i I S R R e h T Tk e S S S o T S
Val ue (cont) |

B S S i i T S

Type
13 for Franed- Conpression
Lengt h
6
Val ue
The Value field is four octets.
None
VJ TCP/ | P header conpression [10]

| PX header conpression
St ac- LZS conpressi on

WNEFLO

5.14. Logi n-1P-Host
Descri ption

This Attribute indicates the systemw th which to connect the user
when the Login-Service Attribute is included. It MAY be used in
Access- Accept packets. It MAY be used in an Access- Request packet as
a hint to the server that the NAS would prefer to use that host, but
the server is not required to honor the hint.

A summary of the Login-IP-Host Attribute format is shown bel ow. The
fields are transmtted fromleft to right.

Ri gney, et al. St andards Track [ Page 38]



RFC 2865 RADI US June 2000

0 1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R

| Type | Lengt h | Addr ess

B s i S i I i S S S i i
Address (cont) |

R i T S e rh

Type

14 for Login-1P-Host.
Length

6
Addr ess

The Address field is four octets. The val ue OxFFFFFFFF i ndi cates
that the NAS SHOULD al |l ow the user to select an address. The
value 0 indicates that the NAS SHOULD sel ect a host to connect the
user to. Oher values indicate the address the NAS SHOULD connect
the user to

5.15. Logi n-Service
Descri ption

This Attribute indicates the service to use to connect the user to
the login host. It is only used in Access-Accept packets.

A summary of the Login-Service Attribute format is shown bel ow. The
fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
T S s S e St SR S R S S S

| Type | Length | Val ue

e i S i I i Sl I S S
Val ue (cont) |

B i S S S it s ol T S S

Type

15 for Logi n-Servi ce.
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Length
6
Val ue
The Value field is four octets.

Tel net

Rl ogi n

TCP O ear

Port Master (proprietary)

LAT

X25- PAD

X25- T3PCOS

TCP Cl ear Quiet (suppresses any NAS-generated connect string)

OO WNELO

5.16. Logi n- TCP- Port
Descri ption

This Attribute indicates the TCP port with which the user is to be
connected, when the Login-Service Attribute is also present. It
is only used in Access-Accept packets.

A summary of the Login-TCP-Port Attribute format is shown below. The
fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
T S s S e St SR S R S S S

| Type | Length | Val ue

e i S i I i Sl I S S
Val ue (cont) |

B i S S S it s ol T S S

Type

16 for Login-TCP-Port.
Length

6
Val ue

The Value field is four octets. Despite the size of the field,
val ues range fromO0O to 65535.

Ri gney, et al. St andards Track [ Page 40]



RFC 2865 RADI US June 2000

5.17. (unassi gned)
Descri ption
ATTRI BUTE TYPE 17 HAS NOT BEEN ASSI GNED.
5.18. Reply-Message

Descri ption

This Attribute indicates text which MAY be displayed to the user
When used in an Access-Accept, it is the success nessage.
When used in an Access-Reject, it is the failure nmessage. It MAY

i ndicate a di al og nessage to pronmpt the user before another
Access- Request attenpt.

When used in an Access-Challenge, it MAY indicate a dial og nessage
to pronpt the user for a response.

Mul tiple Reply-Message's MAY be included and if any are displayed
they MUST be displayed in the sane order as they appear in the
packet .

A summary of the Reply-Message Attribute format is shown bel ow. The
fields are transmitted fromleft to right.

0 1 2
0123456789012345678901
I S i i S i o i S

| Type | Length | Text
T i S i L e i o i S N S
Type
18 for Reply-Message.
Lengt h
>= 3
Text

The Text field is one or nore octets, and its contents are

i mpl enent ati on dependent. It is intended to be human readabl e,
and MUST NOT affect operation of the protocol. It is recommended
that the nmessage contain UTF-8 encoded 10646 [7] characters.
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5.

5.

19.

Cal | back- Nunber

Descri ption

This Attribute indicates a dialing string to be used for call back
It MAY be used in Access-Accept packets. It MAY be used in an
Access- Request packet as a hint to the server that a Call back
service is desired, but the server is not required to honor the
hi nt .

A summary of the Call back-Nunber Attribute format is shown bel ow
The fields are transmtted fromleft to right.

1 2

01234567890123456789¢01

I S T i ST S e e e T S S S S

Type | Lengt h | String ..

T i S S S i o

Type

19 for Call back- Nunber.

Length

>= 3

String

20.

The String field is one or nore octets. The actual format of the
information is site or application specific, and a robust
i mpl ement ati on SHOULD support the field as undi stingui shed octets.

The codification of the range of allowed usage of this field is
out side the scope of this specification

Cal | back-1d

Descri ption

This Attribute indicates the name of a place to be called, to be
interpreted by the NAS. It MAY be used in Access-Accept packets.
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A summary of the Callback-1d Attribute format is shown below. The
fields are transmtted fromleft to right.

0 1 2
0123456789012345678901
S ik SR I S S S i o

| Type | Length | String ..
B T T o S S I ki i S e e i Tk S NI e

Type
20 for Call back-1d.
Lengt h
>= 3
String
The String field is one or nmore octets. The actual format of the
information is site or application specific, and a robust

i mpl enent ati on SHOULD support the field as undi stingui shed octets.

The codification of the range of allowed usage of this field is
out side the scope of this specification

5.21. (unassi gned)
Descri ption
ATTRI BUTE TYPE 21 HAS NOT BEEN ASSI GNED
5.22. Franed-Route
Descri ption
This Attribute provides routing information to be configured for
the user on the NAS. It is used in the Access-Accept packet and

can appear multiple tinmes.

A summary of the Framed-Route Attribute format is shown below. The
fields are transmtted fromleft to right.

0 1 2
012345678901234567890123
B i S R e i s i sl ST SIS S TR S
| Type | Length | Text
B i T R e e S S T adh it S R R e S e e
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5.

Type

22 for Franed-Route.

Length
>= 3
Text
The Text field is one or nore octets, and its contents are
i npl enent ati on dependent. It is intended to be human readabl e and
MUST NOT affect operation of the protocol. It is recomended that

the nmessage contain UTF-8 encoded 10646 [7] characters.

For IP routes, it SHOULD contain a destination prefix in dotted
guad formoptionally followed by a slash and a decinmal |ength
specifier stating how nany high order bits of the prefix to use.
That is followed by a space, a gateway address in dotted quad
form a space, and one or nore netrics separated by spaces. For
exanple, "192.168.1.0/24 192.168.1.1 1 2 -1 3 400". The length
specifier may be omtted, in which case it defaults to 8 bits for
class A prefixes, 16 bits for class B prefixes, and 24 bits for
class C prefixes. For exanple, "192.168.1.0 192.168.1.1 1".

Whenever the gateway address is specified as "0.0.0.0" the IP
address of the user SHOULD be used as the gateway address.

23. Framed- | PX- Net wor k
Descri ption

This Attribute indicates the | PX Network nunber to be configured
for the user. It is used in Access-Accept packets.

A sunmmary of the Framed-1PX-Network Attribute format is shown bel ow
The fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i

| Type | Lengt h | Val ue

e b i T T e T S s S R S e T O i i Tk i RIS S S
Val ue (cont) |

R e e ks ik oI S S e
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5.

Type

23 for Framed- | PX- Net wor k.
Length

6

Val ue

The Value field is four octets. The val ue OxFFFFFFFE i ndi cat es
that the NAS shoul d select an I PX network for the user (e.g.
assigned froma pool of one or nore | PX networks kept by the NAS)
O her val ues should be used as the IPX network for the link to the

user.
24. State
Descri ption

This Attribute is available to be sent by the server to the client
in an Access-Chal |l enge and MJUST be sent unnodified fromthe client
to the server in the new Access-Request reply to that chall enge,

i f any.

This Attribute is available to be sent by the server to the client
in an Access-Accept that also includes a Term nation-Action
Attribute with the value of RADIUS-Request. |If the NAS perfornms
the Term nation-Action by sending a new Access- Request upon

term nation of the current session, it MJST include the State
attribute unchanged in that Access-Request.

In either usage, the client MJST NOT interpret the attribute
locally. A packet must have only zero or one State Attribute.
Usage of the State Attribute is inplenmentation dependent.

A summary of the State Attribute format is shown below. The fields
are transnmitted fromleft to right.

0 1 2
0123456789012345678901
R o S T e T it B R R S T il soT SR R S S

| Type | Length | String ..
B T T o S S I ki i S e e i Tk S NI e

Type
24 for State
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5.

Length
>= 3

String
The String field is one or nore octets. The actual format of the
information is site or application specific, and a robust

i mpl ement ati on SHOULD support the field as undi stingui shed octets.

The codification of the range of allowed usage of this field is
out side the scope of this specification

25. dass
Descri ption

This Attribute is available to be sent by the server to the client
in an Access-Accept and SHOULD be sent unnodified by the client to
the accounting server as part of the Accounting-Request packet if
accounting is supported. The client MJST NOT interpret the
attribute locally.

A summary of the Class Attribute format is shown below. The fields
are transmtted fromleft to right.

0 1 2
0123456789012345678901
B i T i S i T S S S i o

| Type | Length | String ..
B T T i R I ik i i e e R o

Type
25 for O ass.
Length
>= 3
String
The String field is one or nore octets. The actual format of the
information is site or application specific, and a robust

i mpl ement ati on SHOULD support the field as undi stingui shed octets.

The codification of the range of allowed usage of this field is
out side the scope of this specification
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5.26. Vendor-Specific
Descri ption

This Attribute is available to all ow vendors to support their own
extended Attributes not suitable for general usage. |t MJST not
af fect the operation of the RADI US protocol

Servers not equipped to interpret the vendor-specific informtion
sent by a client MJUST ignore it (although it nay be reported).
Clients which do not receive desired vendor-specific information
SHOULD nake an attenpt to operate without it, although they may do
so (and report they are doing so) in a degraded node.

A summary of the Vendor-Specific Attribute format is shown bel ow
The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
e SER S I S U S S S S R S S SR S ok T

| Type | Length | Vendor-1d
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
Vendor-1d (cont) | String..

T o ik i S i e e ik it NIE NS R R R R R S S o
Type
26 for Vendor- Specific.
Length
>= 7
Vendor-1d
The high-order octet is 0 and the loworder 3 octets are the SM
Net wor k Managenent Private Enterprise Code of the Vendor in
network byte order, as defined in the "Assigned Nunbers" RFC [6].
String
The String field is one or nore octets. The actual format of the
information is site or application specific, and a robust

i mpl ement ati on SHOULD support the field as undi stingui shed octets.

The codification of the range of allowed usage of this field is
out side the scope of this specification
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5.

It SHOULD be encoded as a sequence of vendor type / vendor |ength
/ value fields, as follows. The Attribute-Specific field is
dependent on the vendor’s definition of that attribute. An
exanpl e encodi ng of the Vendor-Specific attribute using this

met hod fol | ows:

0 1 2 3
01234567890123456789012345678901
A S S S e i S R T S S i SR S

| Type | Length | Vendor-1d
B s i S i I i S S S i i
Vendor-1d (cont) | Vendor type | Vendor I|ength

s S S o T i i S S i (i
| Attribute-Specific..
R e T T e R i i I T R e o

Mul tiple subattributes MAY be encoded within a single Vendor-
Specific attribute, although they do not have to be.

27. Session- Ti neout
Descri ption

This Attribute sets the maxi mum nunber of seconds of service to be
provided to the user before term nation of the session or pronpt.
This Attribute is available to be sent by the server to the client
in an Access-Accept or Access-Chall enge.

A summary of the Session-Tineout Attribute format is shown bel ow
The fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S

| Type | Length | Val ue

B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
Val ue (cont) |

R T o T i e ks ik oI ST e TS

Type
27 for Session-Tinmeout.
Lengt h

6
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Val ue

The field is 4 octets, containing a 32-bit unsigned integer with
t he maxi mum nunber of seconds this user should be allowed to
remai n connected by the NAS

5.28. 1dl e-Tinmeout
Descri ption

This Attribute sets the maxi mum nunber of consecutive seconds of
idle connection allowed to the user before term nation of the
session or pronpt. This Attribute is available to be sent by the
server to the client in an Access-Accept or Access-Chall enge.

A summary of the ldle-Tineout Attribute format is shown below. The
fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R

| Type | Length | Val ue

B s i S i I i S S S i i
Val ue (cont) |

R i T S e rh

Type
28 for 1dle-Tineout.
Length
6
Val ue
The field is 4 octets, containing a 32-bit unsigned integer with
t he maxi mum nunber of consecutive seconds of idle time this user

shoul d be pernmitted before being disconnected by the NAS

5.29. Term nation-Action

Descri ption
This Attribute indicates what action the NAS shoul d take when the
specified service is conpleted. It is only used in Access-Accept
packets.
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A summary of the Termination-Action Attribute format is shown bel ow.
The fields are transmtted fromleft to right.

0 1 2 3

01234567890123456789012345678901

B T s i I S e i S i i S S e S

| Type | Length | Val ue

s S S i I S R R e h T Tk e S S S o T S
Val ue (cont) |

B S S i i T S

Type

29 for Term nation-Action.
Lengt h

6
Val ue

The Value field is four octets.

0 Def aul t
1 RADI US- Request

If the Value is set to RADIUS- Request, upon term nation of the
speci fied service the NAS MAY send a new Access- Request to the
RADI US server, including the State attribute if any.

5.30. Called-Station-Id
Descri ption

This Attribute allows the NAS to send in the Access-Request packet
the phone nunber that the user called, using D aled Nurmber
Identification (DNIS) or simlar technology. Note that this may
be different fromthe phone nunmber the call cones in on. It is
only used in Access-Request packets.

A summary of the Called-Station-1d Attribute format is shown bel ow
The fields are transmtted fromleft to right.

0 1 2
0123456789012345678901
T i S T S T S S S S S S S S

| Type | Length | String ..
s i i i T R i (e o
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Type

30 for Called-Station-Id.
Length

>= 3
String

The String field is one or nore octets, containing the phone
nunber that the user’s call came in on

The actual format of the information is site or application
specific. UTF-8 encoded 10646 [7] characters are reconmended, but
a robust inplenmentation SHOULD support the field as

undi sti ngui shed octets.

The codification of the range of allowed usage of this field is
out si de the scope of this specification

5.31. Calling-Station-1d
Descri ption

This Attribute allows the NAS to send in the Access-Request packet
t he phone nunber that the call cane from using Automatic Nunmber
Identification (ANI) or simlar technology. It is only used in
Access- Request packets.

A summary of the Calling-Station-1d Attribute format is shown bel ow.
The fields are transmtted fromleft to right.

0 1 2
0123456789012345678901
S ik SR I S S S i o

| Type | Length | String ..
B T T o S S I ki i S e e i Tk S NI e

Type
31 for Calling-Station-I1d.
Lengt h

>= 3
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String

The String field is one or nore octets, containing the phone
nunber that the user placed the call from

The actual format of the infornation is site or application
specific. UTF-8 encoded 10646 [7] characters are reconmended, but
a robust inplenentation SHOULD support the field as

undi sti ngui shed octets.

The codification of the range of allowed usage of this field is
out side the scope of this specification

5.32. NAS-Identifier
Descri ption

This Attribute contains a string identifying the NAS originating
the Access-Request. It is only used in Access-Request packets.
Ei t her NAS-1P-Address or NAS-Identifier MJST be present in an
Access- Request packet.

Note that NAS-ldentifier MJST NOT be used to select the shared
secret used to authenticate the request. The source |IP address of
the Access-Request packet MUST be used to select the shared
secret.

A summary of the NAS-Identifier Attribute format is shown bel ow. The
fields are transmtted fromleft to right.

0 1 2
0123456789012345678901
T S S T S SR S A S i S o

| Type | Length | String ..
B i T i S i T S S S i o

Type
32 for NAS-ldentifier.
Length

>= 3
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String

The String field is one or nore octets, and should be unique to
the NAS within the scope of the RADIUS server. For exanple, a
fully qualified domain name woul d be suitable as a NAS-Identifier

The actual format of the infornmation is site or application
specific, and a robust inplenmentation SHOULD support the field as
undi sti ngui shed octets.

The codification of the range of allowed usage of this field is
out side the scope of this specification

5.33. Proxy-State
Descri ption

This Attribute is available to be sent by a proxy server to

anot her server when forwardi ng an Access- Request and MJST be
returned unnodified in the Access-Accept, Access-Reject or
Access- Chal | enge. Wen the proxy server receives the response to
its request, it MJST renove its own Proxy-State (the |ast Proxy-
State in the packet) before forwarding the response to the NAS

If a Proxy-State Attribute is added to a packet when forwarding
the packet, the Proxy-State Attribute MJST be added after any
existing Proxy-State attributes.

The content of any Proxy-State other than the one added by the
current server should be treated as opaque octets and MUST NOT
af fect operation of the protocol

Usage of the Proxy-State Attribute is inplenmentati on dependent. A
description of its function is outside the scope of this
speci fication.

A sunmmary of the Proxy-State Attribute format is shown bel ow. The
fields are transmtted fromleft to right.

0 1 2
0123456789012345678901
R o S T e T it B R R S T il soT SR R S S

| Type | Length | String ..
B T T o S S I ki i S e e i Tk S NI e

Type
33 for Proxy-State.
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Length
>= 3
String

The String field is one or nore octets. The actual format of the
information is site or application specific, and a robust
i mpl ement ati on SHOULD support the field as undi stingui shed octets.

The codification of the range of allowed usage of this field is
out side the scope of this specification

5.34. Logi n- LAT- Servi ce
Descri ption

This Attribute indicates the systemw th which the user is to be
connected by LAT. It MAY be used in Access-Accept packets, but
only when LAT is specified as the Login-Service. It MAY be used
in an Access- Request packet as a hint to the server, but the
server is not required to honor the hint.

Adm ni strators use the service attribute when dealing with
clustered systens, such as a VAX or Al pha cluster. In such an
environnent several different time sharing hosts share the sane
resources (disks, printers, etc.), and adm nistrators often
configure each to offer access (service) to each of the shared
resources. In this case, each host in the cluster advertises its
servi ces through LAT broadcasts.

Sophi sticated users often know which service providers (nmachines)
are faster and tend to use a node name when initiating a LAT
connection. Alternately, sone adm nistrators want particul ar
users to use certain nmachines as a primtive formof |oad

bal anci ng (al t hough LAT knows how to do | oad bal ancing itself).

A summary of the Login-LAT-Service Attribute format i s shown bel ow
The fields are transnitted fromleft to right.

0 1 2
0123456789012345678901
B T T i R I ik i i e e R o

| Type | Length | String ..
B T T e e e i s S R S S e ot T S R S
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Type

34 for Login-LAT- Servi ce.
Length

>= 3
String

The String field is one or nore octets, and contains the identity
of the LAT service to use. The LAT Architecture allows this
string to contain $ (dollar), - (hyphen), . (period), _
(underscore), nunerics, upper and | ower case al phabetics, and the
| SO Latin-1 character set extension [11]. Al LAT string

conpari sons are case insensitive.

5.35. Logi n- LAT- Node
Descri ption

This Attribute indicates the Node with which the user is to be
automatically connected by LAT. It MAY be used in Access-Accept
packets, but only when LAT is specified as the Login-Service. It
MAY be used in an Access-Request packet as a hint to the server,
but the server is not required to honor the hint.

A summary of the Logi n-LAT-Node Attribute format is shown bel ow. The
fields are transmtted fromleft to right.

0 1 2
0123456789012345678901
T S S T S SR S A S i S o

| Type | Length | String ..
B i T i S i T S S S i o

Type
35 for Logi n-LAT- Node.
Length

>= 3
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5.

String

The String field is one or nmore octets, and contains the identity
of the LAT Node to connect the user to. The LAT Architecture
allows this string to contain $ (dollar), - (hyphen), . (period),
_ (underscore), nunerics, upper and | ower case al phabetics, and
the 1SO Latin-1 character set extension. All LAT string

conpari sons are case insensitive.

36. Logi n-LAT- G oup
Descri ption

This Attribute contains a string identifying the LAT group codes
which this user is authorized to use. |t MAY be used in Access-
Accept packets, but only when LAT is specified as the Login-
Service. It MAY be used in an Access-Request packet as a hint to
the server, but the server is not required to honor the hint.

LAT supports 256 different group codes, which LAT uses as a form
of access rights. LAT encodes the group codes as a 256 bit
bi t map.

Admi ni strators can assign one or nore of the group code bits at
the LAT service provider; it will only accept LAT connections that
have t hese group codes set in the bit map. The adm nistrators
assign a bitmap of authorized group codes to each user; LAT gets
these fromthe operating system and uses these in its requests to
the service providers.

A sunmary of the Logi n-LAT-Group Attribute format is shown bel ow.
The fields are transmtted fromleft to right.

0 1 2
0123456789012345678901
S ik SR I S S S i o

| Type | Length | String ..
B T T o S S I ki i S e e i Tk S NI e

Type
36 for Login-LAT- G oup.
Lengt h

34
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5.

String

The String field is a 32 octet bit nmap, nost significant octet
first. A robust inplementation SHOULD support the field as
undi sti ngui shed octets.

The codification of the range of allowed usage of this field is
out si de the scope of this specification

37. Framed- Appl eTal k- Li nk

Descri ption
This Attribute indicates the Appl eTal k network nunber which shoul d
be used for the serial link to the user, which is another
Appl eTal k router. It is only used in Access-Accept packets. It

i's never used when the user is not another router.

A summary of the Framed- Appl eTal k-Link Attribute format is shown
below. The fields are transnmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T s i I S e i S i i S S e S

| Type | Length | Val ue

s S S i I S R R e h T Tk e S S S o T S
Val ue (cont) |

B S S i i T S

Type
37 for Franed- Appl eTal k- Li nk.

Length
6

Val ue
The Value field is four octets. Despite the size of the field,
val ues range fromO to 65535. The special value of O indicates
that this is an unnunbered serial link. A value of 1-65535 neans

that the serial |ine between the NAS and the user shoul d be
assigned that value as an Appl eTal k network nunber
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5.38. Franed- Appl eTal k- Net wor k

Descri ption
This Attribute indicates the Appl eTal k Network number which the
NAS shoul d probe to allocate an Appl eTal k node for the user. It
is only used in Access-Accept packets. It is never used when the

user is another router. Miltiple instances of this Attribute
i ndi cate that the NAS rmay probe using any of the network nunbers
speci fi ed.

A summary of the Franed- Appl eTal k- Network Attribute format is shown
below. The fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i

| Type | Lengt h | Val ue

e b i T T e T S s S R S e T O i i Tk i RIS S S
Val ue (cont) |

R e e ks ik oI S S e

Type
38 for Franed- Appl eTal k- Net wor k.

Lengt h
6

Val ue
The Value field is four octets. Despite the size of the field,
val ues range fromO to 65535. The special value 0 indicates that
the NAS should assign a network for the user, using its default
cable range. A value between 1 and 65535 (inclusive) indicates
the Appl eTal k Network the NAS should probe to find an address for
t he user.

5.39. Franmed- Appl eTal k- Zone

Descri ption

This Attribute indicates the AppleTal k Default Zone to be used for

this user. It is only used in Access-Accept packets. Miltiple
instances of this attribute in the same packet are not all owed.
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A summary of the Framed- Appl eTal k- Zone Attribute format is shown
below. The fields are transnmitted fromleft to right.

0 1 2
01234567890123456789012314
i I I T i i S S S R S

| Type | Length | String ..
R T e T o e e e ke st SOTE T I I S e TR S R

Type
39 for Framed- Appl eTal k- Zone.
Lengt h
>= 3
String
The nane of the Default AppleTal k Zone to be used for this user

A robust inplenentation SHOULD support the field as
undi sti ngui shed octets.

The codification of the range of allowed usage of this field is
out side the scope of this specification

5.40. CHAP-Chal | enge
Descri ption

This Attribute contains the CHAP Chall enge sent by the NASto a
PPP Chal | enge- Handshake Aut hentication Protocol (CHAP) user. It
is only used in Access-Request packets.

If the CHAP chall enge value is 16 octets long it MAY be placed in
the Request Authenticator field instead of using this attribute.

A summary of the CHAP-Challenge Attribute fornmat is shown bel ow. The
fields are transmitted fromleft to right.

0 1 2

012345678901234567890123
B s T T e R T o i e e
| Type | Length | String..
Bl T e e S s ol I T e S i s T St R TR e
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Type
60 for CHAP-Chall enge.
Length
>= 7
String
The String field contains the CHAP Chal | enge.
5.41. NAS-Port-Type
Descri ption

This Attribute indicates the type of the physical port of the NAS
which is authenticating the user. It can be used instead of or in
addition to the NAS-Port (5) attribute. It is only used in
Access- Request packets. Either NAS-Port (5) or NAS-Port-Type or
both SHOULD be present in an Access-Request packet, if the NAS
differentiates anong its ports.

A summary of the NAS-Port-Type Attribute format is shown bel ow. The
fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i

| Type | Lengt h | Val ue

e b i T T e T S s S R S e T O i i Tk i RIS S S
Val ue (cont) |

R e e ks ik oI S S e

Type
61 for NAS-Port-Type.

Lengt h
6

Val ue
The Value field is four octets. "Virtual" refers to a connection
to the NAS via some transport protocol, instead of through a

physical port. For exanple, if a user telnetted into a NAS to
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5.42.

aut henticate hinself as an Qutbound-User, the Access-Request m ght
i ncl ude NAS-Port-Type = Virtual as a hint to the RADI US server
that the user was not on a physical port.

0 Async

1 Sync

2 | SDN Sync

3 | SDN Async V. 120

4 | SDN Async V. 110

5 Vi rtual

6 Pl AFS

7 HDLC C ear Channel

8 X. 25

9 X. 75

10 G 3 Fax

11 SDSL - Synmetric DSL

12 ADSL- CAP - Asymmetric DSL, Carrierless Anplitude Phase
Modul ati on

13 ADSL-DMI - Asymmretric DSL, Discrete Milti-Tone

14 IDSL - | SDN Digital Subscriber Line

15 Et her net

16 xDSL - Digital Subscriber Line of unknown type

17 Cabl e

18 Wreless - Oher

19 Wreless - | EEE 802. 11

PIAFS is a formof wireless | SDN cormmonly used in Japan, and
stands for PHS (Personal Handyphone System) Internet Access Forum
St andard (Pl AFS).

Port-Limt

Descri ption

This Attribute sets the maxi mum nunber of ports to be provided to
the user by the NAS. This Attribute MAY be sent by the server to
the client in an Access-Accept packet. It is intended for use in
conjunction with Multilink PPP [12] or similar uses. It MAY also
be sent by the NAS to the server as a hint that that many ports
are desired for use, but the server is not required to honor the
hi nt .

A sunmmary of the Port-Linmt Attribute format is shown bel ow. The
fields are transmtted fromleft to right.
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0 1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R

| Type | Lengt h | Val ue

B s i S i I i S S S i i
Val ue (cont) |

R i T S e rh

Type

62 for Port-Limt.
Length

6

Val ue

The field is 4 octets, containing a 32-bit unsigned integer with
t he maxi mum nunber of ports this user should be allowed to connect
to on the NAS

5.43. Logi n- LAT- Port
Descri ption

This Attribute indicates the Port with which the user is to be
connected by LAT. It MAY be used in Access-Accept packets, but
only when LAT is specified as the Login-Service. |1t MAY be used
in an Access- Request packet as a hint to the server, but the
server is not required to honor the hint.

A summary of the Login-LAT-Port Attribute format is shown bel ow. The
fields are transmtted fromleft to right.

0 1 2
0123456789012345678901
T S S S T R

| Type | Length | String ..
B il T s ST S S S S T S i S e i T

Type
63 for Login-LAT-Port.
Length

>= 3
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5.

String

44.

The String field is one or nmore octets, and contains the identity
of the LAT port to use. The LAT Architecture allows this string
to contain $ (dollar), - (hyphen), . (period), _ (underscore),
nunerics, upper and | ower case al phabetics, and the 1SO Latin-1
character set extension. Al LAT string conparisons are case

i nsensitive.

Tabl e of Attributes

The following table provides a guide to which attributes may be found
i n which kinds of packets, and in what quantity.

Request Accept Rej ect Chal | enge # Attribute

0

[cNeoNolololololololololololololoNolololoNololoNolololoNoloNoNoNe)

¥+

]
=

+

+

1 0-1 0 0 1 User - Nane
1 0 0 0 2 User - Password [Note 1]
1 0 0 0 3 CHAP- Password [ Note 1]
1 0 0 0 4 NAS- | P- Address [ Note 2]
1 0 0 0 5 NAS- Por t
1 0-1 0 0 6 Servi ce- Type
1 0-1 0 0 7 Fr amed- Pr ot oco
1 0-1 0 0 8 Framed- | P- Addr ess
1 0-1 0 0 9 Fr amed- | P- Net mask
0-1 0 0 10 Fr amed- Rout i ng
0+ 0 0 11 Filter-Id
1 0-1 0 0 12 Framed- MTU
0+ 0 0 13 Fr amed- Conpr essi on
0+ 0 0 14 Logi n-1 P- Host
0-1 0 0 15 Logi n- Servi ce
0-1 0 0 16 Logi n- TCP- Port
0+ 0+ 0+ 18 Repl y- Message
1 0-1 0 0 19 Cal | back- Nurber
0-1 0 0 20 Cal | back-1d
0+ 0 0 22 Fr amed- Rout e
0-1 0 0 23 Framed- | PX- Net wor k
0-1 0 0-1 24 State [Note 1]
0+ 0 0 25 d ass
0+ 0 0+ 26 Vendor - Speci fic
0-1 0 0-1 27 Sessi on- Ti meout
0-1 0 0-1 28 | dl e- Ti meout
0-1 0 0 29 Term nati on- Acti on
1 0 0 0 30 Cal l ed-Station-1d
1 0 0 0 31 Calling-Station-1d
1 0 0 0 32 NAS- I dentifier [Note 2]
0+ 0+ 0+ 33 Proxy- State
1 0-1 0 0 34 Logi n- LAT- Servi ce
1 0-1 0 0 35 Logi n- LAT- Node

Ri gney, et al. St andards Track [ Page 63]



RFC 2865 RADI US June 2000

0

0+

0-1 0-1 0 0 36 Logi n- LAT- Gr oup

0 0-1 0 0 37 Fr amed- Appl eTal k- Li nk

0 0+ 0 0 38 Fr amed- Appl eTal k- Net wor k
0 0-1 0 0 39 Fr amed- Appl eTal k- Zone
0-1 0 0 0 60 CHAP- Chal | enge

0-1 0 0 0 61 NAS- Port - Type

0-1 0-1 0 0 62 Port-Limt

0-1 0-1 0 0 63 Logi n- LAT- Port

Request Accept Rej ect Chal | enge # Attribute

[Note 1] An Access-Request MJST contain either a User-Password or a
CHAP- Password or State. An Access-Request MJUST NOT contain both a
User-Password and a CHAP-Password. |f future extensions allow other
ki nds of authentication information to be conveyed, the attribute for
that can be used in an Access-Request instead of User-Password or
CHAP- Passwor d.

[Note 2] An Access-Request MJST contain either a NAS-1P-Address or a
NAS- | dentifier (or both).

The following table defines the nmeaning of the above table entries.

This attribute MIJST NOT be present in packet.
Zero or nore instances of this attribute MAY be present in packet.

0-1 Zero or one instance of this attribute MAY be present in packet.

1

6.

6.

Exactly one instance of this attribute MJUST be present in packet.
| ANA Consi derations

Thi s section provides guidance to the Internet Assigned Nunbers
Authority (1 ANA) regarding registration of values related to the
RADI US protocol, in accordance with BCP 26 [13].

There are three name spaces in RADIUS that require registration:
Packet Type Codes, Attribute Types, and Attribute Values (for certain
Attributes).

RADI US is not intended as a general - purpose Network Access Server
(NAS) management protocol, and allocations should not be made for
pur poses unrelated to Authentication, Authorization or Accounting.

1. Definition of Terns

The following ternms are used here with the meani ngs defined in
BCP 26: "name space", "assigned value", "registration".
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The followi ng policies are used here with the neanings defined in
BCP 26: "Private Use", "First Come First Served", "Expert Review'
"Specification Required", "IETF Consensus", "Standards Action".

6.2. Recomended Registration Policies

For registration requests where a Designated Expert should be
consulted, the I ESG Area Director for Operations should appoint the
Desi gnat ed Expert.

For registration requests requiring Expert Review, the ietf-radius
mailing Iist should be consulted.

Packet Type Codes have a range from1l to 254, of which 1-5,11-13 have
been allocated. Because a new Packet Type has considerabl e i mpact on
interoperability, a new Packet Type Code requires Standards Action,
and should be allocated starting at 14.

Attribute Types have a range from 1l to 255, and are the scarcest
resource in RADIUS, thus must be allocated with care. Attributes

1- 53, 55, 60- 88, 90- 91 have been allocated, with 17 and 21 available for
re-use. Attributes 17, 21, 54, 56-59, 89, 92-191 may be all ocated
foll owi ng Expert Review, with Specification Required. Release of

bl ocks of Attribute Types (nore than 3 at a time for a given purpose)
shoul d require | ETF Consensus. It is recomended that attributes 17
and 21 be used only after all others are exhausted.

Not e that RADI US defines a mechani sm for Vendor-Specific extensions
(Attribute 26) and the use of that should be encouraged instead of

al l ocation of global attribute types, for functions specific only to
one vendor’s inplementation of RADIUS, where no interoperability is
deened usef ul

As stated in the "Attri butes" section above:

"[Attribute Type] Values 192-223 are reserved for experinenta
use, val ues 224-240 are reserved for inplenentation-specific use,
and val ues 241-255 are reserved and shoul d not be used."

Therefore Attribute val ues 192-240 are considered Private Use, and
val ues 241-255 require Standards Action

Certain attributes (for exanple, NAS-Port-Type) in RADI US define a
list of values to correspond with various nmeanings. There can be 4
billion (27232) values for each attribute. Adding additional values to
the list can be done on a First Cone, First Served basis by the | ANA.
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7. Exanpl es

A few exanples are presented to illustrate the flow of packets and
use of typical attributes. These exanples are not intended to be
exhaustive, many others are possible. Hexadeciml dunps of the
exanpl e packets are given in network byte order, using the shared
secret "xyzzy5461".

7.1. User Telnet to Specified Host

The NAS at 192.168.1.16 sends an Access- Request UDP packet to the
RADI US Server for a user naned nenp logging in on port 3 with
password "arctangent".

The Request Authenticator is a 16 octet random nunber generated by
t he NAS.

The User-Password is 16 octets of password padded at end with nulls,
XORed with MD5(shared secret| Request Authenticator).

01 00 00 38 Of 40 3f 94 73 97 80 57 bd 83 d5 cb
98 f4 22 7a 01 06 6e 65 6d 6f 02 12 0d be 70 8d
93 d4 13 ce 31 96 e4 3f 78 2a Oa ee 04 06 cO a8
01 10 05 06 00 00 00 03

1 Code = Access- Request (1)
11D=0

2 Length = 56

6

16 Request Authenti cator
Attributes:
6 User-Nane = "nemp"

18 User-Password
6 NAS-|P-Address = 192.168.1.16
6 NAS-Port = 3

The RADI US server authenticates neno, and sends an Access-Accept UDP
packet to the NAS telling it to telnet nenmo to host 192.168. 1. 3.

The Response Authenticator is a 16-octet MD5 checksum of the code

(2), id (0), Length (38), the Request Authenticator from above, the
attributes in this reply, and the shared secret.
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02 00 00 26 86 fe 22 Oe 76 24 ba 2a 10 05 f6 bf
9b 55 e0 b2 06 06 00 00 00 01 Of 06 00 00 00 0O
Oe 06 cO a8 01 03

1 Code = Access-Accept (2)
11D=0 (same as in Access-Request)
2 Length = 38
16 Response Aut henti cator
Attributes:
6 Service-Type (6) = Login (1)
6 Login-Service (15) = Telnet (0)
6 Login-IP-Host (14) = 192.168.1.3

7.2. Franed User Authenticating with CHAP

The NAS at 192.168.1.16 sends an Access- Request UDP packet to the
RADI US Server for a user naned flopsy logging in on port 20 with PPP
aut henticating using CHAP. The NAS sends al ong the Service-Type and
Framed- Protocol attributes as a hint to the RADI US server that this
user is looking for PPP, although the NAS is not required to do so.

The Request Authenticator is a 16 octet random number generated by
the NAS, and is al so used as the CHAP Chal |l enge.

The CHAP-Password consists of a 1 octet CHAP ID, in this case 22,
foll owed by the 16 octet CHAP response.

01 01 00 47 2a ee 86 fO 8d 0d 55 96 9c a5 97 8e
0d 33 67 a2 01 08 66 6¢c 6f 70 73 79 03 13 16 e9
75 57 ¢3 16 18 58 95 f2 93 ff 63 44 07 72 75 04
06 cO a8 01 10 05 06 00 00 00 14 06 06 00 00 0O
02 07 06 00 00 00 O1

1 Code =1 (Access- Request)
11D=1

2 Length = 71

16 Request Authenti cator

Attributes:

8 User-Nane (1) = "fl opsy"

19 CHAP-Password (3)
NAS- | P- Address (4) = 192.168.1.16
NAS- Port (5) = 20
Service-Type (6) = Franmed (2)
Framed- Protocol (7) = PPP (1)

DO

Ri gney, et al. St andards Track [ Page 67]



RFC 2865 RADI US June 2000

The RADI US server authenticates flopsy, and sends an Access-Accept
UDP packet to the NAS telling it to start PPP service and assign an
address for the user out of its dynam c address pool

The Response Authenticator is a 16-octet MD5 checksum of the code
(2), id (1), Length (56), the Request Authenticator from above, the
attributes in this reply, and the shared secret.

02 01 00 38 15 ef bc 7d ab 26 cf a3 dc 34 d9 cO
3c 86 01 a4 06 06 00 00 00 02 07 06 00 00 00 01
08 06 ff ff ff fe Oa 06 00 00 00 02 0d 06 00 0O
00 01 Oc 06 00 00 05 dc

1 Code = Access-Accept (2)

1I1D=1 (same as in Access-Request)

2 Length = 56

16 Response Authenti cat or

Attributes:

Service-Type (6) = Franed (2)

Framed- Protocol (7) = PPP (1)
Framed- | P- Address (8) = 255. 255. 255. 254
Framed- Routing (10) = None (0)

Fr amed- Conpr ession (13) = VJ TCP/ I P Header Conpression (1)
Framed- MTU (12) = 1500

[e2]e))

3D OoOOoOO

7.3. User with Chall enge-Response card

The NAS at 192.168.1.16 sends an Access- Request UDP packet to the
RADI US Server for a user nanmed nopsy logging in on port 7. The user
enters the dummy password "chall enge" in this exanple. The chall enge
and response generated by the smart card for this exanple are
"32769430" and "99101462".

The Request Authenticator is a 16 octet random nunber generated by
t he NAS.

The User-Password is 16 octets of password, in this case "challenge",
padded at the end with nulls, XORed with MD5(shared secret]| Request
Aut hent i cator) .

01 02 00 39 f3 a4 7a 1f 6a 6d 76 71 Ob 94 7a b9
30 41 a0 39 01 07 6d 6f 70 73 79 02 12 33 65 75
73 77 82 89 b5 70 88 5e 15 08 48 25 c5 04 06 cO
a8 01 10 05 06 00 00 00 07
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Access- Request (1)

I
Length = 57

Attributes:
7 User-Nane (1) = "nopsy"

18 User-Password (2)

6 NAS-|P-Address (4) = 192.168.1.16
6 NAS-Port (5) =7

The RADI US server decides to chall enge nopsy, sending back a
chal | enge string and | ooking for a response. The RADIUS server
therefore and sends an Access-Chal | enge UDP packet to the NAS

The Response Authenticator is a 16-octet MD5 checksum of the code
(11), id (2), length (78), the Request Authenticator from above, the
attributes in this reply, and the shared secret.

The Reply-Message is "Chall enge 32769430. Enter response at pronpt."

The State is a magic cookie to be returned along with user’s
response; in this exanple 8 octets of data (33 32 37 36 39 34 33 30
in hex).

Ob 02 00 4e 36 f3 ¢c8 76 4a e8 c7 11 57 40 3c Oc
71 ff 9c 45 12 30 43 68 61 6¢ 6¢C 65 66 67 65 20
33 32 37 36 39 34 33 30 2e 20 20 45 6e 74 65 72
20 72 65 73 70 6f 6e 73 65 20 61 74 20 70 72 6f
6d 70 74 2e 18 0Oa 33 32 37 36 39 34 33 30

1 Code = Access-Chal l enge (11)

1I1D=2 (same as in Access-Request)
2 Length = 78
6

16 Response Authenti cat or

Attributes:
48 Repl y- Message (18)
10 State (24)

The user enters his response, and the NAS send a new Access- Request
with that response, and includes the State Attribute.

The Request Authenticator is a new 16 octet random nunber
The User-Password is 16 octets of the user’s response, in this case

"99101462", padded at the end with nulls, XORed with MD5(shared
secret | Request Aut henticator).
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The state is the nmagi c cookie fromthe Access-Chall enge packet,
unchanged.

01 03 00 43 bl 22 55 6d 42 8a 13 dO d6 25 38 07
c4 57 ec fO 01 07 6d 6f 70 73 79 02 12 69 2c 1f
20 5f c0 81 b9 19 b9 51 95 f5 61 a5 81 04 06 cO
a8 01 10 05 06 00 00 00 O7 18 10 33 32 37 36 39
34 33 30

1 Code = Access-Request (1)
11D=3 (Note that this changes.)
2 Length = 67

16 Request Aut henti cator

Attributes:
7 User-Nanme = "nopsy"

18 User - Password
6 NAS-IP-Address (4) = 192.168.1.16
6 NAS-Port (5) =7

10 State (24)

The Response was incorrect (for the sake of exanple), so the RADI US
server tells the NAS to reject the login attenpt.

The Response Authenticator is a 16 octet MD5 checksum of the code
(3), id (3), length(20), the Request Authenticator from above, the
attributes in this reply (in this case, none), and the shared secret.

03 03 00 14 a4 2f 4f ca 45 91 6¢ 4e 09 c8 34 Of
9e 74 6a a0

1 Code = Access-Reject (3)

11D= 3 (same as in Access-Request)
2 Length = 20
6

16 Response Authenti cat or

Attributes:
(none, although a Reply-Message coul d be sent)
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8.

Security Considerations
Security issues are the primary topic of this docunent.

In practice, within or associated with each RADIUS server, there is a
dat abase which associates "user" nanes with authentication
information ("secrets"). It is not anticipated that a particul ar
naned user would be authenticated by multiple nethods. This would
make the user vulnerable to attacks which negotiate the | east secure

met hod from anong a set. Instead, for each named user there should
be an indication of exactly one method used to authenticate that user
name. |If a user needs to nmake use of different authentication

net hods under different circunmstances, then distinct user nanes
SHOULD be enpl oyed, each of which identifies exactly one
aut henti cati on net hod.

Passwords and ot her secrets should be stored at the respective ends
such that access to themis as limted as possible. Ideally, the
secrets should only be accessible to the process requiring access in
order to performthe authentication

The secrets should be distributed with a nechanismthat |inmts the
nunber of entities that handl e (and thus gain know edge of) the
secret. ldeally, no unauthorized person should ever gain know edge
of the secrets. It is possible to achieve this with SNMP Security
Protocol s [14], but such a nmechanismis outside the scope of this
speci fication.

O her distribution nmethods are currently undergoi ng research and
experimentation. The SNWP Security docunent [14] al so has an
excel | ent overview of threats to network protocols.

The User - Password hi di ng nmechani sm described in Section 5.2 has not
been subjected to significant anbunts of cryptanalysis in the
published literature. Some in the |IETF conmunity are concerned that
this nmethod m ght not provide sufficient confidentiality protection
[15] to passwords transmtted using RADIUS. Users shoul d eval uate
their threat environment and consi der whether additional security
mechani sns shoul d be enpl oyed.

Change Log
The foll owi ng changes have been nade from RFC 2138:

Strings should use UTF-8 instead of US-ASCI| and shoul d be handl ed as
8-bit data.

Integers and dates are now defined as 32 bit unsigned val ues.
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Updated list of attributes that can be included in Access-Chall enge
to be consistent with the table of attributes.

User - Nane mentions Network Access ldentifiers.

User - Nane may now be sent in Access-Accept for use with accounting
and Rl ogi n.

Val ues added for Service-Type, Login-Service, Framed-Protocol,
Fr amed- Conpr essi on, and NAS- Port- Type.

NAS- Port can now use all 32 bits.
Exanpl es now i ncl ude hexadeci mal displays of the packets.

Source UDP port rmust be used in conjunction with the Request
Identifier when identifying duplicates.

Mul tiple subattributes nay be allowed in a Vendor-Specific attribute.

An Access-Request is now required to contain either a NAS-|P-Address
or NAS-Identifier (or may contain both).

Added notes under "Operations" with nmore infornmation on proxy,
retransm ssi ons, and keep-alives.

If nultiple Attributes with the sane Type are present, the order of
Attributes with the same Type MJST be preserved by any proxies.

Clarified Proxy-State.

Clarified that Attributes must not depend on position within the
packet, as long as Attributes of the sane type are kept in order.

Added | ANA Consi derations section.

Updat ed section on "Proxy" under "QOperations".

Framed- MTU can now be sent in Access-Request as a hint.
Updat ed Security Consi derations.

Text strings identified as a subset of string, to clarify use of
UTF- 8.
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14. Full Copyright Statenent
Copyright (C The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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