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Abst r act

Thi s docunent proposes a nethod for perform ng secure Donai n Nane
System (DNS) dynam ¢ updates. The nethod described here is intended
to be flexible and useful while requiring as few changes to the
protocol as possible. The authentication of the dynam c update
nessage is separate fromlater DNSSEC validation of the data. Secure
conmuni cati on based on authenticated requests and transactions is
used to provide authorization.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

=
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| nt roducti on

Thi s docunent defines a neans to secure dynami c updates of the Domain
Nane System (DNS), allowi ng only authorized sources to nake changes
to a zone's contents. The existing unsecured dynam ¢ update
operations formthe basis for this work.

Fam liarity with the DNS system [ RFC1034, RFC1035] and dynam ¢ update
[ RFC2136] is helpful and is assumed by this docunment. |In addition,
know edge of DNS security extensions [RFC2535], SIG0) transaction
security [ RFC2535, RFC2931], and TSI G transaction security [ RFC2845]

i s recomended.
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Thi s docunent updates portions of RFC 2535, in particular section
3.1.2, and RFC 2136. This docunent obsol etes RFC 2137, an alternate
proposal for secure dynam c update, due to inplenmentation experience.

1 - Overview of DNS Dynam c Update

DNS dynami ¢ update defines a new DNS opcode and a new i nterpretation
of the DNS nessage if that opcode is used. An update can specify
insertions or deletions of data, along with prerequisites necessary
for the updates to occur. All tests and changes for a DNS update
request are restricted to a single zone, and are perforned at the
primary server for the zone. The primary server for a dynam c zone
nmust increnent the zone SQA serial nunber when an update occurs or
before the next retrieval of the SCA

2 - Overview of DNS Transaction Security

Exchanges of DNS nmessages which include TSI G [ RFC2845] or SI G 0)

[ RFC2535, RFC2931] records allow two DNS entities to authenticate DNS
requests and responses sent between them A TSIG MAC (nessage

aut hentication code) is derived froma shared secret, and a SIGO0) is
generated froma private key whose public counterpart is stored in
DNS. In both cases, a record containing the message signature/ MAC is
i ncluded as the final resource record in a DNS nessage. Keyed
hashes, used in TSIG are inexpensive to calculate and verify.

Public key encryption, as used in SIG0), is nore scal able as the
public keys are stored in DNS

3 - Comparison of data authentication and nmessage aut hentication

Message based aut hentication, using TSIG or SI0), provides
protection for the entire nmessage with a single signing and single
verification which, in the case of TSIG is a relatively inexpensive
MAC creation and check. For update requests, this signature can
establish, based on policy or key negotiation, the authority to nake
the request.

DNSSEC SI G records can be used to protect the integrity of individua
RRs or RRsets in a DNS nessage with the authority of the zone owner.
However, this cannot sufficiently protect the dynam c update request.

Using SIG records to secure RRsets in an update request is

i nconmpatible with the design of update, as described bel ow, and woul d
in any case require nultiple expensive public key signatures and
verifications.
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SI G records do not cover the nessage header, which includes record
counts. Therefore, it is possible to maliciously insert or renove
RRsets in an update request wi thout causing a verification failure.

If SIG records were used to protect the prerequisite section, it
woul d be inpossible to determ ne whether the SI Gs thensel ves were a
prerequisite or sinply used for validation

In the update section of an update request, signing requests to add
an RRset is straightforward, and this signature could be permanently
used to protect the data, as specified in [RFC2535]. However, if an
RRset is deleted, there is no data for a SIGto cover.

1.4 - Data and nessage signhatures

As specified in [ RFC3008], the DNSSEC validation process perforned by
a resol ver MUST NOT process any non-zone keys unless |ocal policy
dictates otherwi se. Wen performng secure dynam ¢ update, all zone
data nodified in a signed zone MJST be signed by a relevant zone key.
This conpl etely disassoci ates authentication of an update request
from authentication of the data itself.

The primary useful ness of host and user keys, with respect to DNSSEC,
is to authenticate nessages, including dynam c updates. Thus, host
and user keys MAY be used to generate SI G 0) records to authenticate
updat es and MAY be used in the TKEY [ RFC2930] process to generate
TSI G shared secrets. In both cases, no SIG records generated by
non-zone keys will be used in a DNSSEC validation process unless

| ocal policy dictates.

Aut hentication of data, once it is present in DNS, only involves
DNSSEC zone keys and signatures generated by them

1.5 - Signatory strength

[ RFC2535, section 3.1.2] defines the signatory field of a key as the
final 4 bits of the flags field, but does not define its value. This
proposal |eaves this field undefined. Updating [RFC2535], this field
SHOULD be set to 0 in KEY records, and MJUST be ignored.

2 - Authentication

TSI G or SIG0) records MJUST be included in all secure dynam c update
messages. This allows the server to verifiably determ ne the
originator of a nmessage. |f the nessage contains authentication in
the formof a SIG0), the identity of the sender (that is, the
principal) is the ower of the KEY RR that generated the SIGO0). |If
the nessage contains a TSI G generated by a statically configured
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shared secret, the principal is the same as or derived fromthe
shared secret nane. |f the nessage contains a TSI G generated by a
dynami cal |y configured shared secret, the principal is the same as
the one that authenticated the TKEY process; if the TKEY process was
unaut henticated, no information is known about the principal, and the
associ ated TSI G shared secret MUST NOT be used for secure dynamc
updat e.

SI (0) signatures SHOULD NOT be generated by zone keys, since
transactions are initiated by a host or user, not a zone.

DNSSEC SI G records (other than SI G 0)) MAY be included in an update
nessage, but MJUST NOT be used to authenticate the update request.

If an update fails because it is signed with an unauthorized key, the
server MJST indicate failure by returning a message with RCODE
REFUSED. Oher TSIG SIE0), or dynam c update errors are returned
as specified in the appropriate protocol description

w
1

Pol i cy

Al policy is configured by the zone adm nistrator and enforced by
the zone’'s primary nane server. Policy dictates the authorized
actions that an authenticated principal can take. Policy checks are
based on the principal and the desired action, where the principal is
derived fromthe nessage signing key and applied to dynam ¢ update
nessages signed with that key.

The server’s policy defines criteria which determine if the key used
to sign the update is pernmitted to performthe requested updates. By
default, a principal MJST NOT be pernitted to nake any changes to
zone data; any perm ssions MJST be enabl ed though configuration

The policy is fully inplemented in the primary zone server’s
configuration for several reasons. This renoves |[imtations inposed
by encoding policy into a fixed nunber of bits (such as the KEY RR s
signatory field). Policy is only relevant in the server applying it,
so there is no reason to expose it. Finally, a change in policy or a
new type of policy should not affect the DNS protocol or data format,
and shoul d not cause interoperability failures.

3.1 - Standard policies
| npl enent ati ons SHOULD al | ow access control policies to use the

princi pal as an authorization token, and MAY also allow policies to
grant perm ssion to a signed nmessage regardl ess of principal
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A common practice would be to restrict the perm ssions of a principa
by domain name. That is, a principal could be pernmitted to add,
delete, or nodify entries corresponding to one or nore domai n nanes.
| mpl ement ati ons SHOULD al | ow per-name access control, and SHOULD
provi de a concise representation of the principal’s ow name, its
subdonai ns, and all nanes in the zone.

Additionally, a server SHOULD all ow restricting updates by RR type,
so that a principal could add, delete, or nodify specific record

types at certain nanes. |nplementations SHOULD al | ow per-type access
control, and SHOULD provi de conci se representations of all types and
all "user" types, where a user type is defined as one that does not

af fect the operation of DNS itself.
3.1.1 - User types

User types include all data types except SOA, NS, SIG and NXT. SOA
and NS records SHOULD NOT be nodified by normal users, since these
types create or nodify del egation points. The addition of SIG
records can lead to attacks resulting in additional workload for
resol vers, and the deletion of SIGrecords could |lead to extra work
for the server if the zone SIG was deleted. Note that these records
are not forbidden, but not recommended for normal users.

NXT records MJUST NOT be created, nodified, or deleted by dynamc
update, as their update may cause instability in the protocol. This
is an update to RFC 2136

| ssues concerni ng updates of KEY records are discussed in the
Security Considerations section.

3.2 - Additional policies
Users are free to inmplenent any policies. Policies may be as
specific or general as desired, and as conplex as desired. They may

depend on the principal or any other characteristics of the signed
nmessage.

4 - Interaction with DNSSEC
Al t hough this protocol does not change the way updates to secure

zones are processed, there are a nunber of issues that should be
clarified.
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4.1 - Adding SIGs

An aut hori zed update request MAY include SIG records with each RRset.
Since SIGrecords (except SIG0) records) MJST NOT be used for
aut hentication of the update nessage, they are not required.

If a principal is authorized to update SIG records and there are SIG
records in the update, the SIG records are added without
verification. The server MAY examine SI G records and drop SIGs with
a tenporal validity period in the past.

4.2 - Deleting SIGs

If a principal is authorized to update SIG records and the update
specifies the deletion of SIGrecords, the server MAY choose to
override the authority and refuse the update. For exanple, the
server may allow all SIGrecords not generated by a zone key to be
del et ed.

4.3 - Non-explicit updates to Sl Gs

If the updated zone is secured, the RRset affected by an update
operation MJST, at the conpletion of the update, be signed in
accordance with the zone's signing policy. This will usually require
one or nore SIG records to be generated by one or nore zone keys
whose private conponents MJST be online [ RFC3008].

VWhen the contents of an RRset are updated, the server NMAY del ete al
associ ated SIG records, since they will no |onger be valid.

4.4 - Effects on the zone

If any changes are nmade, the server MJST, if necessary, generate a
new SOA record and new NXT records, and sign these with the
appropriate zone keys. Changes to NXT records by secure dynam c
update are explicitly forbidden. SOA updates are allowed, since the
mai nt enance of SOA paraneters is outside of the scope of the DNS

pr ot ocol

5 - Security Considerations

Thi s docunent requires that a zone key and possi bly ot her
cryptographic secret nmaterial be held in an on-1line, network-
connected host, nost likely a name server. This material is at the
nmercy of host security to remain a secret. Exposing this secret puts
DNS data at risk of masquerade attacks. The data at risk is that in
both zones served by the machi ne and del egated fromthis machine.

Vel i ngton St andards Track [ Page 6]



RFC 3007 Secure Dynami c Update Noverber 2000

Al'l owi ng updates of KEY records may |lead to undesirable results,
since a principal nmay be allowed to insert a public key w thout
hol ding the private key, and possi bly masquerade as the key owner.
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9. Full Copyright Statenent
Copyright (C The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Acknowl edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Vel i ngton St andards Track [ Page 9]






