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Abst r act

The Extensible Markup Language (XM.) is a framework for structuring
data. Wiile it evolved from Standard General i zed Markup Language
(SGW) -- a markup |l anguage primarily focused on structuring
docunents -- XM has evolved to be a wi del y-used nmechani sm for
representing structured data

There are a wide variety of Internet protocols being devel oped; many
have need for a representation for structured data relevant to their
application. There has been nmuch interest in the use of XM as a
representation nethod. This docunent describes basic XM. concepts,
anal yzes various alternatives in the use of XM, and provides

gui delines for the use of XML within | ETF standards-track protocols.
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Conventions Used In This Docunent

Thi s docunent recommends, as policy, what specifications for Internet
protocols -- and, in particular, |ETF standards track protoco
docunents -- should include as normative | anguage within them The
capitalized keywords "SHOULD', "MJST", "REQUI RED', etc. are used in
the sense of how they woul d be used within other docunents with the
nmeani ngs as specified in BCP 14, RFC 2119 [1].

1. Introduction and Overvi ew

The Extensible Markup Language (XM., [8]) is a framework for
structuring data. Wile it evolved fromthe Standard Generalized
Mar kup Language (SGM., [30]) -- a markup | anguage primarily focused
on structuring docurments -- XM. has evolved to be a w del y-used
mechani smfor representing structured data in protocol exchanges.
See "XM. in 10 points" [47] for an introduction to XM.
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1.1 I ntended Audi ence

Many | nternet protocol designers are considering using XM. and XM
fragments within the context of existing and new I nternet protocols.
Thi s docunent is intended as a guide to XM. usage and as | ETF policy
for standards track docunents. Experienced XM. practitioners wll
likely already be familiar with the background naterial here, but the
guidelines are intended to be appropriate for those readers as well.

1.2 Scope

Thi s docunent is intended to give guidelines for the use of XM
content within a larger protocol. The goal is not to suggest that
XM. is the "best" or "preferred" way to represent data; rather, the
goal is to lay out the context for the use of XML within a protoco
once other factors point to XM. as a possible data representation
solution. The Conmon Nanme Resol ution Protocol (CNRP, [24]) is an
exanpl e of a protocol that would be addressed by these guidelines if
it were being newly defined. This docunent does not address the use
of protocols like SMIP or HTTP to send XM. docunents as ordinary
email or web content.

There are a nunber of protocol frameworks already in use or under
devel opnent which focus entirely on "XM. protocol"” -- the exclusive
use of XM. as the data representation in the protocol. For exanple,
the World Wde Wb Consortium (WBC) is devel oping an XM. Protoco
framewor k based on SOAP ([45] and [46]). The applicability of such
protocols is not part of the scope of this docunent.

In addition, there are higher-level representation franmeworks, based
on XM., that have been designed as carriers of certain classes of

i nformation; for exanple, the Resource Description Franework (RDF
[38]) is an XM.-based representation for |ogical assertions. This
docunent does not provide guidelines for the use of such frameworks.

1.3 XML Evol ution

XM. 1.0 was originally published as a WBC recommendati on in February
1998 [35], and was revised in a 2nd edition [8] in Cctober 2000.
Several additional facilities have al so been defined that |ayer on
the base specification. Although these additions are designed to be
consistent with XML 1.0, they have varying levels of stability,
consensus, and inplenentation. Accordingly, this docunent identifies
the major evolutionary features of XML and nmakes suggestions as to
the circunstances in which each feature should be used.
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1.4 XM. Users, Support G oups, and Additional Information

There are many XM. support groups, with some devoted to the entire
XM industry [51], some devoted to devel opers [52], sone devoted to
the business applications of XM. [53], and many, many groups devoted
to the use of XML in a particular context.

It is beyond the scope of this docunment to provide a conprehensive
list of referrals. Interested readers are directed to the three
ref erences above as starting points, as well as their favorite

I nternet search engine.

2. XM. Sel ection Considerations

XML is a tool that provides a neans towards an end. Choosing the
right tool for a given task is an essential part of ensuring that the
task can be conpleted in a satisfactory manner. This section
describes factors to be aware of when considering XML as a tool for
use in | ETF protocols:

1. XM is a neta-markup | anguage that can be used to define markup
| anguages for specific domai ns and probl em spaces.

2. XM provides both |ogical structure and physical structure to
describe data. Data framing is built-in.

3. XM instances can be validated against the formal definition of a
prot ocol specification.

4. XM supports internationalization

5. XM is extensible. Unlike sone other markup | anguages (such as
HTM.), new tags (and thus new protocol elenents) can be defined
wi t hout requiring changes to XM_ itself.

6. XM is still evolving. The formal specifications are still being
i nfl uenced and updated as use experience is gained and applied.

7. XM does not provide native mechanisms to support detail ed data
typing. Additional mechanisnms (such as those described in
Section 4.7) are required to specify abstract protocol data
types.

8. XM is text-based, so XML fragnents are easily created, edited,

and managed using common utilities. Further, being text-based
means it nore readily supports increnental devel opnment,
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debuggi ng, and logging. A sinple "canned" XM. fragnent can be
enbedded within a programas a string constant, rather than
having to be constructed.

9. Binary data has to be encoded into a text-based formto be
represented in XM

10. XM. is verbose when conpared with many ot her structured data
representation | anguages. A representation with el enent
extensibility and human readability typically requires nore bits
when conpared to one optimzed for efficient machi ne processing.

11. XM inplenentations are still relatively new. As designers and
i mpl ementers gain experience, it is not uncommon to find defects
in early and current products.

12. XML support is available in a | arge nunber of software
devel opnent utilities, available in both open source and
proprietary products.

13. XM. processing speed can be an issue in sone environments. XM
processi ng can be sl ower because XM. data streans may be | arger
than ot her representations, and the use of general purpose XM
parsers will add a software layer with its own perfornmance costs
(though these costs can be reduced through consistent use of an
optim zed parser). In sone situations, processing XM requires
exam ning every byte of the entire XML data stream w th higher
overhead than with representati ons where uninteresti ng segnments
can be ski pped.

3. XML Alternatives

Thi s docunent focuses on guidelines for the use of XM.. It is usefu
to consider why one might use XM. as opposed to sone other mechani sm
Thi s section considers sonme other commonly used representation
mechani sns and conpares XM. to those alternatives.

For many fundanental protocols, the extensibility requirenents are
nodest, and the performance requirenments are high enough that fixed
bi nary data bl ocks are the appropriate representation; nechani sns
such as XM. nerely add bloat. RFC 3252 [23] describes a hunorous
exanpl e of XM. as protocol bl oat.

In addition, there are other representation and extensibility
framewor ks t hat have been used successfully within comrunication
protocols. For example, Abstract Syntax Notation 1 (ASN.1) [28]
along with the correspondi ng Basi c Encoding Rules (BER, [29]) are
part of the OSI communication protocol suite, and have been used in
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many subsequent conmmuni cations standards (e.g., the ANSI Information
Retrieval protocol [27] and the Sinple Network Minagement Protoco
(SNWP, [13]). The External Data Representation (XDR, [14]) and
variations of it have been used in many other distributed network
applications (e.g., the Network File System (NFS) protocol [22]).
Wth some ASN. 1 encoding types, data types are explicit in the
representation, while with XDR, the data types of conponents are
descri bed externally as part of an interface specification

Many ot her protocols use data structures directly (w thout data
encapsul ati on) by describing the data structure with Backus Norma
Form (BNF, [25]); many | ETF protocols use an Augnented Backus- Naur
Form (ABNF, [16]). The Sinple Mail Transfer Protocol (SMIP, [21]) is
an exanple of a protocol specified using ABNF

ASN. 1, XDR, and BNF are described here as exanples of alternatives to
XML for use in |ETF protocols. There are other alternatives, but a
conpl ete enuneration of all possible alternatives is beyond the scope
of this docunent.

Q her representation nmethods may differ from XM in several inportant
ways:

Text Encodi ng and character sets: the character encoding used to
represent a formal specification. XM defines a consistent character
nodel based on the Universal Character Set (UCS, [31] and [33]), and
requires that XM. parsers accept at |east UTF-8 [4] and UTF-16 [20],
and allows for other encodings. Wile ASN.1 and XDR may carry
strings in any encoding, there is no common mechani sm for defining
character encodings within them Typically, ABNF definitions tend to
be defined in terms of octets or characters in ASC I

Data Encoding: XM is defined as a sequence of characters, rather
than a sequence of bytes. XM Schema [42] includes nechanisns for
representing sone data types (integer, date, array, etc.) but nany
bi nary data types are encoded in Base64 [15] or hexadecimal. ASN 1
and XDR have rich nmechanisns for encoding a wide variety of data

t ypes.

Extensibility: XM. has a rich extensibility nodel such that XM
specifications can frequently be versioned i ndependently.

Speci fications can be extended by addi ng new el enent nanes and
attributes (if done conpatibly); other extensions can be added by
defini ng new XM. nanmespaces [9], though there is no standard
mechanismin XM. to indicating whether or not new extensions are
mandatory to recognize. Simlarly, there are several techniques
avail able to extend ASN. 1 specifications. XDR specifications tend to
not be independently extensible by different parties because the
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frami ng and data types are inplicit and not self-describing. The
extensibility of BNF-based protocol elenents needs to be explicitly
pl anned.

Legibility of protocol elenents: As noted above, XM is text-based,
and thus carries the advantages (and di sadvantages) of text-based
protocol elenents. Typically this is shared with (A) BNF-defined
protocol elenents. ASN. 1 and XDR use bi nary encodi ngs which are not
easi |y human readabl e.

4. XML Use Consi derations and Recomrendati ons

This section notes several aspects of XM. and nmakes reconmendati ons
for use. Since the 1998 publication of XM. version 1 [35], an
editorial second edition [8] was published in 2000; this section
refers to the second edition.

4.1 XML Syntax and Wl | - For nedness

XML [8] is defined in terns of a concrete syntax: a sequence of
characters, using the characters "<", "=", "&", etc. as delimters.
An instance is XML if and only if it is well-formed, i.e., al
character and markup data confornms to the structural rules defined in
section 2.1 of [8].

Character and markup data that is not well-forned is not XM,; well-
formedness is the basis for syntactic conpatibility with XM.
Wthout well-fornedness, all of the advantages of using XM

di sappear. For this reason, it is recomended that protoco
specifications explicitly require XM. wel | -fornmedness ("MJST be

wel | -fornmed").

The | ETF has a long-standing tradition of "be liberal in what you
accept" that mght seemto be at odds with this recomrendati on.

G ven that XM. requires well-formedness, conformng XM. parsers are
intolerant of well-fornmedness errors. Wen specifying the handing of
erroneous XM. protocol elenments, a protocol design nust never
recormend attenpting to partially interpret non-well-formed instances
of an elenent which is required to be XM.. Reasonabl e behaviors in
such a scenario could include attenpting retransni ssion or aborting
an i n-progress session.

4.2 XM I nformation Set
In addition to the concrete syntax of XM., there is an abstract nodel
of XML content known as the "Information Set" (infoset) [37]. One

m ght think of an XML parser as consum ng the concrete syntax and
produci ng an XML Information Set for further processing.
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In typical use of XM., the definition of allowable XM. docunments is
often defined in terns of the Information Set of the XM. and not the
concrete syntax. The notion is that any syntactic representation

whi ch yiel ded the same information set would be treated equivalently.

It sone cases, protocols have been defined solely in terns of the XM
Information Set, or by allow ng other concrete syntax
representations. However, since the context of XM. enbedded within
other Internet protocols requires an unanbi guous definition of the
concrete syntax, defining an XM. protocol element in terns of its XM
Informati on Set al one and all ow ng ot her concrete syntax
representations is out of scope for this docunent.

4.3 Syntactic Restrictions

In sonme circunstances a protocol designer nmay be tenpted to define an
XM.- based protocol elenent as "XM.", but at the same tinme inposing
addi tional restrictions beyond those inposed by the XM
recomendation itself -- for exanple, restricting the docunent
character encoding, or avoidi ng CDATA sections, character entity

ref erences, inposing additional restrictions on use of white space,
etc. The general category of restrictions addressed by this section
are ones that would allow sone but not other of the set of syntactic
representati ons which have the sane canonical representation
according to canonical XM. described in RFC 3076 [6].

Maki ng these kinds of restrictions in a protocol definition may have
the di sadvantage that an inplementer of the protocol may not be able
to use an ot herw se conform ng XM. processor to parse the XM-based
protocol elenents. In sone cases, the notivation for subsetting XM
is to allowinplenmenters to build special-purpose processors that are
i ghter weight than a full-scale conform ng XM. processor. There are
a nunber of good, conforming XM. parsers that are snall, fast, and
free, while special-purpose processors have frequently been known to
fail to handl e some cases of |egal XM syntax.

In general, such syntactic restrictions should be avoided. In
circunstances where restrictions on the variability of the syntactic
representation of XM. is necessary for one reason or anot her

desi gners shoul d consi der using "Canonical XM." [6] as the definition
of the protocol elenment, since all such variability has been renoved.
Sone specific issues are discussed in Section 4.4, Section 4.13, and
Section 5.1 bel ow
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4.4 XM Decl arations

An XM. decl aration (defined in section 2.8 of [8]) is a small header
at the beginning of an XML data streamthat indicates the XM. version
and the character encoding used. For exanpl e,

<?xm version="1.0" encodi ng="UTF-8""?>
specifies the use of XM. version 1 and UTF-8 character encodi ng.

In some uses of XML as an enbedded protocol elenent, the XM used is
a small fragnent in a larger context, where the XM. version is fixed
at "1.0" and the character encoding is knowmn to be "UTF-8". In those
cases, an XM declaration might add extra overhead. In cases where
the XML is a larger component which may find its way al one as an
external entity body (transported as a M ME nessage, for exanple),
the XML declaration is an inportant marker and is useful for
reliability and extensibility. The XM. declaration is also an

i nportant marker for character set/encoding (see Section 5.1), if any
encodi ng other than UTF-8 or UTF-16 is used. Note that in the case
of UTF-16, XM requires that the entity starts with a Byte Order Mark
(BOM), which is not part of the character data. Note that the XM
Declaration itself is not part of the XM. docunment’s Information Set.

Prot ocol specifications nmust be clear about use of XM. decl arations.
XM. [8] notes that "XM docunments should begin with an XM

decl arati on which specifies the version of XML being used.” In
general, an XM. decl aration should be encouraged ("SHOULD be
present”) and nust al ways be allowed ("MAY be sent”). An XM

decl aration should be required in cases where, if allowed, the
character encoding is anything other than UTF-8 or UTF-16.

4.5 XML Processing Instructions

An XM_ processing instruction (defined in section 2.6 of [8]) is a
conponent of an XM. docunent that signals extra "out of band"
information to the receiver; a comobn use of XM. processing
instructions are for docunment applications. For exanple, the XM.2RFC
application used to generate this docunent and described in RFC 2629
[19] supports a "table of contents" processing instruction:

<?rfc toc="yes"?>

As described in section 2.6 of [8], processing instructions are not
part of the document’s character data, but rmust be passed through to
the application. As a consequence, it is recommended that processing
i nstructions be ignored when encountered in normal protoco
processing. It is thus also recomended that processing instructions
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not be used to define normative protocol data structures or
extensions for the foll ow ng reasons:

o Processing instructions are not namespace aware; there is no way
to qualify a processing instruction target with a nanmespace.

0o Processing instruction use can not be constrai ned by nost schema
| anguages,

0 Character references are not recognized within a processing
instruction.

o Processing instructions don't have any XM.-defined structure
beyond the division between the target and everything else. This
nmeans that applications typically have to parse the content of the
processing instruction in a systemdependent way; if the content
was provided within an el enent instead, the structure could be
expressed in the XML and the parsing could be done by the XM
parser.

4.6 XM. Conmment s

An XML comrent (defined in section 2.5 of [8]) is a conmponent of an
XML docurent that provides descriptive information that is not part
of the docunent’s character data. XM. comments, |ike comrents used
i n programm ng | anguages, are often used to provi de explanatory

i nformati on i n human-understandabl e terns. An exanpl e:

<l-- This is a example conment. -->

XM. comrents can be ignored by confornmant processors. As a
consequence, it is strongly recomended that comments not be used to
define normative protocol data structures or extensions. It is thus
al so strongly recomrended that conments be ignored if encountered in
normal protocol processing.

4.7 Validity and Extensibility

One inmportant value of XML is that there are formal nechani sns for
defining structural and data content constraints; these constrain the
identity of elenents or attributes or the values contained within
them There is nmore than one such formalism

o A "Docunent Type Definition" (DTD) is defined in section 2.8 of
[8]; the concept came froma simlar mechanismfor SGWM.. There is
significant experience with using DIDs, including in | ETF
pr ot ocol s.
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o0 XM Scherma (defined in [41] and [42]) provides additional features
to allow a tighter and nore precise specification of allowable
protocol syntax and data type specifications.

o There are also a nunber of other nechanisns for describing XM
instance validity; these include, for exanple, Schematron [49] and
RELAX NG [48]. Part 2 of the |SO |EC Docunent Schema Definition
Language (DSDL, [32]) standard is based on RELAX NG

There is ongoi ng di scussion (and controversy) within the XM
conmunity on the use and applicability of various validity constraint
nmechani sns. The choi ce of tool depends on the needs for
extensibility or for a formal |anguage and nechani sm for constraining
perm ssi bl e val ues and val i dating adherence to the constraints.

There are cases where protocols have defined validity using one or
anot her validity nechanism but the protocol definitions have not
insisted that all corresponding protocol elenents be "valid". The
deci si on depends in part on the design for protocol extensibility.
Each formalism has different ways of allowi ng for future extensions;
in addition, a protocol design nay have its own versioni ng mechani sm
way of updating the schema, or pointing to a new one. For exanple,
the use of XML namespaces (Section 4.9) with XML Schema al | ows ot her
ki nds of extensibility w thout conprom sing schema validity.

No matter what formalismis chosen, there are usually additiona
syntactic constraints, and inevitably additional senmantic
constraints, on the validity of XM. el ements that cannot be expressed
in the formalism

Thi s docunent nakes the followi ng recomrendati ons for the definition
of protocols using XM.:

o Protocols should use an appropriate formalismfor defining
validity of XML protocol elenments

o Protocols may or nmay not insist that all corresponding protoco
el enents be valid, according to the validity mechani smchosen; in
either case, the extensibility design should be clear. What
happens if the data is not valid?

0 As described in Section 3 there is no standard nechanismin XM
for indicating whether or not new extensions are mandatory to
recogni ze. XM.-based protocol specifications should thus
explicitly describe extension nechani sns and requirements to
recogni ze or ignore extensions.
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An idealized nodel for XM. processing might first check for well-
formedness; if OK apply the prinmary formalismand, if the instances
"passes", apply the other constraints so that the entire set (or as
much as i s machi ne processabl e) can be checked at the same tinme.

However, it is reasonable to allow conform ng inplenentations to
avoid doing validation at run-time and rely instead on ad-hoc code to
avoi d the hi gher expense, for exanple, of schena validation
especially given that there will likely be additional hand-crafted
semantic validation.

4.8 Semantics as Well as Syntax

Wiile the definition of an XML protocol elenment using a validity
formalismis useful, it is not sufficient. XM by itself does not
supply semantics. Any docunent defining a protocol element with XM
MJST al so have sufficient prose in the docunment describing the
semantics of whatever XM. the docunent has el ected to define.

4.9 Nanespaces

XM. nanespaces, defined in [9], provide a means of assigning markup
to a specific vocabulary. If two elenents or attributes from

di fferent vocabul ari es have the sane nanme, they can be distinguished
unanbi guously if they belong to different nanespaces. Additionally,
nanespaces provi de significant support for protocol extensibility as
they can be defined, reused, and processed dynam cally.

Mar kup vocabul ary collisions are very possi bl e when nanespaces are
not used to separate and uniquely identify vocabul aries. Protoco
definitions should use existing XM. nanespaces where appropriate.
When a new nanespace i s needed, the "nanespace nanme" is a URI that is
used to identify the nanespace; it’'s also useful for that URl to
point to a description of the namespace. Typically (and recommended
practice in WBC) is to assign namespace names using persistent http
URI s.

In the case of namespaces in | ETF standards-track docurments, it would
be useful if there were sone permanent part of the |ETF s own web
space that could be used for this purpose. 1In lieu of such, other
permanent URIs can be used, e.g., URNs in the | ETF URN nanespace (see
[11] and [12]). Although there are instances of |ETF specifications
creating new URI schenes to define XM. nanespaces, this practice is
strongly di scouraged.
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4.9.1 Nanespaces and Attributes

There is a frequently ni sunderstood aspect of the relationship

bet ween unprefixed attributes and the default XM. nanespace - the
natural assunption is that an unprefixed attribute is qualified by
the default namespace, but this is not true. Rather, the unprefixed
attribute belongs to no namespace at all. Thus, in the follow ng
exanpl e:

<nsl:fox a="xxx" nsl:b="qqq"

xm ns="http://exanpl e. org"/>
<fox a="xxx" nsl:b="qqq"

xm ns="http://exanpl e.org" xmns:nsl="http://exanple.org"/>
the attribute "a" is in no nanespace, while "nsl:b" is the sane
nanespace as the containing elenent. A specific description of the
rel ati onshi p between default nanespaces and attributes can be found
in section 5.2 of [9]. The practical inplication of the relationship
bet ween nanespaces and attributes is that care nust be taken to
ensure that no element contains multiple attributes that have
i dentical names or have qualified nanes with the same |ocal part and
wi th prefixes which have been bound to nanmespace names that are
i denti cal

In XM. applications, the choice between prefixed and non-prefixed
attributes frequently is based on whether they al ways appear inside
el ements of the same nanespace (in which case non-prefixed and

t her eby non-namespaced nanes are used) or whether it’s required that
they can be applied to elenents in other arbitrary nanmespaces (in
whi ch case a prefixed nane is used). Both situations occur in the
XSLT [43] language: while attributes are unprefixed when they occur
i nside elenents in the XSLT nanmespace, such as:

<xsl : val ue-of select="."/>
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they are prefixed when they appear in non-XSLT el enents, such as the
"xsl:version" attribute when using "literal result el enent
styl esheets":

<htm xsl:version="1.0"
xm ns: xsl ="http://ww. w3. org/ 1999/ XSL/ Tr ansf or ni
xm ns="http://ww. w3.org/ TR/ xhtm 1/strict">
<head>
<titl e>Expense Report Summary</title>
</ head>
<body>
<p>Total : <xsl:value-of select="exp-rep/total"/></p>
</ body>
</htm >

4.10 Element and Attribute Design Considerations

XML provides much flexibility in allowing a designer to use either

el ements, attributes, or elenent content to carry data. This section
gives a flavor of the design considerations; there is much witten
about this in the XML literature. Consistent use of el enents,
attributes, and values is an inportant characteristic of a sound

desi gn.

Attributes are generally intended to contain neta-data that describes

the elenment, and as such they are subject to the follow ng

restrictions:

o Attributes are unordered,

o There can be no nore than one instance of a given attribute within
a given elenment, though an attribute nmay contain several val ues
separated by white space ([8], section 2.3 and 3.3.1),

o Attribute values can have no internal XM. markup for providing
internal structure, and

0 Attribute values are normalized ([8], section 3.3) before
processi ng

Consi der the follow ng exanple that describes an |IP address using an
attribute to describe the address val ue:

<addr ess addr Type="i pv4">10. 1. 2. 3</ addr ess>
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One m ght encode the same i nformati on using an <addr Type> el enent
i nstead of an "addr Type" attribute:

<addr ess>
<addr Type>i pv4</ addr Type>
<val ue>10. 1. 2. 3</ val ue>
</ addr ess>

Anot her way of encoding the same information would be to use nmarkup
for the "addrType":

<addr ess>
<addr Type><i pv4/ ></ addr Type>
<val ue>10. 1. 2. 3</ val ue>

</ addr ess>

Choosi ng between these designs involves tradeoffs concerning, anong
ot her considerations, the likely extensibility patterns and the
ability of the formalismto constrain the values appropriately. In
the first exanple, the attribute can be thought of as neta-data to
the element which it nodifies, and provides for a kind of "el ement
extensibility". The third exanple allows for a different kind of
extensibility: the "ipv4" space can be extended using other
nanespaces, and the <ipv4> el enent can include additional markup.

Many protocols include paraneters that are selected from an

enuner ated set of values. Such enunerated values can be encoded as
el ements, attributes, or strings within elenent values. Any protoco
desi gn should consider how the set of enunerated values is to be

ext ended: by revising the protocol, by including different values in
di fferent XML nanespaces, or by establishing an | ANA registry (as per
RFC 2434 [18]). In addition, a comon practice in XML is to use a
URI as an XML attribute value or content.

Languages that describe syntactic validity (including XM. Schema and
DTDs) often provide a mechanismfor specifying "default" val ues for
an attribute. |If an elenment does not specify a value for the
attribute, then the "default" value is used. The use of default

val ues for attributes is discouraged by this docunment. Although the
use of this feature can reduce both the size and clutter of XM
docunents, it has a negative inpact on software which doesn’t know
the docunent’s validity constraints (e.g., for packet tracing or
digital signature).
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4.11 Binary Data and Text with Control Characters

XM is defined as a character streamrather than a stream of octets.
There is no way to enbed raw binary data directly within an XM. data
stream all binary data nust be encoded as characters. There are a
nunber of possible encodings; for exanple, XM. Schema [42] defines
encodi ngs using decinal digits for integers, Base64 [15], or
hexadeci mal digits. 1In addition, binary data might be transnitted
usi ng sone ot her communicati on channel, and referenced within the XM
data itself using a URI.

Protocol s that need a container that can hold both structural data
and | arge quantities of binary data shoul d consider carefully whether
XM is appropriate, since the Base64 and hex encodings are
inefficient. Oherw se, protocols should use the mechani sms of XM
Schema to represent binary data; the Base64 encoding is best for

| arger quantities of data.

XM. does not allow "control" characters (0x00-0x1F) except for TAB
(0x09), CR (0x0A), and LF (0x0D). They can not be specified even
using character entity references. There is currently no conmon way
of encoding themwi thin what is otherwi se ordinary text. This means
that strings that mght be considered "text" w thin an ABNF-defined
protocol elenment may need to be treated as binary data within an XM
representation, or sone other encodi ng nechani sm m ght need to be

i nvent ed.

4.12 Increnmental Processing

In sone situations, it is possible to increnentally process an XM
docunent as each tag is received; this is anal ogous to the process by
whi ch browsers increnentally render HTM. pages as they are received.
Note that increnental processing is difficult to inplenent if

i nterspersed across nmultiple interactions. In other words, if a
protocol requires increnental processing across both directions of a
bi directional stream then it may place an unusual burden on protoco
i mpl enent ers.

4.13 Entity Declarations and Entity References

In addition to its role as a validity mechanism an XM. DTD provi des
a facility for "entity declarations" ([8], section 4.2). An entity
decl aration defines, in the DID, a kind of nacro capability where an
"entity reference" may be used to call up and include the content of
the entity declaration

Hol | enbeck, et al. Best Current Practice [ Page 16]



RFC 3470 XML within | ETF Protocol s January 2003

This feature adds conplexity to XM. processing, and seens nore
appropriate for use of XML in docunent processing than in data
representation. As such, this document reconmends avoiding entity
decl arations in protocol specifications.

On the other hand, there are five standard entity references built
into XM.: "&anp;", "&t;", "&gt;", "&apos;", and "&quot;". XM also
has the ability to wite character data using nuneric entity
references (using the Unicode [33] value for the character). Entity
references are nornmal ly expanded before the XM_ Information Set is
conputed. Restricting the use of these entity references would

i ntroduce an additional syntactic restriction (see Section 4.3)
unnecessarily; these entity references should be all owed.

4. 14 External References

VWhen using XML in the context of a statel ess protocol, be it the
protocol itself (e.g., SOAP), or sinply as content transferred by an
exi sting protocol (e.g., XM./HTTP), care nust be taken to not nake
the nmeani ng of a nessage depend on informati on outside the nessage
itself. XM provides external entities (see Section 4.13), which are
an easy way to nake the neaning of a nmessage depend on sonething
external. Using schema | anguages that can change the Infoset, like
XML Schemm, is another way.

4.15 URI Processing

The XML Base specification [36] defines an attribute "xm:base" in
the XML nanmespace that is intended to affect the "base" to be used
for relative URI processing described in RFC 2396 [17]. The
facilities of xm:base for controlling URl processing nmay be usefu

to protocol designers, but if xm:base is allowed the interaction
with any other protocol facilities for establishing UR context nust
be specified clearly. Note that use of relative URIs in nanespace
decl arati ons has been deprecated by the WBC, some specific issues
with relative URI's in nanespace decl arations and canoni cal XM. can be
found in section 1.3 of RFC 3076 [6].

Note al so that, in many cases, the term"UR" and the syntactic use
of URIs within XML allows non-ASCI| characters within URIs. For
exanpl e, the XML Schema "anyURI " datatype ([42] section 3.2.17)
allows for direct encoding of characters outside of the US-ASCl

range. Most current |ETF protocols and specifications do not allow
this syntax. Protocol specifications should be clear about the range
of characters specified, e.g., by adding a restriction to the range
of characters allowed in the anyURI schema datatype, or by specifying
that characters outside the US-ASCI1 range shoul d be escaped when
passed to ol der protocols or APIs.
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4.16 White Space

XM’ s prescribed white space handling behavior can be a source of
confusi on between protocol designers and inplenenters. In XM
instances all white space is considered significant and is by default
visible to processing applications. Consider this exanple from
Section 4.10:

<addr ess>
<addr Type><i pv4/ ></ addr Type>
<val ue>10. 1. 2. 3</ val ue>

</ addr ess>

This fragnment contains an <address> el ement and two child el enents.
It al so contains white space for pretty-printing purposes:

o at least three line separators, which will be converted by the XM
processor to newl i ne (U+000A) characters (see section 2.11 of
[8]), and

0 one or nore white space characters prefixing the <addr Type> and
<val ue> el emrents, which an XM. processor will nake visible to
sof tware readi ng the instance.

| mpl ementers mght safely assunme that they can ignore the white space
in the exanpl e above, but white space used for pretty-printing can be
a source of confusion in other situations. Consider a mnor change
to the <val ue> el ement:

<val ue>
10.1.2.3
</ val ue>

where white space is found on both sides of the IP address. XM
processors treat the white space surrounding "10.1.2.3" as an
integral part of the <value> elenment. A failure to recognize this
behavi or can | ead to confusion and errors in both design and

i mpl enent ati on.

Al white space is considered significant in XM. instances. As a
consequence, it is recommended that protocol designers provide
specific guidelines to address white space handling within protocols
that use XM.
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4.17 Interaction with the | ANA

5.

VWhen XM. is used in an | ETF protocol there are nultiple factors that
m ght require | ANA action, including:

o

XML nedia types. A piece of XML in a protocol elenment is
sonetines intrinsically bound to the protocol context in which it
appears, and in particular mght be directly derived from and/ or
input to protocol state-nachine inplenmentations. |In cases where
the XML content has no rel evant neaning outside it’s origina
protocol context, there is no reason to register a MM type.

When it is possible that XM. content can be interpreted outside of
its original context (such as when that XM. content is being
stored in a file systemor tunnel ed over another protocol), then a
M ME type can be registered to specify the specific format for the
data and to provide a hint as to how it mght be processed.

If MM |abeling is needed, then the advice of RFC 3023 [5]

applies. In particular, if the XM. represents a new | anguage or
docunent type, a new M ME nedia type should be registered for the
reasons described in RFC 3023 sections 7 and A.1. In situations

where XML is used to encode generic structured data (e.g., a
docunent - ori ented application that involves conbining XML with a
styl esheet), "application/xm" mght be appropriate ("MAY be
used"). The "text/xm" nedia type is not recomended ("SHOULD NOT
be used") because of issues involving display behavior and default
charsets.

URI registration. There is an ongoing effort ([11], [12]) to
create a URN nanespace explicitly for defining URIs for nanespace
nanes and other URI-designated protocol elenents for use within

| ETF standards track docunents; it mght also establish IETF
policy for such use.

I nternationalization Considerations

This section describes internationalization considerations for the

use of XM. to represent data in | ETF protocols. In addition to the
recomendati ons here, |ETF policy on the use of character sets and
| anguages described in RFC 2277 [3] also appli es.

5.1 Character Sets and Encodi ngs

| ETF protocols frequently speak of the "character set" or "charset"
of a string, which is used to denote both the character repertoire
and the encodi ng used to represent sequences of characters as

sequences of bytes.
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XM. perforns all character processing in terns of the Universa
Character Set (UCS, [31] and [33]). XM requires all XM processors
to support both the UTF-8 [4] and UTF-16 [20] encodi ngs of UCS

al t hough ot her encodi ngs (charsets) conpatible with UCS may be

al l owed. Docunents and external parsed entities encoded in UTF-16
are required to begin with a Byte Order Mark ([8] section 4.3.3).

| ETF policy [3] requires that the UTF-8 charset be allowed for al
t ext.

Thi s docunent requires that |ETF protocols using XM. allow for the
UTF-8 encoding of XML data. Since conform ng XM. processors are
nmandated to al so accept UTF-16 encoding, also allowing for UTF-16
encoding (with the nandated Byte Order Mark) is recommended. Some
XM. applications are using a Byte Order Mark with UTF-8 encodi ng, but
this use should not be encouraged and isn’'t appropriate for XM
enbedded i n other protocols.

Restricting XM. data to only be expressed in UTF-8 is an additiona
syntactic restriction (see Section 4.3) which, depending on

circunst ances, mght add additional inplenmentation conplexity. Wen
encodi ngs other than UTF-8 or UTF-16 are used, the encodi ng nmust be
speci fied using an "encodi ng” attribute in the XM. declaration (see
Section 4.4), even if there nmight be other protocol mechanisns for
desi gnati ng the encodi ng.

5.2 Language Decl aration

Text encapsul ated in XM. can be represented in many different human

| anguages, and it is often useful to explicitly identify the |Ianguage
used to present the text. XM defines a special attribute in the
"xm " namespace, xm:lang, that can be used to specify the | anguage
used to represent data in an XML document. The xm:lang attribute
(which has to be explicitly declared for use within a DID or XM
Schema) and the values it can assume are defined in section 2.12 of

[8].

It is strongly reconmended that protocols representing data in a
human | anguage nandate use of an xm:lang attribute if the XM
i nstance mght be interpreted in | anguage- dependent contexts.

5.3 Ot her Internationalizati on Considerations

There are standard nechani sns in the typography of sone hunan

| anguages that can be difficult to represent using nmerely XM
character string data types. For exanple, pronunciation clues can be
provi ded usi ng Ruby annotation [39], and enbedding controls (such as
those described in section 3.4 of [34]) or an XHTM. [40] "dir"
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attribute can be used to note the proper display direction for
bi di rectional text.

There are a nunber of tricky issues that can arise when using
ext ended character sets with XM. docunent formats. For exanpl e:

o There are different ways of representing characters consisting of
conbi ni ng characters, and

o There has been sone debate about whether URI's should be
represented using a restricted US-ASCI| subset or arbitrary
Uni code (e.g., "URl character sequence" vs "original character
sequence" in RFC 2396 [17]).

Some of these issues are discussed, with recomendations, in the
WBC s "Character Mdel for the Wrld Wde Web" document [44].

It is strongly reconmended that protocols representing data in a
human | anguage reuse existing nmechani snms as needed to ensure proper
di spl ay of human-1|egi bl e text.

6. | ANA Consi derati ons

This meno, per se, has no inpact on the ANA. Section 4.17 notes
sone factors that might require | ANA action when protocols using XM
are defined.

7. Security Considerations

Net wor k protocols face many different kinds of threats, including
uni nt ended di scl osure, nodification, and replay. Passive attacks,
such as packet sniffing, allow an attacker to capture and view

i nformation intended for someone else. Captured data can be nodified
and replayed to the original intended recipient, with the recipient
havi ng no way to know that the information has been conprom sed,
detect nodifications, be assured of the sender’s identity, or to
confirmwhich protocol instance is legitinate.

Several security service options for XML are available to help
mtigate these risks. Though XM. does not include any built-in
security services, other protocols and protocol |ayers provide
services that can be used to protect XM. protocols. XM encryption
[10] provides privacy services to prevent unintended di scl osure.
Canoni cal XML [6] and XM. digital signatures [7] provide integrity
services to detect nodification and authentication services to
confirmthe identity of the data source. Oher |ETF security
protocols (e.g., the Transport Layer Security (TLS) protocol [2]) are
al so available to protect data and service endpoints as appropriate.
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G ven the lack of security services in XM., it is inperative that
protocol specifications mandate additional security services to
counter common threats and attacks; the specific required services
wi Il depend on the protocol’s threat nopdel

Experi ence has shown that code that parses network traffic is often a
"soft target" for blackhats. Accordingly, inplenmenters MJST take
great care to ensure that their XM. handling code is robust with
respect to malformed XM., buffer overruns, msuse of entity

decl arations, and so on

XML nechani sns that foll ow external references (Section 4.14) may
al so expose an inplenentation to various threats by causing the

i mpl ementation to access external resources automatically. It is
important to disallow arbitrary access to such external references
within XML data fromuntrusted sources. Many XM. grammars define
constructs using URIs for external references; in such cases, the
sanme precautions nust be taken
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