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Abst ract

Wth the Del egation Signer (DS) resource record (RR), the concept of
a public key acting as a secure entry point (SEP) has been

i ntroduced. During exchanges of public keys with the parent there is
a need to differentiate SEP keys from ot her public keys in the Domain
Nane System KEY (DNSKEY) resource record set. A flag bit in the
DNSKEY RR is defined to indicate that DNSKEY is to be used as a SEP.
The flag bit is intended to assist in operational procedures to
correctly generate DS resource records, or to indicate what DNSKEYs
are intended for static configuration. The flag bit is not to be
used in the DNS verification protocol. This document updates RFC
2535 and RFC 3755.
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1. Introduction
"Al'l keys are equal but some keys are nobre equal than others" [6].

Wth the definition of the Del egati on Signer Resource Record (DS RR)
[5], it has beconme inportant to differentiate between the keys in the
DNSKEY RR set that are (to be) pointed to by parental DS RRs and the
other keys in the DNSKEY RR set. W refer to these public keys as
Secure Entry Point (SEP) keys. A SEP key either used to generate a
DS RRor is distributed to resolvers that use the key as the root of
a trusted subtree [3].

In early depl oynment tests, the use of two (kinds of) key pairs for
each zone has been prevalent. For one kind of key pair the private
key is used to sign just the zone’s DNSKEY resource record (RR) set.
Its public key is intended to be referenced by a DS RR at the parent
or configured statically in a resolver. The private key of the other
ki nd of key pair is used to sign the rest of the zone's data sets.
The former key pair is called a key-signing key (KSK) and the latter
is called a zone-signing key (ZSK). |In practice there have been
usual | y one of each kind of key pair, but there will be multiples of
each at tinmes.

It should be noted that division of keys pairs into KSK' s and ZSK' s
is not mandatory in any definition of DNSSEC, not even with the

i ntroduction of the DS RR.  But, in testing, this distinction has
been hel pful when designing key roll over (key super-cession)
schemes. G ven that the distinction has proven hel pful, the |abels
KSK and ZSK have begun to stick.
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There is a need to differentiate the public keys for the key pairs
that are used for key signing fromkeys that are not used key signing
(KSKs vs ZSKs). This need is driven by knowi ng which DNSKEYs are to
be sent for generating DS RRs, which DNSKEYs are to be distributed to
resol vers, and which keys are fed to the signer application at the
appropriate tinme.

In other words, the SEP bit provides an in-band nethod to comunicate
a DNSKEY RR s intended use to third parties. As an exanple we
present 3 use cases in which the bit is useful:

The parent is a registry, the parent and the child use secured DNS
gueries and responses, with a preexisting trust-relation, or plain
DNS over a secured channel to exchange the child s DNSKEY RR sets.
Since a DNSKEY RR set will contain a conpl ete DNSKEY RRset the SEP
bit can be used to isolate the DNSKEYs for which a DS RR needs to

be created.

An adm ni strator has configured a DNSKEY as root for a trusted
subtree into security aware resolver. Using a special purpose
tool that queries for the KEY RRs fromthat domain’ s apex, the
adm nistrator will be able to notice the roll over of the trusted
anchor by a change of the subset of KEY RRs with the DS flag set.

A signer mght use the SEP bit on the public key to determ ne
whi ch private key to use to exclusively sign the DNSKEY RRset and
whi ch private key to use to sign the other RRsets in the zone.

As denonstrated in the above exanples it is inportant to be able to
differentiate the SEP keys fromthe other keys in a DNSKEY RR set in
the fl ow between signer and (parental) key-collector and in the flow
bet ween the signer and the resolver configuration. The SEP flag is
to be of no interest to the flow between the verifier and the
authoritative data store.

The reason for the term"SEP" is a result of the observation that the
di stinction between KSK and ZSK key pairs is made by the signer, a
key pair could be used as both a KSK and a ZSK at the sane time. To
be clear, the term SEP was coined to | essen the confusion caused by
the overlap. (Once this |abel was applied, it had the side effect of
renoving the tenptation to have both a KSK flag bit and a ZSK fl ag
bit.)

The key words "MAY","MAY NOT", "MJST", "MJST NOT", "REQU RED',

" RECOMMENDED', "SHOULD', and "SHOULD NOT" in this docunent are to be
interpreted as described in BCP 14, RFC 2119 [1].
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2. The Secure Entry Point (SEP) Flag
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Thi s docunent assigns the 15th bit in the flags field as the secure
entry point (SEP) bit. |If the bit is set to 1 the key is intended to
be used as secure entry point key. One SHOULD NOT assign specia
neaning to the key if the bit is set to 0. Operators can recogni ze
the secure entry point key by the even or odd-ness of the decim
representation of the flag field.

3. DNSSEC Protocol Changes

The bit MJUST NOT be used during the resolving and verification
process. The SEP flag is only used to provide a hint about the

di fferent adm nistrative properties of the key and therefore the use
of the SEP flag does not change the DNS resol ution protocol or the
resol uti on process.

4. Operational GCuidelines

The SEP bit is set by the key-pair-generator and MAY be used by the
zone signer to decide whether the public part of the key pair is to
be prepared for input to a DS RR generation function. The SEP bit is
recommended to be set (to 1) whenever the public key of the key pair
will be distributed to the parent zone to build the authentication
chain or if the public key is to be distributed for static
configuration in verifiers.

VWen a key pair is created, the operator needs to indicate whether
the SEP bit is to be set in the DNSKEY RR. As the SEP bit is within
the data that is used to conpute the 'key tag field in the SIGRR
changing the SEP bit will change the identity of the key within DNS
In other words, once a key is used to generate signatures, the
setting of the SEP bit is to remain constant. |If not, a verifier
will not be able to find the rel evant KEY RR
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When signing a zone, it is intended that the key(s) with the SEP bit
set (if such keys exist) are used to sign the KEY RR set of the zone.
The sane key can be used to sign the rest of the zone data too. It
is conceivable that not all keys with a SEP bit set will sign the
DNSKEY RR set, such keys might be pending retirement or not yet in
use.

When verifying a RR set, the SEP bit is not intended to play a role.
How the key is used by the verifier is not intended to be a
consi deration at key creation tinme.

Al t hough the SEP flag provides a hint on which public key is to be

used as trusted root, administrators can choose to ignore the fact

that a DNSKEY has its SEP bit set or not when configuring a trusted
root for their resolvers.

Using the SEP flag a key roll over can be automated. The parent can
use an existing trust relation to verify DNSKEY RR sets in which a
new DNSKEY RR with the SEP fl ag appears.

5. Security Considerations

As stated in Section 3 the flag is not to be used in the resolution
protocol or to determine the security status of a key. The flag is
to be used for adnministrative purposes only.

No trust in a key should be inferred fromthis flag - trust MJST be
inferred froman existing chain of trust or an out-of-band exchange.

Since this flag mght be used for automating public key exchanges, we
think the follow ng consideration is in place.

Aut omat ed mechani sms for roll over of the DS RR might be vul nerable
to a class of replay attacks. This mght happen after a public key
exchange where a DNSKEY RR set, containing two DNSKEY RRs with the
SEP flag set, is sent to the parent. The parent verifies the DNSKEY
RR set with the existing trust relation and creates the new DS RR
fromthe DNSKEY RR that the current DS RRis not pointing to. This
key exchange night be replayed. Parents are encouraged to inplenent
a replay defense. A sinple defense can be based on a registry of
keys that have been used to generate DS RRs during the npst recent
roll over. These sane considerations apply to entities that
configure keys in resolvers.
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6.

9.

9.

9.

| ANA Consi der ati ons

| ANA has assigned the 15th bit in the DNSKEY Fl ags Registry (see
Section 4.3 of [4]) as the Secure Entry Point (SEP) bit.

I nternationalization Considerations

Al t hough SEP is a popular acronymin nany different |anguages, there
are no internationalization considerations.
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11. Full Copyright Statenent

Copyright (C The Internet Society (2004). This docunent is subject
to the rights, licenses and restrictions contained in BCP 78 and
except as set forth therein, the authors retain all their rights.

Thi s docunent and the infornmation contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE
REPRESENTS OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE
| NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS COR

| MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The |1 ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clai ned
to pertain to the inplenentation or use of the technol ogy
described in this document or the extent to which any license
under such rights m ght or might not be avail able; nor does it
represent that it has made any independent effort to identify any
such rights. Information on the procedures with respect to

rights in RFC docunents can be found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use
of such proprietary rights by inmplenenters or users of this
specification can be obtained fromthe IETF on-line |IPR repository
at http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention
any copyrights, patents or patent applications, or other
proprietary rights that may cover technol ogy that may be required
to inplenent this standard. Pl ease address the information to the
|ETF at ietf-ipr@etf.org.
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