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Abst r act

Thi s docunent is part of a family of documents that describe the DNS
Security Extensions (DNSSEC). The DNS Security Extensions are a
col l ection of new resource records and protocol nodifications that
add data origin authentication and data integrity to the DNS. This
docunent descri bes the DNSSEC protocol nodifications. This docunent
defines the concept of a signed zone, along with the requirenents for
serving and resol ving by using DNSSEC. These techniques allow a
security-aware resolver to authenticate both DNS resource records and
authoritative DNS error indications.

Thi s docunent obsol etes RFC 2535 and incorporates changes from al
updates to RFC 2535.
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1. Introduction

The DNS Security Extensions (DNSSEC) are a collection of new resource
records and protocol nodifications that add data origin

aut hentication and data integrity to the DNS. This docunent defines
the DNSSEC protocol nodifications. Section 2 of this docunent
defines the concept of a signed zone and lists the requirenments for
zone signing. Section 3 describes the nodifications to authoritative
nane server behavi or necessary for handling signed zones. Section 4
descri bes the behavior of entities that include security-aware

resol ver functions. Finally, Section 5 defines how to use DNSSEC RRs
to authenticate a response.
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1.1. Background and Rel ated Docunents

This docunent is part of a famly of docunments defini ng DNSSEC t hat
shoul d be read together as a set.

[ RFC4033] contains an introduction to DNSSEC and definitions of
comon terms; the reader is assumed to be famliar with this
docunent. [RFC4033] al so contains a list of other docunments updated
by and obsol eted by this docunent set.

[ RFC4034] defines the DNSSEC resource records.

The reader is also assuned to be familiar with the basic DNS concepts
descri bed in [RFCL1034], [RFCL035], and the subsequent docunents that
update them particularly, [RFC2181] and [ RFC2308].

Thi s docunent defines the DNSSEC protocol operations.
1.2. Reserved Wrds

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Zone Signing

DNSSEC i ntroduces the concept of signed zones. A signed zone

i ncl udes DNS Public Key (DNSKEY), Resource Record Signature (RRSIG,
Next Secure (NSEC), and (optionally) Del egation Signer (DS) records
according to the rules specified in Sections 2.1, 2.2, 2.3, and 2.4,
respectively. A zone that does not include these records according
to the rules in this section is an unsigned zone.

DNSSEC requires a change to the definition of the CNAME resource
record ([ RFC1035]). Section 2.5 changes the CNAME RR to all ow RRSI G
and NSEC RRs to appear at the same owner nane as does a CNAME RR

DNSSEC specifies the placenent of two new RR types, NSEC and DS

whi ch can be placed at the parental side of a zone cut (that is, at a
del egation point). This is an exception to the general prohibition
agai nst putting data in the parent zone at a zone cut. Section 2.6
descri bes this change.
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2.1. Including DNSKEY RRs in a Zone

To sign a zone, the zone’'s adm nistrator generates one or nore
public/private key pairs and uses the private key(s) to sign
authoritative RRsets in the zone. For each private key used to
create RRSIG RRs in a zone, the zone SHOULD i nclude a zone DNSKEY RR
contai ning the corresponding public key. A zone key DNSKEY RR MJST
have the Zone Key bit of the flags RDATA field set (see Section 2.1.1
of [RFC4034]). Public keys associated with other DNS operations MAY
be stored in DNSKEY RRs that are not marked as zone keys but MJST NOT
be used to verify RRSIGs.

If the zone adm nistrator intends a signed zone to be usabl e ot her
than as an island of security, the zone apex MJST contain at | east
one DNSKEY RR to act as a secure entry point into the zone. This
secure entry point could then be used as the target of a secure
del egation via a corresponding DS RR in the parent zone (see
[ RFC4034]).

2.2. Including RRSIG RRs in a Zone

For each authoritative RRset in a signed zone, there MJST be at |east
one RRSIG record that neets the follow ng requirenents:

o The RRSIG owner nane is equal to the RRset owner nane.

o The RRSIG class is equal to the RRset class.

o The RRSIG Type Covered field is equal to the RRset type.

o The RRSIG Original TTL field is equal to the TTL of the RRset.

0 The RRSIGRR s TTL is equal to the TTL of the RRset.

o0 The RRSIG Labels field is equal to the nunber of l|abels in the
RRset owner nane, not counting the null root |abel and not

counting the leftnost label if it is a wldcard.

o The RRSIG Signer’s Nane field is equal to the nane of the zone
cont ai ni ng the RRset.

o0 The RRSIG Algorithm Signer’s Nane, and Key Tag fields identify a
zone key DNSKEY record at the zone apex.

The process for constructing the RRSIG RR for a given RRset is
described in [RFC4034]. An RRset MAY have multiple RRSI G RRs
associated with it. Note that as RRSIG RRs are closely tied to the
RRset s whose signatures they contain, RRSIG RRs, unlike all other DNS
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RR types, do not formRRsets. In particular, the TTL val ues anobng
RRSI G RRs with a common owner nanme do not follow the RRset rules
described in [ RFC2181].

An RRSIG RR itself MJST NOT be signed, as signing an RRSIG RR woul d
add no value and would create an infinite loop in the signing
process.

The NS RRset that appears at the zone apex nane MJST be signed, but
the NS RRsets that appear at delegation points (that is, the NS
RRsets in the parent zone that delegate the name to the child zone’s
nane servers) MJST NOT be signed. G ue address RRsets associ ated

wi th del egati ons MJUST NOT be signed.

There MUST be an RRSI G for each RRset using at |east one DNSKEY of
each algorithmin the zone apex DNSKEY RRset. The apex DNSKEY RRset
itself MJUST be signed by each algorithm appearing in the DS RRset

| ocated at the delegating parent (if any).

2.3. Including NSEC RRs in a Zone

Each owner nane in the zone that has authoritative data or a

del egation point NS RRset MJST have an NSEC resource record. The
format of NSEC RRs and the process for constructing the NSEC RR for a
given nane is described in [ RFC4034].

The TTL value for any NSEC RR SHOULD be the same as the mi ni mum TTL
value field in the zone SOA RR

An NSEC record (and its associated RRSI G RRset) MJST NOT be the only
RRset at any particular owner nanme. That is, the signing process
MUST NOT create NSEC or RRSIG RRs for owner name nodes that were not
the owner nanme of any RRset before the zone was signed. The nain
reasons for this are a desire for nanespace consi stency between

si gned and unsi gned versions of the sane zone and a desire to reduce
the risk of response inconsistency in security oblivious recursive
name servers.

The type bitmap of every NSEC resource record in a signed zone MJUST
i ndicate the presence of both the NSEC record itself and its
correspondi ng RRSI G record.

The difference between the set of owner nanes that require RRSIG
records and the set of owner nanes that require NSEC records is
subtle and worth highlighting. RRSIG records are present at the
owner names of all authoritative RRsets. NSEC records are present at
the owner names of all names for which the signed zone is
authoritative and al so at the owner nanes of del egations fromthe
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signed zone to its children. Neither NSEC nor RRSIG records are
present (in the parent zone) at the owner nanes of gl ue address
RRsets. Note, however, that this distinctionis for the nost part
visible only during the zone signing process, as NSEC RRsets are
authoritative data and are therefore signed. Thus, any owner nane
that has an NSEC RRset will have RRSIG RRs as well in the signed
zone.

The bitmap for the NSEC RR at a del egati on point requires specia
attention. Bits corresponding to the delegation NS RRset and any
RRsets for which the parent zone has authoritative data MJST be set;
bits corresponding to any non-NS RRset for which the parent is not
authoritative MJUST be clear.

2.4. Including DS RRs in a Zone

The DS resource record establishes authentication chains between DNS
zones. A DS RRset SHOULD be present at a del egati on point when the
child zone is signed. The DS RRset MAY contain multiple records,
each referencing a public key in the child zone used to verify the
RRSIGs in that zone. Al DS RRsets in a zone MJST be signed, and DS
RRsets MUST NOT appear at a zone’s apex.

A DS RR SHOULD point to a DNSKEY RR that is present in the child' s
apex DNSKEY RRset, and the child s apex DNSKEY RRset SHOULD be signed
by the corresponding private key. DS RRs that fail to neet these
condi tions are not useful for validation, but because the DS RR and
its corresponding DNSKEY RR are in different zones, and because the
DNS is only | oosely consistent, tenporary m smatches can occur

The TTL of a DS RRset SHOULD match the TTL of the del egati ng NS RRset
(that is, the NS RRset fromthe sanme zone containing the DS RRset).

Construction of a DS RR requires know edge of the correspondi ng
DNSKEY RR in the child zone, which inplies communication between the
child and parent zones. This comunication is an operational matter
not covered by this docunent.

2.5. Changes to the CNAME Resource Record

If a CNAME RRset is present at a name in a signed zone, appropriate
RRSI G and NSEC RRsets are REQUI RED at that name. A KEY RRset at that
nane for secure dynam ¢ update purposes is also allowed ([ RFC3007]).
QO her types MUST NOT be present at that nane.

This is a nodification to the original CNAME definition given in

[ RFC1034]. The original definition of the CNAME RR did not allow any
other types to coexist with a CNAMVE record, but a signed zone
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requires NSEC and RRSI G RRs for every authoritative nane. To resolve
this conflict, this specification nodifies the definition of the
CNAME resource record to allow it to coexist with NSEC and RRSI G RRs.

2.6. DNSSEC RR Types Appearing at Zone Cuts

DNSSEC i ntroduced two new RR types that are unusual in that they can
appear at the parental side of a zone cut. At the parental side of a
zone cut (that is, at a delegation point), NSEC RRs are REQUI RED at
the owner name. A DS RR could also be present if the zone being

del egated is signed and seeks to have a chain of authentication to
the parent zone. This is an exception to the original DNS
specification ([ RFCL034]), which states that only NS RRsets could
appear at the parental side of a zone cut.

Thi s specification updates the original DNS specification to all ow
NSEC and DS RR types at the parent side of a zone cut. These RRsets
are authoritative for the parent when they appear at the parent side
of a zone cut.

2.7. Exanple of a Secure Zone

Appendi x A shows a conpl ete exanple of a snmall signed zone.

3. Serving
This section describes the behavior of entities that include
security-aware nane server functions. |In many cases such functions
will be part of a security-aware recursive nane server, but a

security-aware authoritative nane server has sone of the sane
requi renents. Functions specific to security-aware recursive nane
servers are described in Section 3.2; functions specific to
authoritative servers are described in Section 3. 1.

In the follow ng discussion, the terms "SNAME", "SCLASS', and "STYPE"
are as used in [ RFC1034].

A security-aware name server MJST support the EDNSO ([ RFC2671])
nmessage size extension, MJST support a nessage size of at |east 1220
octets, and SHOULD support a message size of 4000 octets. As |Pv6
packets can only be fragmented by the source host, a security aware
nane server SHOULD take steps to ensure that UDP datagrans it
transmts over |Pv6 are fragnmented, if necessary, at the mninumI|Pv6
MIU, unless the path MU is known. Please see [RFC1122], [RFC2460],
and [ RFC3226] for further discussion of packet size and fragmentation
i ssues.
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A security-aware nanme server that receives a DNS query that does not

i ncl ude the EDNS OPT pseudo-RR or that has the DO bit clear MJST
treat the RRSIG DNSKEY, and NSEC RRs as it woul d any other RRset and
MUST NOT perform any of the additional processing described bel ow
Because the DS RR type has the peculiar property of only existing in
the parent zone at del egation points, DS RRs al ways require sone
speci al processing, as described in Section 3.1.4.1

Security aware nane servers that receive explicit queries for
security RR types that match the content of nore than one zone that
it serves (for exanple, NSEC and RRSI G RRs above and bel ow a

del egation point where the server is authoritative for both zones)
shoul d behave sel f-consistently. As long as the response is always
consi stent for each query to the nane server, the name server MNAY
return one of the foll ow ng:

o The above-del egati on RRsets.

o The bel owdel egati on RRsets.

o Both above and bel ow del egati on RRsets.
o Enpty answer section (no records).

0o Sone other response.

o An error.

DNSSEC al | ocates two new bits in the DNS nessage header: the CD
(Checking Disabled) bit and the AD (Authentic Data) bit. The CD bit
is controlled by resolvers; a security-aware nane server MJST copy
the CD bit froma query into the correspondi ng response. The AD bit
is controlled by name servers; a security-aware name server MJST
ignore the setting of the AD bit in queries. See Sections 3.1.6,
3.2.2, 3.2.3, 4, and 4.9 for details on the behavior of these bits.

A security aware nane server that synthesizes CNAME RRs from DNAME
RRs as described in [ RFC2672] SHOULD NOT generate signatures for the
synt hesi zed CNAME RRs.

3.1. Authoritative Nane Servers
Upon receiving a rel evant query that has the EDNS ([ RFC2671]) OPT
pseudo-RR DO bit ([ RFC3225]) set, a security-aware authoritative nane
server for a signed zone MJST include additional RRSIG NSEC, and DS
RRs, according to the follow ng rules:

0 RRSIG RRs that can be used to authenticate a response MJST be
i ncluded in the response according to the rules in Section 3.1.1.

Arends, et al. St andards Track [ Page 9]



RFC 4035 DNSSEC Pr ot ocol Modifications March 2005

0 NSEC RRs that can be used to provide authenticated denial of
exi stence MJUST be included in the response autonmatically according
to the rules in Section 3.1.3.

o Either a DS RRset or an NSEC RR proving that no DS RRs exi st MJST
be included in referrals automatically according to the rules in
Section 3.1.4.

These rules only apply to responses where the senmantics convey

i nformati on about the presence or absence of resource records. That
is, these rules are not intended to rule out responses such as RCODE
4 ("Not Inplenmented") or RCODE 5 ("Refused").

DNSSEC does not change the DNS zone transfer protocol. Section 3.1.5
di scusses zone transfer requirenents.

3.1.1. Including RRSIG RRs in a Response

When responding to a query that has the DO bit set, a security-aware
aut horitative nanme server SHOULD attenpt to send RRSIG RRs that a
security-aware resolver can use to authenticate the RRsets in the
response. A nane server SHOULD meke every attenpt to keep the RRset
and its associated RRSIEs) together in a response. |nclusion of
RRSIG RRs in a response is subject to the followi ng rules:

o Wen placing a signed RRset in the Answer section, the name server
MUST al so place its RRSIG RRs in the Answer section. The RRSIG
RRs have a higher priority for inclusion than any other RRsets
that may have to be included. |[|f space does not permt inclusion
of these RRSIG RRs, the nane server MJST set the TC bit.

o Wen placing a signed RRset in the Authority section, the nanme
server MJST al so place its RRSIGRRs in the Authority section
The RRSI G RRs have a higher priority for inclusion than any other
RRsets that may have to be included. |If space does not permt
i nclusion of these RRSIG RRs, the name server MJST set the TC bit.

o Wen placing a signed RRset in the Additional section, the nane
server MJST also place its RRSIG RRs in the Additional section
| f space does not permt inclusion of both the RRset and its
associ ated RRSI G RRs, the nane server MAY retain the RRset while
dropping the RRSIG RRs. If this happens, the nane server MJST NOT
set the TC bit solely because these RRSIG RRs didn't fit.
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3.1.2. Including DNSKEY RRs in a Response

When responding to a query that has the DO bit set and that requests
the SOA or NS RRs at the apex of a signed zone, a security-aware

aut horitative name server for that zone MAY return the zone apex
DNSKEY RRset in the Additional section. |In this situation, the
DNSKEY RRset and associated RRSIG RRs have |lower priority than does
any other information that would be placed in the additional section
The nane server SHOULD NOT include the DNSKEY RRset unless there is
enough space in the response nessage for both the DNSKEY RRset and
its associated RRSIG RR(s). If there is not enough space to include
these DNSKEY and RRSI G RRs, the name server MJST omit them and MJST
NOT set the TC bit solely because these RRs didn't fit (see Section
3.1.1).

3.1.3. Including NSEC RRs in a Response

When responding to a query that has the DO bit set, a security-aware
aut horitative nanme server for a signed zone MJST include NSEC RRs in
each of the follow ng cases:

No Data: The zone contains RRsets that exactly match <SNAME, SCLASS>
but does not contain any RRsets that exactly match <SNAME, SCLASS,
STYPE>.

Nane Error: The zone does not contain any RRsets that nmatch <SNAME,
SCLASS> either exactly or via wldcard name expansion

Wl dcard Answer: The zone does not contain any RRsets that exactly
mat ch <SNAME, SCLASS> but does contain an RRset that matches
<SNAME, SCLASS, STYPE> via wildcard nane expansi on.

Wl dcard No Data: The zone does not contain any RRsets that exactly
mat ch <SNAME, SCLASS> and does contain one or nore RRsets that
mat ch <SNAME, SCLASS> via wi | dcard nanme expansion, but does not
contain any RRsets that match <SNAME, SCLASS, STYPE> via wildcard
nane expansi on.

In each of these cases, the name server includes NSEC RRs in the
response to prove that an exact match for <SNAME, SCLASS, STYPE> was
not present in the zone and that the response that the nane server is
returning is correct given the data in the zone.
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3.1.3.1. Including NSEC RRs: No Data Response

If the zone contains RRsets matchi ng <SNAME, SCLASS> but contains no
RRset mat chi ng <SNAME, SCLASS, STYPE>, then the name server MJST

i nclude the NSEC RR for <SNAME, SCLASS> along with its associ ated
RRSI G RR(s) in the Authority section of the response (see Section
3.1.1). |If space does not permt inclusion of the NSEC RR or its
associ ated RRSI G RR(s), the nane server MJST set the TC bit (see
Section 3.1.1).

Since the search nanme exists, wldcard nane expansi on does not apply
to this query, and a single signed NSEC RR suffices to prove that the
requested RR type does not exi st.

3.1.3.2. Including NSEC RRs: Name Error Response

If the zone does not contain any RRsets matching <SNAMVE, SCLASS>
either exactly or via wildcard nane expansi on, then the nane server
MUST include the following NSEC RRs in the Authority section, along
with their associated RRSI G RRs:

0 An NSEC RR proving that there is no exact match for <SNAME
SCLASS>.

0 An NSEC RR proving that the zone contains no RRsets that woul d
mat ch <SNAME, SCLASS> via w | dcard name expansi on

In some cases, a single NSEC RR may prove both of these points. |If
it does, the nane server SHOULD only include the NSEC RR and its
RRSI G RR(s) once in the Authority section.

| f space does not permt inclusion of these NSEC and RRSI G RRs, the
name server MUST set the TC bit (see Section 3.1.1).

The owner names of these NSEC and RRSIG RRs are not subject to
wi | dcard nane expansi on when these RRs are included in the Authority
section of the response.

Note that this form of response includes cases in which SNAMVE
corresponds to an enpty non-termnal name within the zone (a name
that is not the owner nane for any RRset but that is the parent nane
of one or nore RRsets).

3.1.3.3. Including NSEC RRs: W/l dcard Answer Response
If the zone does not contain any RRsets that exactly match <SNAVE

SCLASS> but does contain an RRset that matches <SNAME, SCLASS, STYPE>
via w | dcard nanme expansion, the name server MJST include the
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wi | dcar d- expanded answer and the correspondi ng wi | dcar d- expanded
RRSI G RRs in the Answer section and MUST include in the Authority
section an NSEC RR and associ ated RRSI G RR(s) proving that the zone
does not contain a closer match for <SNAME, SCLASS>. |f space does
not permt inclusion of the answer, NSEC and RRSI G RRs, the nane
server MJST set the TC bit (see Section 3.1.1).

3.1.3.4. Including NSEC RRs: W/l dcard No Data Response

This case is a conbination of the previous cases. The zone does not
contain an exact match for <SNAME, SCLASS>, and al t hough the zone
does contain RRsets that match <SNAME, SCLASS> via wildcard
expansi on, none of those RRsets matches STYPE. The nane server MJST
include the following NSEC RRs in the Authority section, along wth
their associ ated RRSI G RRs:

0 An NSEC RR proving that there are no RRsets matching STYPE at the
wi | dcard owner nane that nmatched <SNAME, SCLASS> via wildcard
expansi on.

0 An NSEC RR proving that there are no RRsets in the zone that would
have been a closer match for <SNAME, SCLASS>.

In sone cases, a single NSEC RR nay prove both of these points. |If
it does, the nane server SHOULD only include the NSEC RR and its
RRSI G RR(s) once in the Authority section

The owner names of these NSEC and RRSIG RRs are not subject to
wi | dcard nane expansi on when these RRs are included in the Authority
section of the response.

| f space does not permt inclusion of these NSEC and RRSI G RRs, the
name server MUST set the TC bit (see Section 3.1.1).

3.1.3.5. Finding the Ri ght NSEC RRs

As expl ai ned above, there are several situations in which a
security-aware authoritative name server has to | ocate an NSEC RR
that proves that no RRsets matching a particul ar SNAME exi st.
Locating such an NSEC RR within an authoritative zone is relatively
simple, at least in concept. The follow ng discussion assumes that
the name server is authoritative for the zone that woul d have held
the non-exi stent RRsets natching SNAME. The algorithm below is
witten for clarity, not for efficiency.

To find the NSEC that proves that no RRsets matching name N exist in

the zone Z that would have held them construct a sequence, S,
consi sting of the owner nanmes of every RRset in Z, sorted into

Arends, et al. St andards Track [ Page 13]



RFC 4035 DNSSEC Pr ot ocol Modifications March 2005

canoni cal order ([RFC4034]), with no duplicate names. Find the nane
M that would have i mediately preceded Nin Sif any RRsets with
owner name N had existed. Mis the owner name of the NSEC RR t hat
proves that no RRsets exist with owner nane N

The algorithmfor finding the NSEC RR that proves that a given nane
is not covered by any applicable wildcard is sinilar but requires an
extra step. More precisely, the algorithmfor finding the NSEC
proving that no RRsets exist with the applicable wildcard nane is
precisely the same as the algorithmfor finding the NSEC RR t hat
proves that RRsets with any ot her owner nane do not exist. The part
that's mssing is a nethod of determ ning the nanme of the non-

exi stent applicable wildcard. |In practice, this is easy, because the
authoritative name server has already checked for the presence of
precisely this wildcard nane as part of step (1)(c) of the norna

| ookup al gorithm described in Section 4.3.2 of [RFC1034].

3.1.4. Including DS RRs in a Response

When responding to a query that has the DO bit set, a security-aware
aut horitative name server returning a referral includes DNSSEC dat a
along with the NS RRset.

If a DS RRset is present at the del egation point, the nane server
MUST return both the DS RRset and its associated RRSIG RR(s) in the
Aut hority section along with the NS RRset.

If no DS RRset is present at the del egation point, the nanme server
MUST return both the NSEC RR that proves that the DS RRset is not
present and the NSEC RR s associated RRSIG RR(s) along with the NS
RRset. The nanme server MJST place the NS RRset before the NSEC RRset
and its associated RRSI G RR(S).

I ncl udi ng these DS, NSEC, and RRSI G RRs increases the size of
referral messages and may cause sone or all glue RRs to be onmitted.
I f space does not permt inclusion of the DS or NSEC RRset and
associ ated RRSIG RRs, the nane server MJST set the TC bit (see
Section 3.1.1).

3.1.4.1. Responding to Queries for DS RRs

The DS resource record type is unusual in that it appears only on the
parent zone's side of a zone cut. For exanple, the DS RRset for the
del egation of "foo.exanple" is stored in the "exanple" zone rather
than in the "foo.exanple" zone. This requires special processing
rules for both nane servers and resolvers, as the nanme server for the
child zone is authoritative for the nane at the zone cut by the
normal DNS rul es but the child zone does not contain the DS RRset.
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A security-aware resol ver sends queries to the parent zone when

| ooking for a needed DS RR at a del egation point (see Section 4.2).
However, special rules are necessary to avoid confusing
security-oblivious resolvers which m ght becone involved in
processi ng such a query (for example, in a network configuration that
forces a security-aware resolver to channel its queries through a
security-oblivious recursive nane server). The rest of this section
descri bes how a security-aware nane server processes DS queries in
order to avoid this problem

The need for special processing by a security-aware name server only
arises when all the followi ng conditions are mnet:

o The nane server has received a query for the DS RRset at a zone
cut.

o The nane server is authoritative for the child zone.
o The nane server is not authoritative for the parent zone.
o The name server does not offer recursion

In all other cases, the nanme server either has sonme way of obtaining
the DS RRset or could not have been expected to have the DS RRset
even by the pre-DNSSEC processing rules, so the nane server can
return either the DS RRset or an error response according to the
normal processing rul es.

If all the above conditions are nmet, however, the nane server is
authoritative for SNAME but cannot supply the requested RRset. In
this case, the nane server MJST return an authoritative "no data"
response showi ng that the DS RRset does not exist in the child zone's
apex. See Appendix B.8 for an exanple of such a response.

3.1.5. Responding to Queries for Type AXFR or | XFR

DNSSEC does not change the DNS zone transfer process. A signed zone
will contain RRSIG DNSKEY, NSEC, and DS resource records, but these
records have no special meaning with respect to a zone transfer
operation.

An authoritative nanme server is not required to verify that a zone is
properly signed before sending or accepting a zone transfer.

However, an authoritative nane server MAY choose to reject the entire
zone transfer if the zone fails to nmeet any of the signing

requi rements described in Section 2. The primary objective of a zone
transfer is to ensure that all authoritative nane servers have

i dentical copies of the zone. An authoritative nanme server that
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chooses to performits own zone validati on MIUST NOT sel ectively
rej ect some RRs and accept others.

DS RRsets appear only on the parental side of a zone cut and are
authoritative data in the parent zone. As with any other
authoritative RRset, the DS RRset MJUST be included in zone transfers
of the zone in which the RRset is authoritative data. In the case of
the DS RRset, this is the parent zone.

NSEC RRs appear in both the parent and child zones at a zone cut and
are authoritative data in both the parent and child zones. The
parental and child NSEC RRs at a zone cut are never identical to each
other, as the NSEC RRin the child zone's apex will always indicate
the presence of the child zone’s SOA RR whereas the parental NSEC RR
at the zone cut will never indicate the presence of an SOA RR. As
with any other authoritative RRs, NSEC RRs MJST be included in zone
transfers of the zone in which they are authoritative data. The
parental NSEC RR at a zone cut MJUST be included in zone transfers of
the parent zone, and the NSEC at the zone apex of the child zone MUST
be included in zone transfers of the child zone.

RRSI G RRs appear in both the parent and child zones at a zone cut and
are authoritative in whichever zone contains the authoritative RRset
for which the RRSIG RR provides the signature. That is, the RRSIG RR
for a DS RRset or a parental NSEC RR at a zone cut wll be
authoritative in the parent zone, and the RRSIG for any RRset in the
child zone’s apex will be authoritative in the child zone. Parenta
and child RRSIG RRs at a zone cut will never be identical to each
other, as the Signer’'s Nane field of an RRSIG RR in the child zone's
apex will indicate a DNSKEY RR in the child zone’'s apex whereas the
sane field of a parental RRSIG RR at the zone cut will indicate a
DNSKEY RR in the parent zone's apex. As with any other authoritative
RRs, RRSIG RRs MJST be included in zone transfers of the zone in

whi ch they are authoritative data.

3.1.6. The AD and CD Bits in an Authoritative Response

The CD and AD bits are designed for use in comruni cati on between
security-aware resolvers and security-aware recursive name servers.
These bits are for the nost part not relevant to query processing by
security-aware authoritative name servers.

A security-aware nane server does not performsignature validation
for authoritative data during query processing, even when the CD bit
is clear. A security-aware name server SHOULD clear the CD bit when
conposi ng an authoritative response.
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A security-aware nane server MJUST NOT set the AD bit in a response
unl ess the nane server considers all RRsets in the Answer and

Aut hority sections of the response to be authentic. A security-aware
nane server’'s local policy MAY consider data froman authoritative
zone to be authentic without further validation. However, the name
server MJST NOT do so unless the name server obtained the
authoritative zone via secure neans (such as a secure zone transfer
mechani sn) and MJUST NOT do so unless this behavior has been
configured explicitly.

A security-aware nane server that supports recursion MIST follow the
rules for the CD and AD bits given in Section 3.2 when generating a
response that involves data obtained via recursion

3.2. Recursive Nane Servers

As explained in [ RFC4033], a security-aware recursive name server is
an entity that acts in both the security-aware nane server and
security-aware resolver roles. This section uses the terns "nane
server side" and "resolver side" to refer to the code within a
security-aware recursive name server that inplenments the
security-aware nane server role and the code that inplenments the
security-aware resolver role, respectively.

The resol ver side follows the usual rules for caching and negative
caching that would apply to any security-aware resol ver.

3.2.1. The DO Bit

The resol ver side of a security-aware recursive nane server MJST set
the DO bit when sending requests, regardless of the state of the DO
bit inthe initiating request received by the nane server side. |If
the DO bit in an initiating query is not set, the nane server side
MUST strip any authenticating DNSSEC RRs fromthe response but MJST
NOT strip any DNSSEC RR types that the initiating query explicitly
request ed.

3.2.2. The CD Bit
The CD bit exists in order to allow a security-aware resolver to
di sabl e signature validation in a security-aware nane server’s

processing of a particular query.

The nane server side MJST copy the setting of the CD bit froma query
to the correspondi ng response.

The nane server side of a security-aware recursive nane server MJST
pass the state of the CD bit to the resolver side along with the rest
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of an initiating query, so that the resolver side will know whether
it is required to verify the response data it returns to the nane
server side. If the CDbit is set, it indicates that the originating
resolver is willing to perform whatever authentication its |oca
policy requires. Thus, the resolver side of the recursive name
server need not perform authentication on the RRsets in the response.
When the CD bit is set, the recursive name server SHOULD, if

possi bl e, return the requested data to the originating resolver, even
if the recursive name server’s |local authentication policy would
reject the records in question. That is, by setting the CD bit, the
originating resolver has indicated that it takes responsibility for
performng its own authentication, and the recursive nane server
shoul d not interfere.

If the resolver side inplenments a BAD cache (see Section 4.7) and the
nane server side receives a query that nmatches an entry in the

resol ver side’s BAD cache, the name server side’'s response depends on
the state of the CD bit in the original query. |If the CD bit is set,
the name server side SHOULD return the data fromthe BAD cache; if
the CD bit is not set, the nane server side MJST return RCODE 2
(server failure).

The intent of the above rule is to provide the raw data to clients
that are capable of performng their own signature verification
checks while protecting clients that depend on the resol ver side of a
security-aware recursive nane server to perform such checks. Severa
of the possible reasons why signature validation nmight fail involve
conditions that may not apply equally to the recursive nane server
and the client that invoked it. For exanple, the recursive nane
server’'s clock may be set incorrectly, or the client may have

know edge of a relevant island of security that the recursive nane
server does not share. |In such cases, "protecting"” a client that is
capabl e of performng its own signature validation fromever seeing
the "bad" data does not help the client.

3.2.3. The AD Bit

The nane server side of a security-aware recursive nane server MJST
NOT set the AD bit in a response unless the name server considers al
RRsets in the Answer and Authority sections of the response to be

aut hentic. The name server side SHOULD set the AD bit if and only if
the resolver side considers all RRsets in the Answer section and any
rel evant negative response RRs in the Authority section to be
authentic. The resolver side MJST follow the procedure described in
Section 5 to determ ne whether the RRs in question are authentic.
However, for backward compatibility, a recursive name server MAY set
the AD bit when a response includes unsigned CNAME RRs if those CNAME
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RRs denonstrably coul d have been synthesized from an aut henti c DNAME
RR that is also included in the response according to the synthesis
rul es described in [ RFC2672].

3.3. Exanpl e DNSSEC Responses

See Appendi x B for exanple response packets.

4. Resolving

This section describes the behavior of entities that include

security-aware resolver functions. |In many cases such functions wll
be part of a security-aware recursive nane server, but a stand-al one
security-aware resolver has many of the same requirenents. Functions

specific to security-aware recursive name servers are described in
Section 3. 2.

4.1. EDNS Support

A security-aware resolver MJST include an EDNS ([ RFC2671]) OPT
pseudo-RR with the DO ([ RFC3225]) bit set when sending queries.

A security-aware resol ver MIST support a nessage size of at |east
1220 octets, SHOULD support a nmessage size of 4000 octets, and MJST
use the "sender’s UDP payl oad size" field in the EDNS OPT pseudo- RR
to advertise the nessage size that it is willing to accept. A
security-aware resolver’'s | P layer MJUST handl e fragnented UDP packets
correctly regardl ess of whether any such fragmented packets were
received via IPv4 or IPv6. Please see [RFC1122], [RFC2460], and

[ RFC3226] for discussion of these requirenents.

4.2. Signature Verification Support

A security-aware resol ver MJST support the signature verification

mechani sns described in Section 5 and SHOULD apply themto every

recei ved response, except when:

o the security-aware resolver is part of a security-aware recursive
nane server, and the response is the result of recursion on behalf
of a query received with the CD bit set;

o the response is the result of a query generated directly via sone
formof application interface that instructed the security-aware
resol ver not to performvalidation for this query; or

o validation for this query has been disabled by |ocal policy.

Arends, et al. St andards Track [ Page 19]



RFC 4035 DNSSEC Pr ot ocol Modifications March 2005

A security-aware resolver’'s support for signature verification MUST
i ncl ude support for verification of wldcard owner names.

Security-aware resolvers MAY query for missing security RRs in an
attenpt to performvalidation; inplenmentations that choose to do so
nust be aware that the answers received may not be sufficient to
validate the original response. For exanple, a zone update may have
changed (or deleted) the desired informati on between the original and
fol l ow up queri es.

VWhen attenpting to retrieve mssing NSEC RRs that reside on the
parental side at a zone cut, a security-aware iterative-node resol ver
MUST query the name servers for the parent zone, not the child zone.

When attenpting to retrieve a mssing DS, a security-aware
iterative-node resol ver MIST query the nane servers for the parent
zone, not the child zone. As explained in Section 3.1.4.1
security-aware nane servers need to apply special processing rules to
handle the DS RR, and in sone situations the resolver may al so need
to apply special rules to |locate the nane servers for the parent zone
if the resolver does not already have the parent’s NS RRset. To

| ocate the parent NS RRset, the resolver can start with the

del egation name, strip off the leftnost |abel, and query for an NS
RRset by that name. |If no NS RRset is present at that nane, the
resol ver then strips off the |l eftnost renmamining |abel and retries the
query for that nane, repeating this process of walking up the tree
until it either finds the NS RRset or runs out of |abels.

4.3. Determning Security Status of Data

A security-aware resolver MJUST be able to determ ne whether it should
expect a particular RRset to be signed. Mre precisely, a
security-aware resol ver nust be able to distinguish between four
cases:

Secure: An RRset for which the resolver is able to build a chain of
signed DNSKEY and DS RRs froma trusted security anchor to the
RRset. 1In this case, the RRset should be signed and is subject to
signature validation, as described above.

I nsecure: An RRset for which the resolver knows that it has no chain
of signed DNSKEY and DS RRs fromany trusted starting point to the
RRset. This can occur when the target RRset lies in an unsigned
zone or in a descendent of an unsigned zone. |In this case, the
RRset may or nmay not be signed, but the resolver will not be able
to verify the signature.
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Bogus: An RRset for which the resolver believes that it ought to be
able to establish a chain of trust but for which it is unable to
do so, either due to signatures that for some reason fail to
validate or due to nmissing data that the rel evant DNSSEC RRs
i ndi cate should be present. This case may indicate an attack but
may al so indicate a configuration error or sonme formof data
corruption.

I ndeternmi nate: An RRset for which the resolver is not able to
det ermi ne whether the RRset should be signed, as the resolver is
not able to obtain the necessary DNSSEC RRs. This can occur when
the security-aware resolver is not able to contact security-aware
name servers for the rel evant zones.

4.4. Configured Trust Anchors

A security-aware resol ver MIUST be capabl e of being configured with at
| east one trusted public key or DS RR and SHOULD be capabl e of being
configured with multiple trusted public keys or DS RRs. Since a
security-aware resolver will not be able to validate signatures

wi t hout such a configured trust anchor, the resolver SHOULD have some
reasonably robust nechani smfor obtaining such keys when it boots;
exanpl es of such a mechani smwoul d be some form of non-volatile
storage (such as a disk drive) or sone formof trusted | ocal network
configurati on nmechani sm

Note that trust anchors al so cover key material that is updated in a
secure manner. This secure manner could be through physical nedia, a
key exchange protocol, or sone other out-of-band neans.

4.5. Response Caching

A security-aware resol ver SHOULD cache each response as a single
atomic entry containing the entire answer, including the naned RRset
and any associ ated DNSSEC RRs. The resol ver SHOULD di scard the
entire atomc entry when any of the RRs contained in it expire. 1In
nost cases the appropriate cache index for the atomc entry will be
the triple <QNAME, QIYPE, QCLASS>, but in cases such as the response
formdescribed in Section 3.1.3.2 the appropriate cache index will be
t he doubl e <QNAME, QCLASS>.

The reason for these recommendations is that, between the initia
guery and the expiration of the data fromthe cache, the
authoritative data m ght have been changed (for exanple, via dynamc
update).
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There are two situations for which this is rel evant:

1. By using the RRSIGrecord, it is possible to deduce that an
answer was synthesized froma wildcard. A security-aware
recursive name server could store this wildcard data and use it
to generate positive responses to queries other than the nanme for
whi ch the original answer was first received.

2. NSEC RRs received to prove the non-existence of a nane could be
reused by a security-aware resolver to prove the non-existence of
any name in the name range it spans.

In theory, a resolver could use wldcards or NSEC RRs to generate
positive and negative responses (respectively) until the TTL or
signatures on the records in question expire. However, it seens
prudent for resolvers to avoid bl ocking new authoritative data or
synt hesi zi ng new data on their own. Resolvers that followthis
recomendation will have a nore consistent view of the nanespace.

4.6. Handling of the CD and AD Bits

A security-aware resolver MAY set a query’'s CD bit in order to

i ndicate that the resolver takes responsibility for performng
what ever authentication its local policy requires on the RRsets in
the response. See Section 3.2 for the effect this bit has on the
behavi or of security-aware recursive nane servers.

A security-aware resolver MIST clear the AD bit when conposi ng query
nmessages to protect against buggy nane servers that blindly copy
header bits that they do not understand fromthe query nessage to the
response nessage.

A resolver MJST disregard the nmeaning of the CD and AD bits in a
response unl ess the response was obtai ned by using a secure channe
or the resolver was specifically configured to regard the nessage
header bits without using a secure channel

4.7. Caching BAD Data

VWil e many validation errors will be transient, sone are likely to be
nore persistent, such as those caused by adm nistrative error
(failure to re-sign a zone, clock skew, and so forth). Since
requerying will not help in these cases, validating resolvers m ght
generate a significant amount of unnecessary DNS traffic as a result
of repeated queries for RRsets with persistent validation failures.

To prevent such unnecessary DNS traffic, security-aware resolvers MAY
cache data with invalid signatures, with sone restrictions.
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Conceptual Iy, caching such data is simlar to negative caching

([ RFC2308] ), except that instead of caching a valid negative
response, the resolver is caching the fact that a particul ar answer
failed to validate. This document refers to a cache of data with
invalid signatures as a "BAD cache".

Resol vers that inplenent a BAD cache MJST take steps to prevent the
cache from bei ng useful as a denial-of-service attack anplifier
particularly the foll ow ng:

0o Since RRsets that fail to validate do not have trustworthy TTLs,
the inplenmentation MUST assign a TTL. This TTL SHOULD be snal |
in order to mitigate the effect of caching the results of an
attack.

o In order to prevent caching of a transient validation failure
(which mght be the result of an attack), resolvers SHOULD track
queries that result in validation failures and SHOULD only answer
fromthe BAD cache after the nunber of tinmes that responses to
queries for that particular <QNAME, QIYPE, QCLASS> have failed to
val i dat e exceeds a threshol d val ue.

Resol vers MUST NOT return RRsets fromthe BAD cache unl ess the
resolver is not required to validate the signatures of the RRsets in
guestion under the rules given in Section 4.2 of this docunment. See
Section 3.2.2 for discussion of how the responses returned by a
security-aware recursive nane server interact with a BAD cache.

4.8. Synthesized CNAMES

A validating security-aware resolver MJST treat the signature of a
valid signed DNAME RR as al so covering unsigned CNAME RRs that could
have been synthesized fromthe DNAME RR, as described in [RFC2672],
at least to the extent of not rejecting a response nessage solely
because it contains such CNAME RRs. The resolver MAY retain such
CNAME RRs in its cache or in the answers it hands back, but is not
required to do so.

4.9. Stub Resolvers
A security-aware stub resol ver MJST support the DNSSEC RR types, at

| east to the extent of not mishandling responses just because they
contai n DNSSEC RRs.
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4.9.1. Handling of the DO Bit

A non-val idating security-aware stub resolver MAY include the DNSSEC
RRs returned by a security-aware recursive name server as part of the
data that the stub resolver hands back to the application that

i nvoked it, but is not required to do so. A non-validating stub
resol ver that seeks to do this will need to set the DO bit in order
to receive DNSSEC RRs fromthe recursive nanme server.

A validating security-aware stub resol ver MUST set the DO bit,
because otherwise it will not receive the DNSSEC RRs it needs to
perform signature validation.

4.9.2. Handling of the CD Bit

A non-validating security-aware stub resolver SHOULD NOT set the CD
bit when sending queries unless it is requested by the application

| ayer, as by definition, a non-validating stub resolver depends on
the security-aware recursive nane server to performvalidation on its
behal f.

A validating security-aware stub resolver SHOULD set the CD bit,
because ot herwi se the security-aware recursive nane server wll
answer the query using the nane server’'s local policy, which may
prevent the stub resolver fromreceiving data that woul d be
acceptable to the stub resolver’s |ocal policy.

4.9.3. Handling of the AD Bit

A non-validating security-aware stub resolver MAY chose to exam ne
the setting of the AD bit in response nessages that it receives in
order to determ ne whether the security-aware recursive name server
that sent the response clains to have cryptographically verified the
data in the Answer and Authority sections of the response nmessage.
Not e, however, that the responses received by a security-aware stub
resol ver are heavily dependent on the local policy of the
security-aware recursive nane server. Therefore, there may be little
practical value in checking the status of the AD bit, except perhaps
as a debugging aid. |In any case, a security-aware stub resol ver MJST
NOT place any reliance on signature validation allegedly perforned on
its behal f, except when the security-aware stub resol ver obtained the
data in question froma trusted security-aware recursive nane server
via a secure channel

A validating security-aware stub resol ver SHOULD NOT exami ne the
setting of the AD bit in response nmessages, as, by definition, the
stub resolver performs its own signature validation regardl ess of the
setting of the AD bit.
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5. Authenticating DNS Responses

To use DNSSEC RRs for authentication, a security-aware resolver

requi res configured know edge of at |east one authenticated DNSKEY or
DS RR. The process for obtaining and authenticating this initia
trust anchor is achieved via sone external nmechanism For exanple, a
resol ver could use sone off-line authenticated exchange to obtain a
zone's DNSKEY RR or to obtain a DS RR that identifies and

aut henticates a zone’'s DNSKEY RR  The renai nder of this section
assumes that the resolver has sonehow obtained an initial set of
trust anchors.

An initial DNSKEY RR can be used to authenticate a zone's apex DNSKEY
RRset. To authenticate an apex DNSKEY RRset by using an initial key,
the resol ver MUST:

1. wverify that the initial DNSKEY RR appears in the apex DNSKEY
RRset, and that the DNSKEY RR has the Zone Key Flag (DNSKEY RDATA
bit 7) set; and

2. verify that there is some RRSIG RR that covers the apex DNSKEY
RRset, and that the conbination of the RRSIGRR and the initia
DNSKEY RR aut henticates the DNSKEY RRset. The process for using
an RRSIG RR to authenticate an RRset is described in Section 5. 3.

Once the resolver has authenticated the apex DNSKEY RRset by using an
initial DNSKEY RR, delegations fromthat zone can be authenticated by
using DS RRs. This allows a resolver to start froman initial key
and use DS RRsets to proceed recursively down the DNS tree, obtaining
ot her apex DNSKEY RRsets. |If the resolver were configured with a
root DNSKEY RR, and if every del egation had a DS RR associated with
it, then the resolver could obtain and validate any apex DNSKEY
RRset. The process of using DS RRs to authenticate referrals is
described in Section 5.2.

Section 5.3 shows how the resol ver can use DNSKEY RRs in the apex
DNSKEY RRset and RRSIG RRs fromthe zone to authenticate any ot her
RRsets in the zone once the resol ver has authenticated a zone' s apex
DNSKEY RRset. Section 5.4 shows how the resol ver can use

aut henti cated NSEC RRsets fromthe zone to prove that an RRset is not
present in the zone.

When a resol ver indicates support for DNSSEC (by setting the DO bit),
a security-aware name server should attenpt to provide the necessary
DNSKEY, RRSI G NSEC, and DS RRsets in a response (see Section 3).
However, a security-aware resolver may still receive a response that

| acks the appropriate DNSSEC RRs, whether due to configuration issues
such as an upstream security-oblivious recursive nane server that
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accidentally interferes with DNSSEC RRs or due to a deliberate attack
in which an adversary forges a response, strips DNSSEC RRs from a
response, or nodifies a query so that DNSSEC RRs appear not to be
requested. The absence of DNSSEC data in a response MJST NOT by
itself be taken as an indication that no authentication information
exi sts.

A resol ver SHOULD expect authentication information from signed
zones. A resolver SHOULD believe that a zone is signed if the
resol ver has been configured with public key information for the
zone, or if the zone's parent is signed and the delegation fromthe
parent contains a DS RRset.

5.1. Special Considerations for |Islands of Security

I sl ands of security (see [RFC4033]) are signed zones for which it is
not possible to construct an authentication chain to the zone from
its parent. Validating signatures within an island of security
requires that the validator have sone ot her neans of obtaining an
initial authenticated zone key for the island. |f a validator cannot
obtain such a key, it SHOULD switch to operating as if the zones in
the island of security are unsigned.

Al the nornal processes for validating responses apply to islands of
security. The only difference between normal validation and
validation within an island of security is in how the validator
obtains a trust anchor for the authentication chain

5.2. Authenticating Referrals

Once the apex DNSKEY RRset for a signed parent zone has been

aut henticated, DS RRsets can be used to authenticate the del egation
to a signed child zone. A DS RRidentifies a DNSKEY RRin the child
zone' s apex DNSKEY RRset and contains a cryptographic digest of the
child zone’s DNSKEY RR. Use of a strong cryptographic digest
algorithmensures that it is conputationally infeasible for an
adversary to generate a DNSKEY RR that matches the digest. Thus,

aut henticating the digest allows a resolver to authenticate the

mat chi ng DNSKEY RR. The resolver can then use this child DNSKEY RR
to authenticate the entire child apex DNSKEY RRset.

Gven a DS RR for a delegation, the child zone’'s apex DNSKEY RRset
can be authenticated if all of the follow ng hold:

o The DS RR has been authenticated using some DNSKEY RR in the
parent’ s apex DNSKEY RRset (see Section 5.3).
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o The Algorithmand Key Tag in the DS RR match the Algorithmfield
and the key tag of a DNSKEY RR in the child zone's apex DNSKEY
RRset, and, when the DNSKEY RR s owner name and RDATA are hashed
using the digest algorithmspecified in the DS RR s Di gest Type
field, the resulting digest value matches the Digest field of the
DS RR

0 The matching DNSKEY RR in the child zone has the Zone Flag bit
set, the corresponding private key has signed the child zone's
apex DNSKEY RRset, and the resulting RRSIG RR authenticates the
child zone’s apex DNSKEY RRset.

If the referral fromthe parent zone did not contain a DS RRset, the
response shoul d have included a signed NSEC RRset proving that no DS
RRset exists for the del egated nanme (see Section 3.1.4). A
security-aware resolver MIST query the name servers for the parent
zone for the DS RRset if the referral includes neither a DS RRset nor
a NSEC RRset proving that the DS RRset does not exist (see Section
4).

If the validator authenticates an NSEC RRset that proves that no DS
RRset is present for this zone, then there is no authentication path

| eading fromthe parent to the child. |If the resolver has an initia
DNSKEY or DS RR that belongs to the child zone or to any del egation
bel ow the child zone, this initial DNSKEY or DS RR MAY be used to
re-establish an authentication path. |[|f no such initial DNSKEY or DS
RR exi sts, the validator cannot authenticate RRsets in or below the
child zone.

If the validator does not support any of the algorithns listed in an
aut henticated DS RRset, then the resol ver has no supported

aut hentication path leading fromthe parent to the child. The

resol ver should treat this case as it would the case of an

aut henti cat ed NSEC RRset proving that no DS RRset exists, as

descri bed above.

Note that, for a signed delegation, there are two NSEC RRs associ at ed
with the del egated nane. One NSEC RR resides in the parent zone and
can be used to prove whether a DS RRset exists for the del egated

nane. The second NSEC RR resides in the child zone and identifies

whi ch RRsets are present at the apex of the child zone. The parent
NSEC RR and child NSEC RR can al ways be distingui shed because the SOA
bit will be set in the child NSEC RR and clear in the parent NSEC RR
A security-aware resolver MJST use the parent NSEC RR when attenpting
to prove that a DS RRset does not exist.
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If the resol ver does not support any of the algorithnms listed in an
aut henticated DS RRset, then the resolver will not be able to verify
the authentication path to the child zone. |In this case, the

resol ver SHOULD treat the child zone as if it were unsigned.

5.3. Authenticating an RRset with an RRSI G RR

A val idator can use an RRSIG RR and its correspondi ng DNSKEY RR to
attenpt to authenticate RRsets. The validator first checks the RRSIG
RRto verify that it covers the RRset, has a valid time interval, and
identifies a valid DNSKEY RR. The validator then constructs the
canoni cal form of the signed data by appendi ng the RRSI G RDATA
(excluding the Signature Field) with the canonical formof the
covered RRset. Finally, the validator uses the public key and
signature to authenticate the signed data. Sections 5.3.1, 5.3.2,

and 5.3.3 describe each step in detail

5.3.1. Checking the RRSIG RR Validity

A security-aware resolver can use an RRSIG RR to authenticate an
RRset if all of the follow ng conditions hold:

0 The RRSIG RR and the RRset MUST have the sane owner nane and the
sane cl ass.

o0 The RRSIG RR s Signer’s Nane field MIUST be the nane of the zone
that contains the RRset.

o The RRSIG RR' s Type Covered field MIST equal the RRset’s type.

o The nunber of labels in the RRset owner name MJUST be greater than
or equal to the value in the RRSIG RR s Labels field.

o The validator’s notion of the current tinme MJUST be | ess than or
equal to the tinme listed in the RRSIG RR s Expiration field.

o The validator’s notion of the current tine MJUST be greater than or
equal to the tine listed in the RRSIG RR s Inception field.

o0 The RRSIG RR s Signer’s Nanme, Algorithm and Key Tag fields MJST
match the owner nane, algorithm and key tag for some DNSKEY RR in
the zone’'s apex DNSKEY RRset.

o The nmatching DNSKEY RR MJST be present in the zone' s apex DNSKEY

RRset, and MJUST have the Zone Flag bit (DNSKEY RDATA Flag bit 7)
set.
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5.

3.

It is possible for nore than one DNSKEY RR to nmatch the conditions
above. In this case, the validator cannot predeterm ne whi ch DNSKEY
RR to use to authenticate the signature, and it MJST try each

mat chi ng DNSKEY RR until either the signature is validated or the
val i dator has run out of matching public keys to try.

Note that this authentication process is only nmeaningful if the
val i dator authenticates the DNSKEY RR before using it to validate
signatures. The matching DNSKEY RR is considered to be authentic if:

o the apex DNSKEY RRset containing the DNSKEY RR i s consi dered
authentic; or

0 the RRset covered by the RRSIG RRis the apex DNSKEY RRset itself,
and the DNSKEY RR either matches an authenticated DS RR fromthe
parent zone or matches a trust anchor

2. Reconstructing the Signed Data

Once the RRSIG RR has net the validity requirenents described in
Section 5.3.1, the validator has to reconstruct the original signed
data. The original signed data includes RRSI G RDATA (excluding the
Signature field) and the canonical formof the RRset. Aside from
bei ng ordered, the canonical formof the RRset nmight also differ from
the received RRset due to DNS nane conpression, decrenented TTLs, or

wi | dcard expansion. The validator should use the following to
reconstruct the original signed data:

signed_data = RRSIG RDATA | RR(1) | RR(2)... where

"“|" denotes concatenation

RRSI G RDATA is the wire format of the RRSI G RDATA fields
with the Signature field excluded and the Signer’s Nane
in canonical form

RR(i) = nane | type | class | OigTTL | RDATA length | RDATA
nane is cal cul ated according to the function bel ow
class is the RRset’s cl ass
type is the RRset type and all RRs in the class
OigTTL is the value fromthe RRSIG Oiginal TTL field

All nanes in the RDATA field are in canonical form
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The set of all RR(i) is sorted into canonical order

To cal cul ate the name:
let rrsig |abels = the value of the RRSIG Labels field

let fgdn = RRset’s fully qualified domain nane in
canoni cal form

l et fgdn_| abels Label count of the fqgdn above.
if rrsig_labels = fgdn_| abel s,
nanme = fqdn

if rrsig_labels < fqdn_| abel s,
name = "*." | the rightnost rrsig_|l abel Iabels of the
fgdn

if rrsig_labels > fgdn_I| abel s
the RRSIG RR did not pass the necessary validation
checks and MJUST NOT be used to authenticate this
RRset .

The canonical forns for names and RRsets are defined in [ RFC4034].

NSEC RRsets at a del egati on boundary require special processing.
There are two distinct NSEC RRsets associated with a signed del egat ed
name. One NSEC RRset resides in the parent zone, and specifies which
RRsets are present at the parent zone. The second NSEC RRset resides
at the child zone and identifies which RRsets are present at the apex
in the child zone. The parent NSEC RRset and child NSEC RRset can

al ways be distinguished as only a child NSEC RR will indicate that an
SOA RRset exists at the nane. Wen reconstructing the original NSEC
RRset for the delegation fromthe parent zone, the NSEC RRs MJST NOT
be conbined with NSEC RRs fromthe child zone. Wen reconstructing
the original NSEC RRset for the apex of the child zone, the NSEC RRs
MUST NOT be conbined with NSEC RRs fromthe parent zone.

Note that each of the two NSEC RRsets at a del egati on point has a
correspondi ng RRSIG RR with an owner name matchi ng the del egated
nanme, and each of these RRSIG RRs is authoritative data associ ated
with the sane zone that contains the correspondi ng NSEC RRset. If
necessary, a resolver can tell these RRSIG RRs apart by checking the
Signer’s Nare field.
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5.3.3. Checking the Signature

Once the resolver has validated the RRSIG RR as described in Section
5.3.1 and reconstructed the original signed data as described in
Section 5.3.2, the validator can attenpt to use the cryptographic
signature to authenticate the signed data, and thus (finally!)

aut henticate the RRset.

The Algorithmfield in the RRSIG RR identifies the cryptographic
algorithmused to generate the signature. The signature itself is
contained in the Signature field of the RRSIG RDATA, and the public
key used to verify the signature is contained in the Public Key field
of the nmatching DNSKEY RR(s) (found in Section 5.3.1). [RFC4034]
provides a list of algorithmtypes and provides pointers to the
document s that define each al gorithnmis use.

Note that it is possible for nore than one DNSKEY RR to match the
conditions in Section 5.3.1. In this case, the validator can only
det erm ne which DNSKEY RR is correct by trying each matching public
key until the validator either succeeds in validating the signature
or runs out of keys to try.

If the Labels field of the RRSIG RR is not equal to the nunber of
labels in the RRset’s fully qualified owner name, then the RRset is
either invalid or the result of wldcard expansi on. The resolver
MUST verify that wildcard expansi on was applied properly before
considering the RRset to be authentic. Section 5.3.4 describes how
to determ ne whether a wildcard was applied properly.

If other RRSIG RRs al so cover this RRset, the |local resolver security
policy determ nes whether the resolver also has to test these RRSIG
RRs and how to resolve conflicts if these RRSIGRRs lead to differing
results.

If the resolver accepts the RRset as authentic, the validator MJST
set the TTL of the RRSIG RR and each RRin the authenticated RRset to
a value no greater than the m ni mum of:

0o the RRset’'s TTL as received in the response;

o the RRSIGRR s TTL as received in the response;

o the value in the RRSIGRR s Oiginal TTL field; and

o the difference of the RRSIG RR' s Signature Expiration tine and the
current tine.
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5.3.4. Authenticating a Wl dcard Expanded RRset Positive Response

If the number of |abels in an RRset’s owner name is greater than the
Label s field of the covering RRSIG RR, then the RRset and its
covering RRSIG RR were created as a result of wldcard expansion
Once the validator has verified the signature, as described in
Section 5.3, it nust take additional steps to verify the non-

exi stence of an exact match or closer wildcard match for the query.
Section 5.4 discusses these steps.

Note that the response received by the resol ver should include al
NSEC RRs needed to authenticate the response (see Section 3.1.3).

5.4. Authenticated Denial of Existence

A resolver can use authenticated NSEC RRs to prove that an RRset is
not present in a signed zone. Security-aware nanme servers shoul d
automatically include any necessary NSEC RRs for signed zones in
their responses to security-aware resolvers.

Deni al of existence is determined by the follow ng rules:

o If the requested RR nane matches the owner nanme of an
aut henticated NSEC RR, then the NSEC RR s type bit nmap field lists
all RR types present at that owner nane, and a resolver can prove
that the requested RR type does not exist by checking for the RR
type in the bit map. |If the nunber of labels in an authenticated
NSEC RR s owner nane equals the Labels field of the covering RRSIG
RR, then the existence of the NSEC RR proves that w | dcard
expansi on coul d not have been used to match the request.

o |If the requested RR nane woul d appear after an authenticated NSEC
RR s owner name and before the name listed in that NSEC RR s Next
Domai n Nanme field according to the canoni cal DNS nane order
defined in [ RFC4034], then no RRsets with the requested nanme exi st
in the zone. However, it is possible that a wildcard could be
used to match the requested RR owner nane and type, So proving
that the requested RRset does not exist also requires proving that
no possi ble wildcard RRset exists that could have been used to
generate a positive response.

In addition, security-aware resolvers MJST aut henticate the NSEC
RRsets that conprise the non-existence proof as described in Section
5. 3.

To prove the non-existence of an RRset, the resolver nust be able to

verify both that the queried RRset does not exist and that no
rel evant wildcard RRset exists. Proving this may require nore than
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5.

5.

6.

one NSEC RRset fromthe zone. |If the conplete set of necessary NSEC
RRsets is not present in a response (perhaps due to nessage
truncation), then a security-aware resolver MJST resend the query in
order to attenpt to obtain the full collection of NSEC RRs necessary
to verify the non-existence of the requested RRset. As with all DNS
operations, however, the resolver MJST bound the work it puts into
answering any particul ar query.

Since a validated NSEC RR proves the existence of both itself and its
correspondi ng RRSIG RR, a validator MJST ignore the settings of the
NSEC and RRSIG bits in an NSEC RR

5. Resol ver Behavi or When Signatures Do Not Validate

If for whatever reason none of the RRSIGs can be validated, the
response SHOULD be considered BAD. |If the validation was bei ng done
to service a recursive query, the name server MJST return RCODE 2 to
the originating client. However, it MJST return the full response if
and only if the original query had the CD bit set. Also see Section
4.7 on caching responses that do not validate.

6. Authentication Exanple
Appendi x C shows an exanpl e of the authentication process.

| ANA Consi der ati ons

[ RFC4034] contains a review of the | ANA consi derations introduced by
DNSSEC. The foll owi ng are additional |ANA considerations di scussed
in this docunent:

[ RFC2535] reserved the CD and AD bits in the nmessage header. The
nmeani ng of the AD bit was redefined in [ RFC3655], and the neani ng of
both the CD and AD bit are restated in this document. No new bits in
the DNS nessage header are defined in this docunent.

[ RFC2671] introduced EDNS, and [ RFC3225] reserved the DNSSEC K bit
and defined its use. The use is restated but not altered in this
docunent .

Security Considerations

Thi s docunent describes how the DNS security extensions use public
key cryptography to sign and authenticate DNS resource record sets.
Pl ease see [ RFC4033] for term nol ogy and general security

consi derations related to DNSSEC, see [ RFC4034] for considerations
specific to the DNSSEC resource record types.
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An active attacker who can set the CD bit in a DNS query nessage or
the AD bit in a DNS response nessage can use these bits to defeat the
protection that DNSSEC attenpts to provide to security-oblivious
recursive-node resolvers. For this reason, use of these control bits
by a security-aware recursive-node resolver requires a secure
channel. See Sections 3.2.2 and 4.9 for further discussion

The protocol described in this docunent attenpts to extend the
benefits of DNSSEC to security-oblivious stub resolvers. However, as
recovery fromvalidation failures is likely to be specific to
particul ar applications, the facilities that DNSSEC provides for stub
resol vers may prove i nadequate. Operators of security-aware
recursive nanme servers will have to pay close attention to the
behavi or of the applications that use their services when choosing a
| ocal validation policy; failure to do so could easily result in the
recursive name server accidentally denying service to the clients it
is intended to support.
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Appendi x A. Signed Zone Exanpl e
The foll owi ng exanpl e shows a (snall) conplete signed zone.

exanpl e. 3600 I N SOA nsl. exanple. bugs. x.w exanple. (
1081539377
3600
300
3600000
3600

)

3600 RRSIG SOA 5 1 3600 20040509183619 (
20040409183619 38519 exanpl e.
ONXxOk36r cj axYt cNgq6i QnpNV5+dr gYAsC9h
7TSJaHCgbhE67Sr 6aH2x DUGcqQMI/ nOWVzr F
vkgOebar ZOGNDKcuw M6eNB5Si X2K741 5LW
DA7S/ Un/ | bt Dg4Ay8NWNLQ 7Dw7n4p8/rj kB
j V7j 86HyQgMbe7+mi RAz8V01b0l = )

3600 NS nsl. exanpl e.

3600 NS ns2. exanpl e.

3600 RRSIG NS 5 1 3600 20040509183619 (
20040409183619 38519 exanpl e.
gl 13F00f 2UOR+SW XXLHws MY+qSt Yy5k6zf d
Eui v +wd1f mbNCyql 0Tk 71 HTX6UOx c 8AgNf
41 SFve8XqF4q+09qgl nql znmppU3Li NeKT4FZ8
RCBur FOvoMRTbQx WBUOhXWIggE4g3ZpsHv48
OH MeRazZB/ FRPG JPaj ngcq6Kwg= )

3600 MX 1 xx.exanpl e.

3600 RRSIG MX 5 1 3600 20040509183619 (
20040409183619 38519 exanpl e.
Hy DHYVTS5KHSZ7Ht O vypunPn5ZQr cOP3t zV\B
2qaKkHVPf au/ DgLgS/ | KENKYOEL95AAN+NzZ E
VYyNUBdc TCck T+ChPcGeVj guQra3Ao9Z/ zkUO
6gmWIb89r z1PUxWj zUxj 66PTwoVt UU/ i M
WsA Sukd1EQ 7a0kygkg+PEDxdl = )

3600 NSEC a.exanple. NS SOA MX RRSI G NSEC DNSKEY

3600 RRSIG NSEC 5 1 3600 20040509183619 (
20040409183619 38519 exanpl e.
Q0k558j Hhyr C971 SHni sl MkLMM8C7U7cBm
FTf hke5i VQNRVTB1STLMagpbDI C9hcr yoQOV
Z9NVE5x Pz UEhbvGnHd5sf zgFVeGxr 5Nyy g4t W
SDBgl Bi LQUv1i vy29vhXy 7WjR62dPr ZOPW'm
j f FJ5ar Xf 4nPxp/ kEowGgBRz Y/ U= )

3600 DNSKEY 256 3 5 (
AQQOy 1bZWpPghg4j 7EJoMdr | 3Zny Ex2Cz DBV
rZy/ | vl 5CQePxXHZS4i 8dANH4ADX3t bHol 61e
k8EFMcsGXxKci JFHyhl 94C+Nwl LQdzsU SFo
vBZsyl / NX6yEbt w/ xN9ZNcr bYvgj j Z/ UVPZI
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ySFNsgEYvh0z2542| zMKR4Dh8uZf f Q==

)

3600 DNSKEY 257 3 5 (
AQCeX7+baTm/pVHb2CcLnL1dMRW uscRvHXI
LnXwDzvqp4t ZVKplsZMepFb8M/ xhhWBy/ 0QZ
sy( czGJ1gk8vJe52i Ghl nKROVLRwxGpM zP
RLM Gybr 51bOV/ 1se00Dacj 3DonyB4@B5gKT
Yot / K9al k5/j 8vf d4j WOWD+E1Sze0Q==

)

3600 RRSI G DNSKEY 5 1 3600 20040509183619 (

20040409183619 9465 exanpl e.
ZxgauAul j +k1YoVEQSI zf x41f cnKz TFHoweZ
xYnz99JVQZJI33wFS0Q0j cP7VXKkaEl Xk9nYJ
XevQ 7nAbo88i W MKSpSR6j W YYKw r Bl / L9
hj YmyVOOn6Fj Q7uwivhdCP/ bl uV/ DKgqQAKIONY
NC3AHf vCV1Tp4VKDgxqG7R5t TVME )

3600 RRSI G DNSKEY 5 1 3600 20040509183619 (
20040409183619 38519 exanpl e.
e@.0s90gl UgcOm oo/ 2y+hSzyEf KVOQVI D9Z
DNhLz/ Yn9CQZI DVRIf f ACQDAUNXpU oP34r i
bKBpysRXosczFr KqS5Ca0bz MO XCXup9qgHAp
eFl ku28Vvqf r 8Nt 7ci gZLxj K+uOWs/ 41 | Rj Kk
7z50XogYVaFzHKi | | Dt 3HRxHI ZM= )

a. exanpl e. 3600 IN NS nsl. a.exanple.
3600 IN NS ns2.a.exanple.
3600 DS 57855 5 1 (
B6DCD485719ADCA18E5F3D48A2331627FDD3
636B )

3600 RRSIG DS 5 2 3600 20040509183619 (
20040409183619 38519 exanpl e.
oXl Kit/ Q dG64J/ CB+G 8dOvnwRvgrt 01AdQ
0RKAN15FP3i Z7suB7gvTBnXz G L7XUgQVcoH
kdhy Cuzp8W9qJHgRUSWKKkcz SyulL64nhgj uD
EM_8I 9w W/s| 7PR2VnZduMdbLyBhaaPrmRKX/
Fmtv6ccF2EGNLRI YO8kdkz+XHHo= )

3600 NSEC ai.exanple. NS DS RRSI G NSEC

3600 RRSIG NSEC 5 2 3600 20040509183619 (
20040409183619 38519 exanpl e.
cd YgqJLgl RgnB@i ap2Syl sK4ObagpKSoba
U9f @eSMApZnHf q3AgLf | kr kXRXvgx TQSKk G2
039/ cRUs6Jk/ 25+f i 7Xr 5nOVJsb0l q4zsB3I
BBdj y GDAHEOF5RQJj 87996vJupdmlf bH481g
sdkOW6Zyqt z3Zos8NOBBkEX+2G4= )

nsl.a.exanple. 3600 INA 192.0.2.5
ns2. a. exanpl e. 3600 IN A 192.0.2.6
ai . exanpl e. 3600 IN A 192.0.2.9
3600 RRSIG A 5 2 3600 20040509183619 (

20040409183619 38519 exanpl e.

Arends, et al. St andards Track [ Page 37]



RFC 4035 DNSSEC Pr ot ocol Modifications March 2005

pACt zLP2MJOt DIJUWHOKESFPI | HdYsCgTh5B
ERGgpnJl uA9i xOyf 6xxVCgr EJWOWNZSs Ji cd
hBHXf DmAGKUaj UUl YSAHBt S4Znr hyymi vk3u
Ar Du2wf T130e9UHnumaHHMpUTosKe22Pbl Oy
6zr Tpg9Fk SOXGVMYRvOTNYX2Hv Q= )

3600 H NFO "KLH 10" "ITS"

3600 RRSIG HINFO 5 2 3600 20040509183619 (
20040409183619 38519 exanpl e.
| g/ RGCbBdKzcYzl GE4ovbr 5YcB+ezxbZ9WI
e/ 7TWgyvhOOJ16HxhhL7VY/ | KMTUYOGGdcf h
ZEQCKf 41 EykZFONPok1/ R/ f Wt zNp8j obuY7
AZEcZadplWIDF3j c2/ ndCa5XZhLKD3Jz Cs Bw
FvL8sql S5QS6FY/ i j FEDnl 4RKZA= )

3600 AAAA  2001: db8::f00: baa9

3600 RRSIG AAAA 5 2 3600 20040509183619 (
20040409183619 38519 exanpl e.
nLcpFuXdT35AcE+Eoaf OUkl 69KB+/ e56XnFK
kewX@| adYLKAOBI oR5+VoQv3XgTcof TINsh
1r nF6Eav2zpZB3byl 6yo2bwY8MNKkr 4A7cLOT
cMhDWW/ hWFKsbGBsj 8x SCN/ caEL2CWY/ 5XP2
sZMbQ BBLmukH30+wlz3h8PUP20= )

3600 NSEC b.exanple. A H NFO AAAA RRSI G NSEC

3600 RRSIG NSEC 5 2 3600 20040509183619 (
20040409183619 38519 exanpl e.
QoshyPevLlcJ/ xcRpEt Mt 1uol rcri eVec9pG
CScl n5d ni b40T6ayVO nXwdSTZ/ 81 SXG 4p
P8ShOPI A6ol Z(B4L453/ BUgB8BpdOGky4hsN
3AGCLEV1G 0QWi r QaFcj zOECE nGyBm+wpFL
AhS+JOVE DI/ 79Q yTI 0SaDWeg8U= )

b. exanpl e. 3600 IN NS nsl.b.exanple.

3600 IN NS ns2.h.exanple.

3600 NSEC nsl.exanple. NS RRSI G NSEC

3600 RRSIG NSEC 5 2 3600 20040509183619 (
20040409183619 38519 exanpl e.
ANuxHn844wf muhPz GAKJICPY5t t EX/ Rf j DoOx
9ueK1Pt YKONKOOdi J/ PIKCYB3hYX+858dDWs
xb2qnV/ LSTCNVBnkm6owQpy s YO7MWj 5VQEW
Ol mBt Foqj cpt QknKYPr wnCSNwvcl SF1xZ
VhRXgWI'7QuFXl doCG6Tf VFMs9OXE= )

nsl.b.exanple. 3600 INA 192.0.2.7
ns2.b.exanple. 3600 INA 192.0.2.8
nsl. exanpl e. 3600 IN A 192.0.2.1
3600 RRSIG A 5 2 3600 20040509183619 (

20040409183619 38519 exanpl e.

F1C9HVhI ¢s10cZU09Ghy | Vf KIy5y RQBqVet
5pChp82pzhAOMZ3K22InnK4c+l j UeFp/ t 006
i MBFVpHt bFi sdj yPq84bhTv8vr Xt 5AB1WNB+
+i AgvI f dgWAsFNC60ADh1hK8QNauwdVePJIhK
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v/ i VXSYCOb7nPSU+EQ knFpVECs= )
3600 NSEC ns2.exanmple. A RRSI G NSEC
3600 RRSIG NSEC 5 2 3600 20040509183619 (
20040409183619 38519 exanpl e.
| 4hj +Kt 6+8r CcHcUdol ks2S+Wer i 9h3f Has8
1r GV el LAIJHN7JpV6Il LGPI h/ 8f | Bkf vdyWhB
jjf1q307JgYOLUdl 7FvBNWjaaEPJK3UkddBq
ZI aLi 8Q 2XHkj q38Be@hbp8X0+6h4ETWSGT8
| Zal GBLr yQAMELW6Y6X8dghl nxJM= )
ns2. exanpl e. 3600 IN A 192.0.2.2
3600 RRSIG A 5 2 3600 20040509183619 (
20040409183619 38519 exanpl e.
V7cQRWLTR+knl aL1z/ psx| S1PcD37JJDaCwvy
Qo6/ ulqFQUEX+WuDHRH22 Ap9ul JPQ FWVKCQu
yf PGQPC8Kz GdE3vt 5snFEA0E1VN3nmt u7S0O
6am j k13Kj /j yJ4nGrdRI ¢/ 3cMBi pXFhNTKq
r dhx8SzZ0yy4hl Rzl zvBFLi SS80= )
3600 NSEC *.w exanple. A RRSI G NSEC
3600 RRSIG NSEC 5 2 3600 20040509183619 (
20040409183619 38519 exanpl e.
NOQzHvaJf 5NRwlr EQuxS1Lt b2LZ73Qp9bKCE
Wyal SkqzGoP3j YIXZIPVTq4UWVESgT3CgeHvb
3QbeJ5Df b2VINGCHj / OvF/ LBxFFWwhLwzngH
| +bQAgACcMsLU/ NnL3nDi 1y/ JSQ@ AcdZNDl 4bw
Ynx28Et gl po9A0qnP08r MBgs1Jw= )
*. w. exanpl e. 3600 IN MX 1 ai.exanple.
3600 RRSIG MX 5 2 3600 20040509183619 (
20040409183619 38519 exanpl e.
OVK8r AZI epf zLWA75Dxd63] y2wsWESz x DKG2
f 9AWNLCyt Cd10c Yl SAXf AdvXSZ7xuj KAt Pbc
t vOQRof O7AZJ+d01EeeQTVBPg4/ 6KCWhge2X
Tj nkVLNvvhnc0u28a0Ss Q0+41 nvkk OHknKxw
4k X18MVR34i 8| C36SR5xBni 8vHI = )
3600 NSEC x.w exanple. MX RRSI G NSEC
3600 RRSIG NSEC 5 2 3600 20040509183619 (
20040409183619 38519 exanpl e.
r/ mZnRC31/ VI cr el gl ct eSxDht sdl TDt 8ng9
HSBI ABA zLxQ f gThn8f +aOnJ| AFelEe5RvU
5¢cVhQINP5XpXMIHf yps8t Wi x SAXf ahpYqt x
91gsntV/ 1V9/ bZAGS5Cef POc MAZ9YINTIX(B
s1l nQRUol v6t JEaaKkP701j 80LA= )
X. w. exanpl e. 3600 IN MX 1 xx.exanple.
3600 RRSIG MX 5 3 3600 20040509183619 (
20040409183619 38519 exanpl e.
| | 2WIZ+Bkv+Oyt Bx4LI t N\bnj BARCWhOCBY 1
XzPHZnZUTVYL7LaA63f 6T9ysVBzJRI 3KRj AP
H3UlgaYnDoN1Dr Wjni 9RIe4FoCbkbcdniv P31
kx70ePCoFgRz 1Yq+bVWWXCv GUAUAXALV3W Y1
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j NSI wZ2nSWKHf x FQxPt Lj 8s32+k= )

3600 NSEC x.y.w. exanple. MX RRSI G NSEC

3600 RRSIG NSEC 5 3 3600 20040509183619 (
20040409183619 38519 exanpl e.
aRbpHf t xggzgMXdDl ynmBSsADgMZovZZI 2Q0K
vw8J0t ZEUNQBY H5CY nf S5N1FgH pS46UA7A4E
nc WBNOPUALpdPY6RVeaR! ZI Cr 11 kVct vbt al
NJuBba/ VHm+pebThKcAPI vL9t BOoh+t 01h6e
I j gi MBPXkBQ xPg37wWDKALKyn7Q= )

X.y.w exanple. 3600 IN MX 1 xx.exanpl e.

3600 RRSIG MX 5 4 3600 20040509183619 (
20040409183619 38519 exanpl e.
k2bJHoWP5LH5gN4i s39Ui Pzj AWYnJ A38Hhi a
t 7i 9t 7nbX/ eOFPNvDSQXzcK7UL+zr VA+3MD]
glub4q3SZgcbLMyexx!l WBVa/ / LVr xkP6 Xupq
G OB9pr kK54QT! / gZTXf MQpWI80YCOvVknhvhb
+gLcMZBnHI326nb/ TOOTT qNnQQE= )

3600 NSEC  xx.exanmple. MX RRSI G NSEC

3600 RRSIG NSEC 5 4 3600 20040509183619 (
20040409183619 38519 exanpl e.
OvE6WJzZN2zi i eJcvKPWCAy Xy P6ef 8cr 6Csp
Ar VSTzKSquNwbez Znk U7E34051 nh6 CWESSpg
XWO98KNUFNHc Q¥ / Lz Y2zqRomubr NGhJTi DTX
a0Ar unJQCzPj Oyqg5t OSLj m6gp6McJI LAPS5Vr
QoKgJDCLNnoAl cPOPKAN j Jkn3j k=)

xx. exanpl e. 3600 IN A 192.0.2.10

3600 RRSIG A 5 2 3600 20040509183619 (
20040409183619 38519 exanpl e.
kBF4YxMAAFOD8r Oczt L+2f WAMOvNLU/ GYSpYP
7SoKoNQ4Af ZKyk+weWd KLI UMruE1zj VTPXoa
0z26W=00Zp46r kl 1IEzMcdMgoaeUzz AJ2BMy+Y
Vdx &1 K1y Zk YGY9AgbhTOGPoAghJy O9EPUL s X
kbl DV6GPPSZVusnZU6OMydgzHV4= )

3600 H NFO "KLH 10" "TOPS-20"

3600 RRSIG HI NFO 5 2 3600 20040509183619 (
20040409183619 38519 exanpl e.
GY2PLSXmVHKWHF Ldggi ox8+chWheMNJLkM-0
t +U/ SXSUsoUdR91KNdNUK TDWAnwe F8oFRj hq
BcPZ6Eqr F+vl 5v50GuvSF7U52epf VTCHwWWF8
3yCUeUnBYkI hLW vk8gQL5YKt hOl TQy8/ wi +
RgNvuwbi oFSEuv2pN kgOgoYxNY= )

3600 AAAA  2001: db8::f00: baaa

3600 RRSIG AAAA 5 2 3600 20040509183619 (
20040409183619 38519 exanpl e.

Zzj OyodDxcBLnnO wDsuKo5Wji ak24Dl Kg9C
aGaxDFi KgKobyj 2j i | YQHpGFn2poFRet Zzd4z
ul y@kssz2QHr Vr PuTMs22knudCi wPALWHVTr
U4zf eAt+r Dz9st nSBP/ 4PekH x21 oAYnwet df
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xS9cL2QW FChwl6nel kH6/ vsfs= )
3600 NSEC exanple. A H NFO AAAA RRSI G NSEC
3600 RRSIG NSEC 5 2 3600 20040509183619 (
20040409183619 38519 exanpl e.
ZFWJI n6Avc8bnd 5GF) D3BWT530DUZKHNuoY
9A8I gXYyr xu+pqgFi RvbyZRQvVB5pccEOT3k
nmvHgEa/ HzbDB4PI YY79WVHr gOxzdQGGCZzi
asXr pSCOMSCEI ghPnM i 8xdF7qgt Cnt r 382W
GghLahuntl pgdM3BLS/ pr gzVWw= )

The apex DNSKEY set includes two DNSKEY RRs, and the DNSKEY RDATA
Flags indicate that each of these DNSKEY RRs is a zone key. One of
these DNSKEY RRs al so has the SEP flag set and has been used to sign
the apex DNSKEY RRset; this is the key that should be hashed to
generate a DS record to be inserted into the parent zone. The other
DNSKEY is used to sign all the other RRsets in the zone.

The zone includes a wildcard entry, "*.w exanple". Note that the
nane "*.w exanple" is used in constructing NSEC chains, and that the
RRSI G covering the "*. w. exanple" MX RRset has a | abel count of 2.

The zone al so includes two del egations. The delegation to

"b. exanpl e" includes an NS RRset, glue address records, and an NSEC
RR; note that only the NSEC RRset is signed. The delegation to
"a.exanpl e" provides a DS RR;, note that only the NSEC and DS RRsets
are signed.

Appendi x B. Exanpl e Responses

The exanples in this section show response nessages using the signed
zone exanpl e in Appendi x A

B.1. Answer
A successful query to an authoritative server.

;; Header: QR AA DO RCODE=0
: Question
X. w. exanpl e. IN MX

v, Answer

X. W. exanpl e. 3600 IN MX 1 xx.exanple.

X. w. exanpl e. 3600 RRSIG MX 5 3 3600 20040509183619 (
20040409183619 38519 exanpl e.
I | 2WIZ+Bkv+Oyt Bx4LI t N\\bnj BARCWhOCBY 1
XzPHZmzZUTVYL7LaA63f 6T9ysVBzJRI 3KR] AP
H3UlgaYnDoN1Dr Wm 9RJe4FoCbkbcdnv P3I
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kx70ePCoFgRz1Yg+bVVXCvGUAUAXALV3W Y1
j NSI wZ2mBWKHf x FQxPt Lj 8s32+k= )

;; Authority

exanpl e. 3600 NS nsl. exanpl e.

exanpl e. 3600 NS ns2. exanpl e.

exanpl e. 3600 RRSIG NS 5 1 3600 20040509183619 (
20040409183619 38519 exanpl e.
gl 13F00f 2UOR+SW XXLHws MY+qSt Yy5k6zf d
Eui vWe+wd1f mbNCyqgl 0Tk 71 HTX6UOx c 8 AgNf
41 SFve8XqF4q+094gl nql znmppU3Li NeKT4FZ8
RCbur FOvoMRTbQx WBUOhXWIggE4g3ZpsHv48
OH MeRazB/ FRPG JPaj ngcqb6Kwg= )

;; Additional

xX. exanpl e. 3600 IN A 192.0.2.10

xx. exanpl e. 3600 RRSIG A 5 2 3600 20040509183619 (
20040409183619 38519 exanpl e.
kBF4YxMAWFOD8r Oczt L+2f WAOvNLUW GYSpYP
7SoKoNQAf zKyk+weWd KLI UMruElzj VTPXoa
0Z6W00Zp461 kl 1LEzMcdMyoaeUzzAJ2BMy+Y
Vdx 01 K1y Zk YGY9Agh TOGPoAghJy OQEPUL s X
kbl DV6GPPSZVusnZU6OVgdgzHV4= )

xXX. exanpl e. 3600 AAAA  2001: db8::f00: baaa

xx. exanpl e. 3600 RRSIG AAAA 5 2 3600 20040509183619 (

20040409183619 38519 exanpl e.
Zzj OyodDxcBLnnO wDsuKo5Wji ak24Dl Kg9C
aGaxDFi KgKobyj 2j i | YQHpGFn2poFRet Zzd4z
ul y@kssz2QHr Vr PuTMs22knudCi wPALWHVTr
U4zf eAt+r Dz9st nSBP/ 4PekH x21 oAYnwet df
xS9cL2QW FChwl6nel kH6/ vsfs= )

nsl. exanpl e. 3600 INA 192.0.2.1

nsil. exanpl e. 3600 RRSIG A 5 2 3600 20040509183619 (
20040409183619 38519 exanpl e.
F1C9HVhI cs10cZU09Ghy | Vf KJy5y RQQ3qVet
5pChp82pzhAOMZ3K22InnK4c+l j UeFp/t 006
i TbFVpHt bFi sdj yPq84bhTv8vr Xt 5AB1WNB+
+i Aqvl f dgWIs FNC60ADb1hK8@NauwdVePJhK
v/ i VXSYCOb7nPSU+EQ knFpVECs= )

ns2. exanpl e. 3600 IN A 192.0.2.2

ns2. exanpl e. 3600 RRSIG A 5 2 3600 20040509183619 (
20040409183619 38519 exanpl e.
V7cQRWLTR+knl aL1z/ psx| S1PcD37JJDaCwvy
Qo6/ ulqFQUEX+WuDHRH22 Ap9ul JPQ FWVKCQu
yf PGQPC8Kz GdE3vt 5snFEAOE1VN3nmt u7S0O
6am j k13Kj /j yJ4nGrdRI ¢/ 3cMBi pXFhNTKq
r dhx8Sz0yy4hl Rzl zvBFLi SS80= )
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The NSEC RRs prove that the nane does

not exi st and that no covering wldcard exists.

;; Question
m . exanpl e.

;. Answer
;5 (enpty)

;; Authority
exanpl e.

exanpl e.

b. exanpl e.
b. exanpl e.

exanpl e.
exanpl e.

;; Addi tional
;5 (enpty)

Arends, et al.

3600

3600

3600
3600

3600
3600

Header: QR AA DO RCODE=3

IN A

IN SQA nsl. exanpl e. bugs. x.w exanple. (

RRSI G

NSEC
RRSI G

NSEC
RRSI G

St andards Track

1081539377
3600

300
3600000
3600

)

SOA 5 1 3600 20040509183619 (
20040409183619 38519 exanpl e.
ONXOk36r cj axYt cNgq6i QnpNV5+dr gYAsC9h
7TSJaHCgbhE67Sr 6aH2x DUGcqQMI/ nOWVzr F
vkgOAebar ZOGADKcuw M6eNB5Si X2K74| 5LW
DA7S/ Un/ | bt Dg4Ay8NWNLQ 7Dw7n4p8/rj kB
j V7j 86HyQgMbe7+mi RAzZ8V01bOI = )

nsl. exanpl e. NS RRSI G NSEC

NSEC 5 2 3600 20040509183619 (
20040409183619 38519 exanpl e.
GNuxHn844wf muhPz GAKICPY5t t EX/ Rf j DoOx
9ueK1Pt YkONKOOdi J/ PIKCYB3hYX+858dDWs
xb2qnV/ LSTCNVBnkm6owQOpy s YO7MWj 5VOEW
0l mBt Fogj cpt QknTKYPr wUnCSNwvcl SF1xZ
VhRXgWI'7QuFXl doCGETf VFMs9XE= )

a. exanple. NS SOA MX RRSI G NSEC DNSKEY
NSEC 5 1 3600 20040509183619 (
20040409183619 38519 exanpl e.

Q0k558j Hhyr C971 SHni sl MkLMM8C7U7cBm
FTf hke5i VQNRVTBLSTLMpgpbDI COhcr yoQOV
Z9MES5X Pz UEhbvGnHd5sf zgFVeGxr 5Nyy g4t W
SDBgl Bi LQUv1i vy29vhXy7WR62dPr ZOPWm
j f FI5ar Xf 4nPxp/ KEow&gBRz Y/ U= )
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B.3. No Data Error

A "no data" response. The NSEC RR proves that the nane exists and
that the requested RR type does not.

;7 Header: QR AA DO RCODE=0

;; Question
nsl. exanpl e. IN MX
;; Answer
;; (enpty)
;; Authority
exanpl e. 3600 I N SQA nsl.exanpl e. bugs. x.w. exanmple. (
1081539377
3600
300
3600000
3600
)
exanpl e. 3600 RRSIG SOA 5 1 3600 20040509183619 (

20040409183619 38519 exanpl e.
ONXOk36r cj axYt cNgq6i QnpNV5+dr gYAsC9h
7TSJaHCgbhE67Sr 6aH2x DUGcqQMI/ nOWVzr F
vkgOAebar ZOGADKcuw M6eNB5Si X2K74| 5LW
DA7S/ Un/ | bt Dg4Ay8NWNLQ 7Dw7n4p8/rj kB
j V7j 86HyQgMbe7+mi RAzZ8V01bOI = )

nsl. exanpl e. 3600 NSEC ns2.exanple. A RRSIG NSEC

nsl. exanpl e. 3600 RRSIG NSEC 5 2 3600 20040509183619 (
20040409183619 38519 exanpl e.
| 4hj +Kt 6+8r CcHcUdol ks2S+Wer i 9h3f Has8
1r GV el LAIJHN7JpV6I LGPI h/ 8f | Bkf vdyWhB
jjf19307JgYOLUdI 7FvBNWjaaEPJK3UkddBq
Zl aLi 8Qr 2XHkj q38BeQsbp8X0+6h4ETWSGT8
| Zal GBLr yQAELW6YEX8dghl nxIM= )

;; Additiona
;5 (enpty)

B.4. Referral to Signed Zone
Referral to a signed zone. The DS RR contains the data which the
resolver will need to validate the corresponding DNSKEY RR in the
child zone’s apex.

;; Header: QR DO RCCDE=0
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;7 Question

nc. a. exanpl e. IN MX

v, Answer

;5 (enpty)

;; Authority

a. exanpl e. 3600 IN NS nsl.a.exanple.

a. exanpl e. 3600 IN NS ns2.a.exanple.

a. exanpl e. 3600 DS 57855 5 1 (
B6DCD485719ADCAL18ES5F3D48A2331627FDD3
636B )

a. exanpl e. 3600 RRSIG DS 5 2 3600 20040509183619 (
20040409183619 38519 exanpl e.
oXIKit/ Q dG64J/ CB+G 8dOvnwRvgrt 01AdQ
0RKAN15FP3i Z7suB7gvTBmXz G L7XUgQvcoH
kdhyCuzp8W9qJHgRUSWKKkcz SyulL64nhgj uD
EML8I 9wl W/s| 7PR2VnZduMBbLyBhaaPnRKX/
Fm+v6ccF2EGNLRI YO8kdkz+XHHo= )

;; Additiona

nsl.a.exanple. 3600 INA 192.0.2.5

ns2. a.exanple. 3600 INA 192.0.2.6

B.5. Referral to Unsigned Zone

Referral to an unsigned zone. The NSEC RR proves that no DS RR for
this delegation exists in the parent zone.

;; Header: QR DO RCODE=0

;; Question

nc. b. exanpl e. IN MX

;; Answer

;, (enpty)

;; Authority

b. exampl e. 3600 IN NS nsl.b. exanple.

b. exanpl e. 3600 IN NS ns2.b.exanmple.

b. exanpl e. 3600 NSEC nsl.exanple. NS RRSI G NSEC

b. exanpl e. 3600 RRSIG NSEC 5 2 3600 20040509183619 (

20040409183619 38519 exanpl e.
GNuxHn844wf mhPz GAKICPY5t t EX/ Rf j DoOx
9ueK1Pt YkONKOOdi J/ PIKCYB3hYX+858dDWS
xb2qnV/ LSTCNVBnkm6owOpy s YO7MWj 5VOEW
0l mBt Fogj cpt QknKYPr wunCSNwvcl SF1xZ
VhRXgWI'7QuFXl doCGETf VFMs9XE= )
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;; Addi tional
nsl.b.exanple. 3600 INA 192.0.2.7
ns2.b.exanple. 3600 INA 192.0.2.8

B.6. WIdcard Expansion

A successful query that was answered via wildcard expansi on. The

| abel count in the answer’s RRSIG RR indicates that a wildcard RRset
was expanded to produce this response, and the NSEC RR proves that no
cl oser match exists in the zone.

;; Header: QR AA DO RCODE=0
;; Question
a.z.w. exanpl e. IN MX

v, Answer

a.z.w. exanple. 3600 IN MX 1 ai.exanple.

a.z.w. exanple. 3600 RRSIG MX 5 2 3600 20040509183619 (
20040409183619 38519 exanpl e.
OWK8r AZI epf zLWW5Dxd63j y2wswWESz X DKG2
f 9AMNLCyt Cd10cYI SAxf AdvXSZ7xuj KAt Pbc
t vOQRof O7AZJ+d01EeeQTVBPq4/ 6KCWhqe2X
Tj nkVLNvvhncOu28a0Ss @Q+41 nvkk OHknKxw
4k X18MVR34i 8] C36SR5xBni 8vHI = )

;7 Authority

exanpl e. 3600 NS nsl. exanpl e.

exanpl e. 3600 NS ns2. exanpl e.

exanpl e. 3600 RRSIG NS 5 1 3600 20040509183619 (

20040409183619 38519 exanpl e.
gl 13F00f 2UOR+SW XXLHws MY+qSt Yy5k6zf d
Eui vWe+wd1f mbNCyql 0Tk 71 HTX6UOx c 8 AgNf
41 SFve8XqF4q+09ql nql zmppU3Li NeKT4FZ8
RCBur FOvoMRThbQxWBUOhXWiIggE4g3ZpsHv48
OH MeRaZB/ FRPG JPaj ngcqg6Kwg= )

X.y.w. exanpl e. 3600 NSEC xx.exanple. MX RRSI G NSEC

X.y.w. exanpl e. 3600 RRSIG NSEC 5 4 3600 20040509183619 (
20040409183619 38519 exanpl e.
OvE6WJzZN2zi i eJcvKPWCAy Xy P6ef 8cr 6Csp
Ar VSTzKSquNwbez Znk U7E3405]1 mb6 CWESSpg
XWO98KNUFNHc Q¥ / Lz Y2zqRomubr NGhJTi DTX
a0Ar unJQCzPj OYq5t OSLj n6qp6McJl LAPS5Vr
QoKgJDCLNoAl cPOPKAM j Jkn3j k=)

;; Addi tional
ai . exanpl e. 3600 IN A 192.0.2.9
ai . exanpl e. 3600 RRSIG A 5 2 3600 20040509183619 (
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20040409183619 38519 exanpl e.
pACt zLP2MJOt DI UWHOKESFPI | HndYsCgTh5B
ERCGgpnJl uA9i xOyf 6xxVCgr EJWOWNZSs Ji cd
hBHXf DmAGKUaj UUl YSAHBt S4Znr hyyml vk3u
Ar Du2wf T130e9UHnumaHHMpUTosKe22Pbl Oy
6zr Tpg9Fk SOXGVMYRVOTNYX2Hv Q= )

ai . exanpl e. 3600 AAAA  2001: db8::f00: baa9

ai . exanpl e. 3600 RRSIG AAAA 5 2 3600 20040509183619 (
20040409183619 38519 exanpl e.
nLcpFuXdT35AcE+Eoaf Okl 69KB+/ e56 XnFK
kewX&2| ad YLKAOBI oR5+VoQv3XgTcof TINsh
1r nF6Eav2zpZB3byl 6yo2bwY8MNKkr 4A7cLOT
cMhDWW/ hWFKsbGBsj 8x SCN caEL2CWY/ 5XP2
sZM6Q BBLmukH30+wlz3h8PUP20= )

B.7. WIldcard No Data Error
A "no data" response for a nane covered by a wildcard. The NSEC RRs
prove that the matching wldcard name does not have any RRs of the
requested type and that no closer match exists in the zone.

; Header: QR AA DO RCODE=0

:':1. z. w. exanpl e. I N AAAA

Question

7, Answer

;5 (enpty)

;; Authority

exanpl e. 3600 I N SOA nsl. exanpl e. bugs. x.w exanple. (
1081539377
3600
300
3600000
3600
)

exanpl e. 3600 RRSIG SOA 5 1 3600 20040509183619 (

20040409183619 38519 exanpl e.
ONXxOk36r cj axYt cNgq6i QnpNV5+dr gYAsC9h
7TSJaHCgbhE67Sr 6aH2x DUGC qQMNI/ nOWVzr F
vkgO®ebar ZOGADKcuw M6eNB5Si X2K741 5LW
DA7S/ Un/ | bt Dg4Ay8NVNLQ 7Dw7n4p8/rj kB
j V7j 86HyQ@Mbe7+nmi RAz8V01bOI = )

X.y.w. exanpl e. 3600 NSEC xx.exanple. MX RRSI G NSEC

X.y.w exanple. 3600 RRSIG NSEC 5 4 3600 20040509183619 (
20040409183619 38519 exanpl e.
OvE6WUzN2zi i eJcvKPWhCAy Xy P6ef 8cr 6Csp
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Ar VSTzKSquNwbez Znk U7E34051 nh6 CWESSpg
XWO98KNUFnHc QX / LzY2zgRomubr NGhJTi DTX
a0Ar unJQCzPj OYqg5t OSLj m6qp6McJl LAPS5Vr
QKgJDCLnoAl cPOPKANT j Jkn3j k=)

*.w. exampl e. 3600 NSEC x.w exanple. MX RRSI G NSEC

*.w. exanpl e. 3600 RRSIG NSEC 5 2 3600 20040509183619 (
20040409183619 38519 exanpl e.
r/ mZnRC31/ VI cr el gl ct eSxDht sdl TDt 8ng9
HSBI ABA zLxQ f gTnhn8f +aOnJ| AFelEe5RvU
5¢cVhQINP5XpXMIHf yps 8t Wi x SAXf ahpYqt x
91gsntV/ 1V9/ bZAGS5Cef POcMAZ9YINTIX(B
s1l nQ2Uol v6t JEaaKkP701j 8OLA= )

;; Addi tional
;5 (enpty)

B.8. DS Child Zone No Data Error

A "no data" response for a QIYPE=DS query that was m stakenly sent to
a nane server for the child zone.

;; Header: QR AA DO RCODE=0

;; Question

exanpl e. IN DS

7, Answer

;5 (enpty)

;; Authority

exanpl e. 3600 I N SOA nsl. exanpl e. bugs. x.w exanple. (
1081539377
3600
300
3600000
3600
)

exanpl e. 3600 RRSIG SOA 5 1 3600 20040509183619 (
20040409183619 38519 exanpl e.
ONXxOk36r cj axYt cNgq6i QnpNV5+dr gYAsC9h
7TSJaHCgbhE67Sr 6aH2x DUGcqQMI/ nOWVzr F
vkgOlebar Z0GADKcuw M6eNB5Si X2K74| 5LW
DA7S/ Un/ | bt Dg4Ay8NWNLQ 7Dw7n4p8/rj kB
j V7j 86HyQgMbe7+m RAz8V01bOl = )

exanpl e. 3600 NSEC a.exanple. NS SOA MX RRSI G NSEC DNSKEY

exanpl e. 3600 RRSIG NSEC 5 1 3600 20040509183619 (

20040409183619 38519 exanpl e.
O0k558j Hhyr C971 SHni sl MkLMM8C7U7cBm
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FTf hke5i VgQNRVTBL1STLMogpbDI C9hcr yoQOV
Z9MESXx Pz UEhbv GnHd5sf zgFVeGxr 5Nyyq4t W
SDBgl Bi LQUv1i vy29vhXy7WjR62dPr ZOPW m
j f F35ar Xf 4nPxp/ kKEow&gBRz Y/ U= )

;; Additional
;5 (enpty)

Appendi x C. Authentication Exanples

The examples in this section show how the response nessages in
Appendi x B are authenti cat ed.

C.1. Authenticating an Answer

The query in Appendix B.1 returned an MX RRset for "x.w exanple.coni.
The corresponding RRSIG indicates that the MX RRset was signed by an
"exanpl e" DNSKEY with algorithm5 and key tag 38519. The resol ver
needs the corresponding DNSKEY RR in order to authenticate this
answer. The discussion bel ow describes how a resol ver m ght obtain

t hi s DNSKEY RR

The RRSI G indicates the original TTL of the MX RRset was 3600, and,
for the purpose of authentication, the current TTL is replaced by
3600. The RRSIG labels field value of 3 indicates that the answer
was not the result of wildcard expansion. The "x.w exanple.com' MX
RRset is placed in canonical form and, assuming the current tine
falls between the signature inception and expiration dates, the
signature i s authenticated.

C.1.1. Authenticating the Exanpl e DNSKEY RR

Thi s exanpl e shows the | ogical authentication process that starts
fromthe a configured root DNSKEY (or DS RR) and noves down the tree
to authenticate the desired "exanple" DNSKEY RR. Note that the

| ogical order is presented for clarity. An inplenentation may choose
to construct the authentication as referrals are received or to
construct the authentication chain only after all RRsets have been
obtai ned, or in any other conbination it sees fit. The exanple here
denonstrates only the | ogical process and does not dictate any

i mpl enent ati on rul es.

We assune the resolver starts with a configured DNSKEY RR for the
root zone (or a configured DS RR for the root zone). The resolver
checks whether this configured DNSKEY RR is present in the root
DNSKEY RRset (or whether the DS RR matches some DNSKEY in the root
DNSKEY RRset), whether this DNSKEY RR has signed the root DNSKEY
RRset, and whether the signature lifetine is valid. |If all these
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conditions are net, all keys in the DNSKEY RRset are considered
aut henticated. The resolver then uses one (or nore) of the root
DNSKEY RRs to authenticate the "exanple" DS RRset. Note that the
resol ver may have to query the root zone to obtain the root DNSKEY
RRset or "exanple" DS RRset.

Once the DS RRset has been authenticated using the root DNSKEY, the
resol ver checks the "exanpl e DNSKEY RRset for some "exanpl e" DNSKEY
RR that matches one of the authenticated "exanple" DS RRs. If such a
mat chi ng "exanpl e" DNSKEY is found, the resol ver checks whether this
DNSKEY RR has signed the "exanpl e” DNSKEY RRset and the signature
lifetime is valid. |If these conditions are net, all keys in the
"exanpl e" DNSKEY RRset are considered authenticated.

Finally, the resolver checks that sone DNSKEY RR in the "exanple"
DNSKEY RRset uses algorithm5 and has a key tag of 38519. This
DNSKEY is used to authenticate the RRSIG included in the response.

If nultiple "exanple" DNSKEY RRs match this algorithmand key tag,
then each DNSKEY RR is tried, and the answer is authenticated if any
of the matching DNSKEY RRs validate the signature as described above.

C 2. Name Error

The query in Appendix B.2 returned NSEC RRs that prove that the
requested data does not exist and no wildcard applies. The negative
reply is authenticated by verifying both NSEC RRs. The NSEC RRs are
aut henticated in a manner identical to that of the MX RRset di scussed
above.

C 3. No Data Error

The query in Appendix B.3 returned an NSEC RR that proves that the
requested name exists, but the requested RR type does not exist. The
negative reply is authenticated by verifying the NSEC RR  The NSEC
RR is authenticated in a manner identical to that of the MX RRset

di scussed above.

C. 4. Referral to Signed Zone

The query in Appendix B.4 returned a referral to the signed
"a.exanple." zone. The DS RRis authenticated in a manner identica
to that of the MX RRset discussed above. This DS RRis used to

aut henticate the "a.exanpl e" DNSKEY RRset.

Once the "a.exanpl e" DS RRset has been authenticated using the

"exanpl e" DNSKEY, the resolver checks the "a.exanple" DNSKEY RRset
for sone "a.exanple" DNSKEY RR that matches the DS RR.  If such a
mat chi ng "a. exanpl e DNSKEY is found, the resol ver checks whether

Arends, et al. St andards Track [ Page 50]



RFC 4035 DNSSEC Pr ot ocol Modifications March 2005

this DNSKEY RR has signed the "a.exanple" DNSKEY RRset and whet her
the signature lifetine is valid. |If all these conditions are met,
all keys in the "a.exanpl e" DNSKEY RRset are considered

aut henti cat ed.

C.5. Referral to Unsigned Zone

The query in Appendix B.5 returned a referral to an unsi gned
"b.exanple." zone. The NSEC proves that no authentication | eads from
"exanpl e" to "b.exanple", and the NSEC RR is authenticated in a
manner identical to that of the MX RRset discussed above.

C.6. WIldcard Expansion

The query in Appendix B.6 returned an answer that was produced as a
result of wildcard expansion. The answer section contains a wldcard
RRset expanded as it would be in a traditional DNS response, and the
correspondi ng RRSIG i ndicates that the expanded wildcard MX RRset was
signed by an "exanple" DNSKEY with algorithm5 and key tag 38519.

The RRSIG indicates that the original TTL of the MX RRset was 3600,
and, for the purpose of authentication, the current TTL is replaced
by 3600. The RRSIG |labels field value of 2 indicates that the answer
is the result of wldcard expansion, as the "a.z.w exanple" nane
contains 4 |labels. The nanme "a.z.w. w. exanple" is replaced by

"* w. exanple", the MX RRset is placed in canonical form and,
assumng that the current time falls between the signature inception
and expiration dates, the signature is authenticated.

The NSEC proves that no closer match (exact or closer w ldcard) could
have been used to answer this query, and the NSEC RR nust al so be
aut henticated before the answer is considered valid.

C.7. Wldcard No Data Error

The query in Appendix B.7 returned NSEC RRs that prove that the
requested data does not exist and no wildcard applies. The negative
reply is authenticated by verifying both NSEC RRs.

C.8. DS Child Zone No Data Error

The query in Appendix B.8 returned NSEC RRs that shows the requested
was answered by a child server ("exanple" server). The NSEC RR

i ndi cates the presence of an SOA RR, showi ng that the answer is from
the child . Queries for the "exanple" DS RRset should be sent to the
parent servers ("root" servers).
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