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Abst r act

The Secure Shell Protocol (SSH) is a protocol for secure rempote |ogin
and ot her secure network services over an insecure network. This
docunent descri bes the SSH aut hentication protocol franmework and
public key, password, and host-based client authentication nethods.
Addi tional authentication nethods are described in separate
docunents. The SSH authentication protocol runs on top of the SSH
transport |ayer protocol and provides a single authenticated tunne
for the SSH connection protocol
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aut hentication protocol. It is intended to be run over the SSH
transport layer protocol [SSH TRANS]. This protocol assumes that the

under|ying protocols provide integrity and confidentiality
protection.

Thi s docunent should be read only after reading the SSH architecture
docunent [SSH ARCH]. This docunent freely uses term nol ogy and
notation fromthe architecture docunment wthout reference or further

expl anat i on.

The 'service nane’ for this protocol is "ssh-userauth".

When this protocol starts, it receives the session identifier from
the I ower-level protocol (this is the exchange hash H fromthe first
key exchange). The session identifier uniquely identifies this
session and is suitable for signing in order to prove ownership of a
private key. This protocol also needs to know whether the | ower-

| evel protocol provides confidentiality protection.
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2. Contributors

The major original contributors of this set of docunents have been
Tatu Yl onen, Tero Kivinen, Timo J. Rinne, Sam Lehtinen (all of SSH
Conmuni cati ons Security Corp), and Mrkku-Juhani O Saarinen
(University of Jyvaskyla). Darren Mffat was the original editor of
this set of docunents and al so made very substantial contributions.

Many people contributed to the devel opment of this docunent over the
years. People who shoul d be acknow edged include Mats Andersson, Ben
Harris, Bill Somrerfeld, Brent McClure, Niels Miller, Damien MIler
Der ek Fawcus, Frank Cusack, Hei kki Nousi ai nen, Jakob Schlyter, Jeff
Van Dyke, Jeffrey Altman, Jeffrey Hutzel man, Jon Bright, Joseph

Gal braith, Ken Hornstein, Markus Friedl, Martin Forssen, N colas
WIllians, N els Provos, Perry Metzger, Peter Gutmann, Sinon
Josefsson, Sinmon Tatham Wi Dai, Denis Bider, der Muse, and
Tadayoshi Kohno. Listing their names here does not mean that they
endorse this docunent, but that they have contributed to it.

3. Conventions Used in This Docunent

Al'l docunents related to the SSH protocols shall use the keywords
"MUST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT*, "SHOULD',
"SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTI ONAL" to describe
requi renents. These keywords are to be interpreted as described in
[ RFC2119] .

The keywords " PRI VATE USE', "H ERARCH CAL ALLOCATI ON', "FI RST COVE
FI RST SERVED', "EXPERT REVI EW, "SPECI FI CATI ON REQUI RED', "I ESG
APPROVAL", "1 ETF CONSENSUS', and "STANDARDS ACTI ON' that appear in
this docunment when used to describe nanespace allocation are to be
interpreted as described in [ RFC2434].

Protocol fields and possible values to fill themare defined in this
set of docunents. Protocol fields will be defined in the nessage
definitions. As an exanple, SSH MSG CHANNEL DATA is defined as
fol | ows.

byt e SSH_MSG_CHANNEL_DATA

ui nt 32 reci pi ent channe

string dat a

Thr oughout these docunents, when the fields are referenced, they wll
appear within single quotes. Wen values to fill those fields are
referenced, they will appear wthin double quotes. Using the above
exanpl e, possible values for 'data’ are "foo" and "bar".
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4.

The Aut hentication Protocol Framework

The server drives the authentication by telling the client which

aut henti cati on nethods can be used to continue the exchange at any
given time. The client has the freedomto try the nethods |isted by
the server in any order. This gives the server conplete control over
the authentication process if desired, but also gives enough
flexibility for the client to use the nmethods it supports or that are
nost conveni ent for the user, when multiple nethods are offered by
the server.

Aut hentication nmethods are identified by their name, as defined in

[ SSH ARCH]. The "none" nethod is reserved, and MJST NOT be |listed as
supported. However, it MAY be sent by the client. The server MJST
al ways reject this request, unless the client is to be granted access
wi t hout any aut hentication, in which case, the server MJST accept
this request. The main purpose of sending this request is to get the
list of supported nethods fromthe server.

The server SHOULD have a tineout for authentication and di sconnect if
the aut hentication has not been accepted within the tinmeout period.
The RECOMMENDED timeout period is 10 mnutes. Additionally, the

i mpl enentati on SHOULD limt the nunber of failed authentication
attenpts a client may performin a single session (the RECOVWENDED
limt is 20 attenpts). |If the threshold is exceeded, the server
SHOULD di sconnect.

Addi ti onal thoughts about authentication timeouts and retries may be
found in [ssh-1.2.30].

Aut henti cati on Requests
Al'l authentication requests MJST use the foll ow ng nmessage format.

Only the first few fields are defined; the remaining fields depend on
the aut hentication nethod.

byt e SSH_MSG_USERAUTH_REQUEST
string user nane in | SO 10646 UTF-8 encodi ng [ RFC3629]
string service name in US-ASCI

string met hod nanme in US- ASCI
cee met hod specific fields

The 'user name’ and 'service nane’ are repeated in every new

aut hentication attenpt, and MAY change. The server inplenmentation
MUST carefully check themin every nessage, and MJST flush any
accunul ated authentication states if they change. |If it is unable to
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flush an authentication state, it MJST di sconnect if the ’'user nang’
or 'service name’ changes.

The ’service name’ specifies the service to start after

aut hentication. There may be several different authenticated
services provided. |If the requested service is not available, the
server MAY disconnect imediately or at any later tinme. Sending a
proper disconnect nessage is RECOWENDED. |n any case, if the
servi ce does not exist, authentication MJST NOT be accepted.

If the requested 'user nanme’ does not exist, the server MAY

di sconnect, or MAY send a bogus list of acceptable authentication
"met hod nane’ val ues, but never accept any. This nmakes it possible
for the server to avoid disclosing informati on on which accounts
exist. In any case, if the 'user name’ does not exist, the

aut henti cation request MJST NOT be accepted.

While there is usually little point for clients to send requests that
the server does not list as acceptable, sending such requests is not
an error, and the server SHOULD sinply reject requests that it does
not recogni ze.

An aut hentication request MAY result in a further exchange of
nmessages. All such nessages depend on the authentication 'nethod
nane’ used, and the client MAY at any tinme continue with a new

SSH MG _USERAUTH REQUEST nessage, in which case the server MJST
abandon the previous authentication attenpt and continue with the new
one.

The foll owi ng 'nmet hod nane’ val ues are defined.

"publ i ckey" REQUI RED
"passwor d" OPTI ONAL
"host based" OPTI ONAL
"none" NOT RECOWMMVENDED

Addi tional 'nmethod nane’ val ues may be defined as specified in
[ SSH ARCH] and [ SSH NUMBERS] .

5.1. Responses to Authentication Requests

If the server rejects the authentication request, it MJST respond
with the follow ng:

byte SSH_MSG_USERAUTH_FAI LURE
nane- | i st aut hentications that can conti nue
bool ean partial success
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The 'authentications that can continue’ is a comma-separated name-
list of authentication 'nmethod nane’ val ues that nay productively
continue the authentication dial og.

It is RECOWENDED that servers only include those ’'nmethod nane’
values in the nane-list that are actually useful. However, it is not
illegal to include 'nethod name’ val ues that cannot be used to

aut henticate the user.

Al ready successfully conpleted authentications SHOULD NOT be i ncl uded
in the name-list, unless they should be performed again for sone
reason.

The val ue of ’'partial success’ MJST be TRUE if the authentication
request to which this is a response was successful. |t MJST be FALSE
if the request was not successfully processed.

When the server accepts authentication, it MJST respond with the
fol | owi ng:

byt e SSH_MBG_USERAUTH_SUCCESS

Note that this is not sent after each step in a multi-nethod
aut henti cati on sequence, but only when the authentication is
conpl et e.

The client MAY send several authentication requests wthout waiting
for responses from previous requests. The server MJST process each
request conpletely and acknow edge any failed requests with a

SSH MG _USERAUTH FAI LURE nessage before processing the next request.

A request that requires further nessages to be exchanged will be
aborted by a subsequent request. A client MJUST NOT send a subsequent
request if it has not received a response fromthe server for a

previ ous request. A SSH MSG USERAUTH FAI LURE nessage MJUST NOT be
sent for an aborted nethod.

SSH MG _USERAUTH SUCCESS MUST be sent only once. Wen
SSH _MSG_USERAUTH_SUCCESS has been sent, any further authentication
requests received after that SHOULD be silently ignored.

Any non-aut hentication nessages sent by the client after the request
that resulted in SSH M5G USERAUTH SUCCESS bei ng sent MJST be passed
to the service being run on top of this protocol. Such nessages can
be identified by their nessage nunbers (see Section 6).
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5.2. The "none" Authentication Request

A client may request a list of authentication 'nethod nane’ val ues
that may continue by using the "none" authentication ’'method nane’.

If no authentication is needed for the user, the server MJST return
SSH MG _USERAUTH SUCCESS. O herwi se, the server MJST return

SSH MG _USERAUTH _FAI LURE and MAY return with it a list of methods
that may continue in its "authentications that can continue’ val ue.

This ' nmet hod name’ MUST NOT be listed as supported by the server.
5.3. Conpletion of User Authentication

Aut hentication is conplete when the server has responded with
SSH M5G _USERAUTH SUCCESS. All authentication rel ated nessages
recei ved after sending this nessage SHOULD be silently ignored.

After sending SSH M5G USERAUTH SUCCESS, the server starts the
requested servi ce.

5.4. Banner Message

In sonme jurisdictions, sending a warning nessage before

aut hentication nmay be relevant for getting |egal protection. Many
UNI X nachi nes, for exanple, nornally display text from/etc/issue,
use TCP wrappers, or simlar software to display a banner before
issuing a | ogin pronpt.

The SSH server may send an SSH MSG USERAUTH BANNER nessage at any
time after this authentication protocol starts and before

aut hentication is successful. This nessage contains text to be

di splayed to the client user before authentication is attenpted. The
format is as foll ows:

byt e SSH_MSG_USERAUTH_BANNER
string nessage in | SO 10646 UTF-8 encodi ng [ RFC3629]
string | anguage tag [ RFC3066]

By default, the client SHOULD display the 'message’ on the screen
However, since the 'nessage’ is likely to be sent for every login
attenpt, and since sone client software will need to open a separate
wi ndow for this warning, the client software nay allow the user to
explicitly disable the display of banners fromthe server. The
"message’ may consist of multiple lines, with line breaks indicated
by CRLF pairs.
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If the "nessage’ string is displayed, control character filtering,
di scussed in [ SSH ARCH], SHOULD be used to avoid attacks by sending
terminal control characters.

6. Authentication Protocol Message Nunbers

Al'l nmessage nunbers used by this authentication protocol are in the
range from50 to 79, which is part of the range reserved for
protocols running on top of the SSH transport |ayer protocol

Message nunbers of 80 and higher are reserved for protocols running
after this authentication protocol, so receiving one of them before
authentication is conplete is an error, to which the server MJST
respond by di sconnecting, preferably with a proper disconnect nessage
sent to ease troubl eshooti ng.

After successful authentication, such nmessages are passed to the
hi gher -1 evel service.

These are the general authentication nessage codes:

SSH_MSG_USERAUTH_REQUEST 50
SSH_MSG_USERAUTH_FAI LURE 51
SSH_MSG_USERAUTH_SUCCESS 52
SSH_MSG_USERAUTH_BANNER 53

In addition to the above, there is a range of message nunbers (60 to
79) reserved for nethod-specific nessages. These nmessages are only
sent by the server (client sends only SSH MSG USERAUTH REQUEST
nessages). Different authentication nmethods reuse the sane nessage
nunbers.

7. Public Key Authentication Method: "publickey"

The only REQUI RED aut hentication ’'method nane’ is "publickey”
authentication. Al inplenmentations MJST support this nethod;
however, not all users need to have public keys, and nost |oca
policies are not likely to require public key authentication for al
users in the near future

Wth this method, the possession of a private key serves as

aut hentication. This nethod works by sending a signature created
with a private key of the user. The server MJST check that the key
is avalid authenticator for the user, and MJST check that the
signature is valid. |[If both hold, the authentication request MJST be
accepted; otherwise, it MIST be rejected. Note that the server MAY
requi re additional authentications after successful authentication
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Private keys are often stored in an encrypted format the client
host, and the user nust supply a passphrase before the signature can
be generated. Even if they are not, the signing operation involves
some expensive conputation. To avoid unnecessary processing and user
interaction, the follow ng nessage is provided for querying whether
aut hentication using the "publickey" nmethod woul d be acceptabl e.

byt e SSH_MSG_USERAUTH_REQUEST

string user name in | SO 10646 UTF-8 encodi ng [ RFC3629]
string service name in US-ASCl

string "publ i ckey"

bool ean FALSE

string public key al gorithm nane

string public key bl ob

Public key algorithms are defined in the transport |ayer
specification [ SSH TRANS]. The '"public key blob’ may contain
certificates.

Any public key algorithmnmay be offered for use in authentication.
In particular, the list is not constrai ned by what was negoti at ed
during key exchange. |If the server does not support some al gorithm
it MUST sinply reject the request.

The server MUST respond to this nessage with either
SSH MG _USERAUTH FAI LURE or with the follow ng:

byt e SSH MSG_USERAUTH_PK_COK
string public key algorithm nane fromthe request
string public key blob fromthe request

To perform actual authentication, the client MAY then send a
signature generated using the private key. The client MAY send the
signature directly without first verifying whether the key is
acceptable. The signature is sent using the foll ow ng packet:

byt e SSH_MSG_USERAUTH_REQUEST

string user nane

string servi ce name

string "publ i ckey"

bool ean TRUE

string public key al gorithm nane

string public key to be used for authentication
string sighature
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The value of 'signature’ is a signature by the corresponding private
key over the followi ng data, in the follow ng order

string session identifier

byt e SSH _MSG_USERAUTH_REQUEST

string user nane

string servi ce nane

string “publ i ckey"

bool ean TRUE

string public key al gorithm nane

string public key to be used for authentication

When the server receives this nessage, it MJST check whether the
supplied key is acceptable for authentication, and if so, it MJST
check whether the signature is correct.

I f both checks succeed, this nethod is successful. Note that the
server may require additional authentications. The server MJST
respond with SSH MSG USERAUTH SUCCESS (if no nore authentications are
needed), or SSH MSG USERAUTH FAI LURE (if the request failed, or nore
aut henti cati ons are needed).

The foll owi ng net hod-specific nessage nunbers are used by the
“publ i ckey" authentication nethod.

SSH_MSG_USERAUTH_PK_OK 60
8. Password Authentication Method: "password"”
Password aut hentication uses the followi ng packets. Note that a

server MAY request that a user change the password. Al
i mpl enent ati ons SHOULD support password aut hentication

byte SSH_MSG_USERAUTH_REQUEST
string user namne

string servi ce nane

string "passwor d"

bool ean FALSE
string pl ai nt ext password in | SO 10646 UTF-8 encodi ng [ RFC3629]

Note that the ’plaintext password value is encoded in |SO 10646
UTF-8. It is up to the server howto interpret the password and
validate it against the password database. However, if the client
reads the password in sonme other encoding (e.g., 1SO 8859-1 - |SO
Latinl), it MJUST convert the password to | SO 10646 UTF-8 before
transmtting, and the server MJST convert the password to the
encodi ng used on that systemfor passwords.
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From an internationalization standpoint, it is desired that if a user
enters their password, the authentication process will work

regardl ess of what OS and client software the user is using. Doing
so requires normalization. Systems supporting non-ASCH| passwords
SHOULD al ways nornmal i ze passwords and user nanmes whenever they are
added to the database, or conpared (with or w thout hashing) to
existing entries in the database. SSH inplenentations that both
store the passwords and conpare them SHOULD use [ RFC4013] for
normal i zati on.

Note that even though the cleartext password is transmitted in the
packet, the entire packet is encrypted by the transport layer. Both
the server and the client should check whether the underlying
transport |ayer provides confidentiality (i.e., if encryption is
being used). |If no confidentiality is provided ("none" cipher),
password aut henticati on SHOULD be disabled. |If there is no
confidentiality or no MAC, password change SHOULD be di sabl ed.

Normal |y, the server responds to this nessage with success or
failure. However, if the password has expired, the server SHOULD

i ndicate this by responding with SSH MSG USERAUTH PASSWD CHANGEREQ
In any case, the server MJUST NOT all ow an expired password to be used
for authentication.

byt e SSH_MSG_USERAUTH_PASSWD_CHANGEREQ
string prompt in | SO 10646 UTF-8 encodi ng [ RFC3629]
string | anguage tag [ RFC3066]

In this case, the client MAY continue with a different authentication
net hod, or request a new password fromthe user and retry password
aut hentication using the foll owi ng nessage. The client MAY al so send
this nessage instead of the normal password authentication request

wi t hout the server asking for it.

byt e SSH_MSG_USERAUTH_REQUEST
string user nane

string servi ce nane

string "passwor d"

bool ean TRUE

string pl ai ntext old password in | SO 10646 UTF-8 encodi ng
[ RFC3629]

string pl ai nt ext new password in | SO 10646 UTF-8 encodi ng
[ RFC3629]

Yl onen & Lonvi ck St andards Track [ Page 11]



RFC 4252 SSH Aut henti cati on Protocol January 2006

The server nust reply to each request nessage with
SSH_MSG_USERAUTH_SUCCESS, SSH _MSG_USERAUTH_FAI LURE, or anot her
SSH M5G_USERAUTH_PASSWD CHANGEREQ. The meani ng of these is as
fol |l ows:

SSH MG _USERAUTH _SUCCESS - The password has been changed, and
aut henti cation has been successfully conpl et ed.

SSH M5G _USERAUTH_FAI LURE wi th partial success - The password has
been changed, but nore authentications are needed.

SSH MG _USERAUTH FAI LURE wi t hout partial success - The password
has not been changed. Either password changi ng was not supported,
or the old password was bad. Note that if the server has already
sent SSH MSG_USERAUTH PASSWD CHANGEREQ, we know that it supports
changi ng the password.

SSH MG _USERAUTH CHANGEREQ - The password was not changed because
the new password was not acceptable (e.g., too easy to guess).

The foll owi ng net hod-specific nessage nunbers are used by the
password aut henti cation nethod.

SSH MSG USERAUTH PASSWD CHANGEREQ 60
9. Host-Based Authentication: "hostbased"

Sone sites wish to allow authentication based on the host that the
user is comng fromand the user name on the rempte host. VWhile this
formof authentication is not suitable for high-security sites, it
can be very convenient in many environnents. This form of

aut hentication is OPTIONAL. When used, special care SHOULD be taken
to prevent a regular user from obtaining the private host key.

The client requests this formof authentication by sending the
following nmessage. It is simlar to the UNI X "rhosts" and

"hosts. equi v" styles of authentication, except that the identity of
the client host is checked nore rigorously.

Thi s method works by having the client send a signature created with
the private key of the client host, which the server checks wi th that
host’s public key. Once the client host’s identity is established,
aut horization (but no further authentication) is perforned based on
the user nanmes on the server and the client, and the client host
nane.
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byt e SSH_MSG_USERAUTH_REQUEST

string user nane

string servi ce name

string "host based"

string public key algorithmfor host key

string public host key and certificates for client host

string client host nane expressed as the FQDN i n US- ASCl

string user name on the client host in | SO 10646 UTF-8 encodi ng
[ RFC3629]

string signature

Public key algorithmnanes for use in '"public key algorithmfor host
key’ are defined in the transport |ayer specification [ SSH TRANS].
The " public host key and certificates for client host’ may include
certificates.

The value of 'signature’ is a signature with the private host key of
the following data, in this order

string session identifier

byt e SSH_MSG_USERAUTH_REQUEST

string user namne

string servi ce name

string "host based"

string public key algorithm for host key

string public host key and certificates for client host

string client host name expressed as the FQDN i n US- ASCI
string user name on the client host in |1SO 10646 UTF-8 encodi ng
[ RFC3629]

The server MUST verify that the host key actually belongs to the
client host nanmed in the nessage, that the given user on that host is
allowed to log in, and that the 'signature’ value is a valid
signature on the appropriate value by the given host key. The server
MAY ignore the client "user nanme’, if it wants to authenticate only
the client host.

Whenever possible, it is RECOWENDED that the server perform
addi ti onal checks to verify that the network address obtained from
the (untrusted) network matches the given client host name. This
makes expl oiting conmprom sed host keys nore difficult. Note that
this may require special handling for connections com ng through a
firewall.
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10. | ANA Consi derati ons

This docunent is part of a set. The I ANA considerations for the SSH
protocol, as defined in [SSH ARCH, [ SSH TRANS], [ SSH CONNECT], and
this document, are detailed in [ SSH NUVBERS] .

11. Security Considerations

The purpose of this protocol is to performclient user
authentication. It assumed that this runs over a secure transport
| ayer protocol, which has already authenticated the server machine,
est abl i shed an encrypted comuni cati ons channel, and conputed a

uni que session identifier for this session. The transport |ayer
provi des forward secrecy for password authentication and other

nmet hods that rely on secret data.

Ful | security considerations for this protocol are provided in

[ SSH ARCH] .

Yl onen & Lonvi ck St andards Track [ Page 14]



RFC 4252

12.

12.

12.

Yl onen & Lonvi ck

Ref er ences

SSH Aut henti cati on Protocol January 2006

1. Nornmtive References

[ SSH ARCH|

[ SSH- CONNECT]

[ SSH TRANS]

[ SSH NUVBERS]

Yl onen, T. and C. Lonvick, Ed., "The Secure Shell (SSH)
Protocol Architecture", RFC 4251, January 2006.

Yl onen, T. and C. Lonvick, Ed., "The Secure Shell (SSH)
Connection Protocol", RFC 4254, January 2006.

Yl onen, T. and C. Lonvick, Ed., "The Secure Shell (SSH)
Transport Layer Protocol", RFC 4253, January 2006.

Lehtinen, S. and C. Lonvick, Ed., "The Secure Shel
(SSH) Protocol Assigned Numbers", RFC 4250, January
2006.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renent Level s", BCP 14, RFC 2119, March 1997.

[ RFC2434] Narten, T. and H Alvestrand, "CGuidelines for Witing
an | ANA Consi derations Section in RFCs", BCP 26, RFC
2434, Cctober 1998.

[ RFC3066] Al vestrand, H., "Tags for the ldentification of
Languages", BCP 47, RFC 3066, January 2001.

[ RFC3629] Yergeau, F., "UTF-8, a transformation format of 1SO
10646", STD 63, RFC 3629, Novenber 2003.

[ RFC4013] Zeilenga, K., "SASLprep: Stringprep Profile for User
Names and Passwords", RFC 4013, February 2005.

2. Informative References

[ssh-1.2.30] VYlonen, T., "ssh-1.2.30/RFC', File within conpressed

tarball ftp://ftp.funet.fi/pub/unix/security/login/
ssh/ssh-1.2.30.tar.gz, Novenber 1995.

St andards Track [ Page 15]



RFC 4252 SSH Aut henti cati on Protocol January 2006

Aut hors’ Addr esses

Tatu Yl onen

SSH Comuni cations Security Corp
Valinotie 17

00380 Hel sink

Fi nl and

EMai | : yl o@sh. com

Chris Lonvick (editor)
Cisco Systens, Inc.

12515 Research Bl vd
Austin 78759

USA

EMai | : cl onvi ck@i sco. com

Tradenmar k Notice

"ssh" is a registered trademark in the United States and/or other
countri es.

Yl onen & Lonvi ck St andards Track [ Page 16]



RFC 4252 SSH Aut henti cati on Protocol January 2006

Ful | Copyright Statenent
Copyright (C The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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