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Abst r act

Secure Shell (SSH) is a protocol for secure renote |ogin and ot her
secure network services over an insecure network.

Thi s docunent describes the SSH Connection Protocol. It provides
interactive |login sessions, renote execution of comrands, forwarded
TCP/ | P connections, and forwarded X11 connections. All of these
channels are nultiplexed into a single encrypted tunnel

The SSH Connecti on Protocol has been designed to run on top of the
SSH transport |ayer and user authentication protocols.
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1. Introduction

The SSH Connecti on Protocol has been designed to run on top of the
SSH transport |ayer and user authentication protocols ([SSH TRANS]
and [ SSH USERAUTH]). It provides interactive |ogin sessions, renote
execution of commands, forwarded TCP/|P connections, and forwarded
X11 connecti ons.

The ’service name’ for this protocol is "ssh-connection”.
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Thi s docunent should be read only after reading the SSH architecture
docunent [SSH ARCH]. This docunent freely uses term nol ogy and
notation fromthe architecture docunment w thout reference or further
expl anat i on.

2. Contributors

The major original contributors of this set of docunents have been
Tatu Ylonen, Tero Kivinen, Tinmo J. Rinne, Sam Lehtinen (all of SSH
Conmuni cati ons Security Corp), and Markku-Juhani O Saarinen
(University of Jyvaskyla). Darren Mffat was the original editor of
this set of docunents and al so made very substantial contributions.

Many people contributed to the devel opment of this docunent over the
years. People who shoul d be acknow edged include Mats Andersson, Ben
Harris, Bill Somrerfeld, Brent McClure, Niels Moller, Damien MIler
Der ek Fawcus, Frank Cusack, Hei kki Nousi ai nen, Jakob Schlyter, Jeff
Van Dyke, Jeffrey Altman, Jeffrey Hutzel man, Jon Bright, Joseph

Gal braith, Ken Hornstein, Markus Friedl, Martin Forssen, N col as
WIllians, N els Provos, Perry Metzger, Peter Gutmann, Sinon
Josefsson, Sinmon Tatham Wi Dai, Denis Bider, der Muse, and
Tadayoshi Kohno. Listing their names here does not mean that they
endorse this docunent, but that they have contributed to it.

3. Conventions Used in This Document

Al'l docunents related to the SSH protocols shall use the keywords
"MUST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT", "SHOULD',
"SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTI ONAL" to describe
requirenents. These keywords are to be interpreted as described in
[ RFC2119] .

The keywords "PRIVATE USE", "H ERARCH CAL ALLOCATI ON', "FI RST COVE
FI RST SERVED', "EXPERT REVI EW, "SPECI FI CATI ON REQUI RED', "I ESG
APPROVAL", "1 ETF CONSENSUS', and "STANDARDS ACTI ON' that appear in
this docunment when used to describe nanespace all ocation are to be
interpreted as described in [ RFC2434].

Protocol fields and possible values to fill themare defined in this
set of docunents. Protocol fields will be defined in the nessage
definitions. As an exanple, SSH MS5G CHANNEL DATA is defined as
fol |l ows.

byt e SSH _MSG_CHANNEL _DATA

ui nt 32 reci pi ent channe

string dat a
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Thr oughout these docunents, when the fields are referenced, they wll
appear within single quotes. Wen values to fill those fields are
referenced, they will appear wthin double quotes. Using the above
exanpl e, possible values for 'data’ are "foo" and "bar".

4. dobal Requests

There are several kinds of requests that affect the state of the
renote end gl obally, independent of any channels. An exanple is a
request to start TCP/IP forwarding for a specific port. Note that
both the client and server MAY send gl obal requests at any time, and
the receiver MJUST respond appropriately. Al such requests use the
foll owi ng fornat

byt e SSH _MSG_GLOBAL_REQUEST
string request nane in US-ASCI| only
bool ean want reply

request-specific data foll ows

The val ue of ’'request nanme’ follows the DNS extensibility nam ng
convention outlined in [ SSH ARCH .

The recipient will respond to this nessage with
SSH MSG_REQUEST_SUCCESS or SSH MSG REQUEST_FAILURE if 'want reply’ is
TRUE.

byt e SSH _MSG_REQUEST_SUCCESS
.. response specific data

Usual |y, the 'response specific data’ is non-existent.

If the recipient does not recognize or support the request, it sinply
responds with SSH MSG REQUEST_ FAI LURE

byt e SSH_MSG_REQUEST_FAI LURE

In general, the reply nmessages do not include request type
identifiers. To make it possible for the originator of a request to
identify to which request each reply refers, it is REQU RED t hat
replies to SSH M5G GLOBAL_REQUESTS MJST be sent in the sane order as
the correspondi ng request nessages. For channel requests, replies
that relate to the sane channel MJST also be replied to in the right
order. However, channel requests for distinct channels MAY be
replied to out-of-order.
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5. Channel Mechani sm

Al'l terminal sessions, forwarded connections, etc., are channels.
Ei ther side may open a channel. Miltiple channels are multiplexed
into a single connection

Channel s are identified by nunbers at each end. The nunber referring
to a channel nmay be different on each side. Requests to open a
channel contain the sender’s channel nunber. Any other channel -

rel ated nessages contain the recipient’s channel nunmber for the
channel

Channels are flowcontrolled. No data may be sent to a channel unti
a nessage is received to indicate that wi ndow space is avail abl e.

5.1. Opening a Channe

When either side wishes to open a new channel, it allocates a | oca
nunber for the channel. It then sends the follow ng nessage to the
ot her side, and includes the |Iocal channel nunber and initial w ndow
size in the nessage.

byt e SSH_MSG_CHANNEL _OPEN

string channel type in US-ASCI|l only
ui nt 32 sender channe

ui nt 32 initial w ndow size

ui nt 32 maxi mum packet size

channel type specific data foll ows

The 'channel type’ is a nane, as described in [ SSH ARCH and

[ SSH- NUMBERS], with simlar extension mechanisns. The ’'sender
channel’ is a local identifier for the channel used by the sender of
this nmessage. The 'initial w ndow size’ specifies how nmany bytes of
channel data can be sent to the sender of this message w t hout
adjusting the wi ndow. The ’maxi mum packet size specifies the
maxi mum si ze of an individual data packet that can be sent to the
sender. For exanple, one mght want to use snaller packets for

i nteractive connections to get better interactive response on slow
links.

The renote side then deci des whether it can open the channel, and

responds with either SSH MSG CHANNEL OPEN CONFI RVATI ON or
SSH_MSG_CHANNEL _OPEN_FAI LURE
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byt e SSH_MSG_CHANNEL _OPEN_CONFI RVATI ON
ui nt 32 reci pi ent channe

ui nt 32 sender channe

ui nt 32 initial w ndow size

ui nt 32 maxi mum packet size

channel type specific data foll ows

The ’'recipient channel’ is the channel number given in the origina
open request, and ’'sender channel’ is the channel nunber allocated by
the ot her side.

byt e SSH_MSG_CHANNEL_OPEN_FAI LURE

ui nt 32 reci pi ent channe

ui nt 32 reason code

string description in |1 SO 10646 UTF-8 encodi ng [ RFC3629]
string | anguage tag [ RFC3066]

If the recipient of the SSH MSG CHANNEL OPEN nessage does not support
the specified 'channel type', it sinply responds with

SSH M5G CHANNEL OPEN FAI LURE. The client MAY show the 'description’
string to the user. |If this is done, the client software should take
the precautions discussed in [ SSH ARCH| .

The SSH MSG CHANNEL OPEN FAI LURE 'reason code’ values are defined in

the following table. Note that the values for the 'reason code’ are

given in decimal format for readability, but they are actually uint32
val ues.

Synbol i ¢ name reason code
SSH_OPEN_ADM NI STRATI VELY_PRCHI Bl TED 1
SSH_OPEN_CONNECT_FAI LED 2
SSH_OPEN_UNKNOMN_CHANNEL _TYPE 3
SSH_OPEN_RESOURCE_SHORTAGE 4

Requests for assignnments of new SSH MSG CHANNEL OPEN 'reason code’

val ues (and associ ated 'description’ text) in the range of 0x00000005
t o OxFDFFFFFF MJST be done through the | ETF CONSENSUS net hod, as
described in [RFC2434]. The IANA will not assign Channel Connection
Failure ’'reason code’ values in the range of OxFEOO0000 to
OXFFFFFFFF.  Channel Connection Failure 'reason code’ values in that
range are |left for PRI VATE USE, as described in [RFC2434].

Wiile it is understood that the IANA will have no control over the
range of OxFEO00000 to OxXFFFFFFFF, this range will be split in two
parts and adm ni stered by the foll ow ng conventions.
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o The range of OxFEO00000 to OXFEFFFFFF is to be used in conjunction
with locally assigned channels. For exanmple, if a channel is
proposed with a ’'channel type’ of "exanple_session@xanple.cont
but fails, then the response will contain either a ’'reason code
assigned by the 1 ANA (as |isted above and in the range of
0x00000001 to OxFDFFFFFF) or a locally assigned value in the range
of OxFEO00000 to OXFEFFFFFF. Naturally, if the server does not
understand the proposed 'channel type', even if it is a locally
defined ' channel type’, then the 'reason code’ MJST be 0x00000003,
as described above, if the 'reason code’ is sent. |If the server
does understand the 'channel type’, but the channel still fails to
open, then the server SHOULD respond with a | ocally assigned
"reason code’ value consistent with the proposed, |ocal ’'channe
type'. It is assuned that practitioners will first attenpt to use
the | ANA assigned 'reason code’ values and then docunent their
| ocal | y assigned ’'reason code’ val ues.

o There are no restrictions or suggestions for the range starting
with OxFF. No interoperability is expected for anything used in
this range. Essentially, it is for experinentation

5.2. Data Transfer

The wi ndow si ze specifies how nany bytes the other party can send
before it nust wait for the window to be adjusted. Both parties use
the follow ng nessage to adjust the wi ndow.

byt e SSH_MSG_CHANNEL_W NDOW ADJUST
ui nt 32 reci pi ent channe
ui nt 32 bytes to add

After receiving this nessage, the recipient MAY send the given nunber
of bytes nore than it was previously allowed to send; the w ndow size
is increnmented. |nplenmentations MJST correctly handl e wi ndow si zes
of up to 2732 - 1 bytes. The wi ndow MJST NOT be increased above

2732 - 1 bytes.

Data transfer is done with nessages of the follow ng type.

byt e SSH _MSG_CHANNEL _DATA
ui nt 32 reci pi ent channe
string dat a

The maxi mum amount of data allowed is deternined by the naxi mum
packet size for the channel, and the current w ndow size, whichever
is smaller. The window size is decremented by the anpbunt of data
sent. Both parties MAY ignore all extra data sent after the all owed
wi ndow i s enpty.

Yl onen & Lonvi ck St andards Track [ Page 7]



RFC 4254 SSH Connecti on Protocol January 2006

| mpl enent ati ons are expected to have sone limt on the SSH transport

| ayer packet size (any limt for received packets MJST be 32768 bytes
or larger, as described in [SSH TRANS]). The inplenentation of the
SSH connection | ayer

o MJST NOT advertise a maxi num packet size that would result in
transport packets larger than its transport layer is willing to
receive.

o MJST NOT generate data packets larger than its transport |ayer is
willing to send, even if the renmbte end would be willing to accept
very | arge packets.

Addi tionally, sone channels can transfer several types of data. An
exanple of this is stderr data frominteractive sessions. Such data
can be passed with SSH MSG CHANNEL EXTENDED DATA nessages, where a
separate integer specifies the type of data. The avail able types and
their interpretation depend on the type of channel

byt e SSH_MSG_CHANNEL _EXTENDED DATA
ui nt 32 reci pi ent channe

ui nt 32 dat a_t ype_code

string dat a

Data sent with these nessages consunes the sanme w ndow as ordi nary
dat a.

Currently, only the following type is defined. Note that the value
for the "data_type code’ is given in decimal format for readability,
but the values are actually uint32 val ues.

Synbol i ¢ nane dat a_type_code

SSH_EXTENDED DATA STDERR 1

Ext ended Channel Data Transfer 'data_ type code’ val ues MJST be

assi gned sequentially. Requests for assignnents of new Extended
Channel Data Transfer 'data type code’ values and their associated
Ext ended Channel Data Transfer 'data’ strings, in the range of
0x00000002 to OxFDFFFFFF, MJST be done through the | ETF CONSENSUS
met hod as described in [ RFC2434]. The I1ANA will not assign Extended
Channel Data Transfer 'data type code’ values in the range of
OxFEOO0000 to OxFFFFFFFF. Extended Channel Data Transfer

"data_type _code’ values in that range are left for PRI VATE USE, as
described in [RFC2434]. As is noted, the actual instructions to the
| ANA are in [ SSH NUVBERS] .
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5.3. dosing a Channel

When a party will no longer send nore data to a channel, it SHOULD
send SSH MSG_CHANNEL EOCF.

byt e SSH_MSG_CHANNEL _EOF
ui nt 32 reci pi ent channe

No explicit response is sent to this nmessage. However, the
application my send EOF to whatever is at the other end of the
channel. Note that the channel remmins open after this nessage, and
nore data may still be sent in the other direction. This nmessage
does not consune wi ndow space and can be sent even if no w ndow space
is avail able.

VWhen either party wishes to termnate the channel, it sends

SSH M5G CHANNEL_CLOSE. Upon receiving this message, a party MJST
send back an SSH MSG CHANNEL CLOSE unless it has already sent this
nessage for the channel. The channel is considered closed for a
party when it has both sent and received SSH MSG CHANNEL CLOSE, and
the party may then reuse the channel nunber. A party MAY send

SSH MSG _CHANNEL CLOSE wi t hout having sent or received
SSH_MSG_CHANNEL _ECF.

byt e SSH_MSG_CHANNEL_CLOSE
ui nt 32 reci pi ent channe

Thi s message does not consune w ndow space and can be sent even if no
wi ndow space is avail abl e.

It is RECOWENDED that all data sent before this nessage be delivered
to the actual destination, if possible.

5.4. Channel - Speci fi ¢ Requests

Many ' channel type’ val ues have extensions that are specific to that
particular 'channel type’'. An exanple is requesting a pty (pseudo
terminal) for an interactive session

Al'l channel -specific requests use the follow ng format.

byt e SSH_MSG_CHANNEL _REQUEST
ui nt 32 reci pi ent channe
string request type in US-ASCI|I characters only
bool ean  want reply
type-specific data foll ows
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6.

1

If "want reply’ is FALSE, no response will be sent to the request.

O herwi se, the recipient responds with either

SSH MSG_CHANNEL _SUCCESS, SSH MSG CHANNEL_FAI LURE, or request-specific
continuati on messages. |If the request is not recognized or is not
supported for the channel, SSH MSG CHANNEL_ FAI LURE is returned.

Thi s message does not consune w ndow space and can be sent even if no
wi ndow space is available. The values of 'request type' are local to
each channel type

The client is allowed to send further nessages w thout waiting for
the response to the request.

"request type' names follow the DNS extensibility nam ng convention
outlined in [ SSH ARCH and [ SSH NUVBERS] .

byt e SSH_MSG_CHANNEL _ SUCCESS
ui nt 32 reci pi ent channe
byt e SSH_MSG_CHANNEL _FAI LURE
ui nt 32 reci pi ent channe

These nessages do not consune w ndow space and can be sent even if no
wi ndow space is avail abl e.

I nteractive Sessions
A session is a renpote execution of a program The program may be a
shel |, an application, a system comand, or sonme built-in subsystem
It may or may not have a tty, and nay or may not involve X11
forwarding. Miltiple sessions can be active sinultaneously.

Openi ng a Session

A session is started by sending the foll ow ng nessage.

byt e SSH_MSG_CHANNEL_OPEN
string "session"

ui nt 32 sender channe

ui nt 32 initial w ndow size
ui nt 32 maxi mum packet size

Client inplenentations SHOULD rej ect any session channel open
requests to make it nore difficult for a corrupt server to attack the
client.
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6.2. Requesting a Pseudo-Term na

A pseudo-terminal can be allocated for the session by sending the
fol | owi ng message.

byt e SSH_MSG_CHANNEL _REQUEST

ui nt 32 reci pi ent channe

string "pty-req"”

bool ean  want_reply

string TERM envi ronnent vari abl e value (e.g., vt100)
ui nt 32 term nal width, characters (e.g., 80)

ui nt 32 term nal height, rows (e.g., 24)

ui nt 32 termnal width, pixels (e.g., 640)
ui nt 32 term nal height, pixels (e.g., 480)
string encoded termnal nodes

The ’encoded term nal nodes’ are described in Section 8. Zero
di nensi on paraneters MJST be ignored. The character/row di nensions
override the pixel dinensions (when nonzero). Pixel dinensions refer
to the drawabl e area of the w ndow.
The di nensi on paraneters are only informational
The client SHOULD i gnore pty requests.

6.3. X11 Forwarding

6.3.1. Requesting X11 Forwardi ng

X11 forwardi ng may be requested for a session by sending a
SSH_MSG_CHANNEL _REQUEST nessage

byt e SSH_MSG_CHANNEL_REQUEST
ui nt 32 reci pi ent channe
string "x11-req"

bool ean want reply
bool ean singl e connection

string x11 aut hentication protoco
string x11 aut henticati on cookie
ui nt 32 x11 screen numnber

It is RECOWENDED that the 'x11 authentication cookie' that is sent
be a fake, random cookie, and that the cookie be checked and repl aced
by the real cookie when a connection request is received.

X11 connection forwardi ng shoul d stop when the session channel is

cl osed. However, already opened forwardi ngs should not be
automatically closed when the session channel is closed.
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If "single connection’ is TRUE, only a single connection should be
forwarded. No npbre connections will be forwarded after the first, or
after the session channel has been cl osed.

The ' x11 authentication protocol’ is the name of the X11
aut hentication nethod used, e.g., "M T-MAG C- COXI E-1".

The ' x11 authentication cooki e’ MJST be hexadeci mal encoded.
The X Protocol is docunented in [ SCHElI FLER] .
6.3.2. Xl1l1 Channels
X11 channel s are opened with a channel open request. The resulting

channel s are independent of the session, and closing the session
channel does not close the forwarded X11 channel s.

byt e SSH_MSG_CHANNEL _OPEN

string "x11"

ui nt 32 sender channe

ui nt 32 initial w ndow size

ui nt 32 maxi mum packet size

string originator address (e.g., "192.168.7.38")
ui nt 32 originator port

The reci pient should respond with SSH MSG CHANNEL OPEN_ CONFI RVATI ON
or SSH MSG _CHANNEL OPEN FAI LURE

| mpl ement ati ons MUST reject any X11 channel open requests if they
have not requested X11 forwardi ng.

6.4. Environnment Variabl e Passing

Envi ronnment vari abl es may be passed to the shell/comand to be
started later. Uncontrolled setting of environment variables in a
privileged process can be a security hazard. It is recommended that
i npl enentations either maintain a list of allowable variable names or
only set environnment variables after the server process has dropped
sufficient privileges.

byt e SSH_MSG_CHANNEL _REQUEST
ui nt 32 reci pi ent channe

string "env"

bool ean  want reply

string vari abl e nane

string vari abl e val ue
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6.5. Starting a Shell or a Command

Once the session has been set up, a programis started at the renote
end. The programcan be a shell, an application program or a
subsystemwi th a host-independent name. Only one of these requests
can succeed per channel

byt e SSH_MSG_CHANNEL_REQUEST
ui nt 32 reci pi ent channe
string "shel I'"

bool ean want reply

This nmessage will request that the user’s default shell (typically
defined in /etc/passwd in UNI X systens) be started at the other end.

byt e SSH MSG_CHANNEL _REQUEST
ui nt 32 reci pi ent channe
string "exec"
bool ean want reply
string conmand
This message will request that the server start the execution of the

gi ven command. The 'conmand’ string may contain a path. Norma
precauti ons MJST be taken to prevent the execution of unauthorized

comands.
byt e SSH MSG_CHANNEL _REQUEST
ui nt 32 reci pi ent channe
string "subsyst ent
bool ean want reply
string subsyst em nane

This last formexecutes a predefined subsystem It is expected that

these will include a general file transfer mechanism and possibly
other features. |Inplenentations may al so all ow configuring nmore such
mechani sns. As the user’s shell is usually used to execute the

subsystem it is advisable for the subsystem protocol to have a
"magi ¢ cookie" at the beginning of the protocol transaction to

di stinguish it fromarbitrary output generated by shel

initialization scripts, etc. This spurious output fromthe shell may
be filtered out either at the server or at the client.

The server SHOULD NOT halt the execution of the protocol stack when
starting a shell or a program Al input and output fromthese
SHOULD be redirected to the channel or to the encrypted tunnel

It is RECOWENDED that the reply to these nessages be requested and
checked. The client SHOULD i gnore these nessages.
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Subsystem nanes follow the DNS extensibility nam ng convention
outlined in [ SSH NUMBERS] .

6.6. Session Data Transfer
Data transfer for a session is done using SSH M5G CHANNEL DATA and
SSH MG _CHANNEL EXTENDED DATA packets and the wi ndow nechanism The
extended data type SSH EXTENDED DATA STDERR has been defined for
stderr data.

6.7. Wndow D nensi on Change Message

When the wi ndow (terminal) size changes on the client side, it MY
send a nmessage to the other side to informit of the new di nensions.

byte SSH _MSG_CHANNEL REQUEST
ui nt 32 reci pi ent channe

string "wi ndow change"

bool ean FALSE

ui nt 32 term nal wi dth, colums
ui nt 32 term nal height, rows

ui nt 32 term nal width, pixels
ui nt 32 term nal height, pixels

A response SHOULD NOT be sent to this nessage.
6.8. Local Flow Contro

On many systems, it is possible to determine if a pseudo-termnal is
using control-S/control-Q flow control. When flow control is
allowed, it is often desirable to do the flow control at the client
end to speed up responses to user requests. This is facilitated by
the following notification. Initially, the server is responsible for
flow control. (Here, again, client means the side originating the
session, and server means the other side.)

The nessage below is used by the server to informthe client when it
can or cannot performflow control (control-S/control-Q processing).
If "client can do’ is TRUE, the client is allowed to do flow contro
using control-S and control-Q The client MAY ignhore this nessage

byt e SSH_MSG_CHANNEL _REQUEST
ui nt 32 reci pi ent channe
string "xon-xof f"

bool ean FALSE
bool ean client can do

No response is sent to this nessage.
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6.9. Signals

A signal can be delivered to the renpte process/service using the
foll owi ng message. Some systenms may not inplement signals, in which
case they SHOULD i gnore this message.

byt e SSH_MSG_CHANNEL _REQUEST
ui nt 32 reci pi ent channe
string "signal "
bool ean FALSE
string signal nane (wthout the "SIG prefix)
"signal nane’ values will be encoded as di scussed in the passage

descri bi ng SSH MSG CHANNEL REQUEST nessages using "exit-signal" in
this section.

6.10. Returning Exit Status

When the conmand running at the other end terninates, the follow ng
nessage can be sent to return the exit status of the command.
Returning the status is RECOWENDED. No acknow edgenent is sent for
this nessage. The channel needs to be closed with

SSH M5G CHANNEL_CLOSE after this nessage.

The client MAY ignore these nessages.

byt e SSH MSG_CHANNEL _REQUEST
ui nt 32 reci pi ent channe

string "exit-status”

bool ean FALSE

ui nt 32 exit_status

The renote comuand may also terminate violently due to a signal
Such a condition can be indicated by the foll owi ng nessage. A zero
"exit_status’ usually nmeans that the conmand term nated successfully.

byt e SSH_MSG_CHANNEL _REQUEST

ui nt 32 reci pi ent channe

string "exit-signal"

bool ean FALSE

string signal nane (wthout the "SIG prefix)

bool ean core dunped
string error nmessage in | SO 10646 UTF-8 encodi ng
string | anguage tag [ RFC3066]
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The 'signal nane’ is one of the following (these are from[PQCSI X]).

ABRT
ALRM
FPE
HUP
I LL
| NT
KI LL
Pl PE
QT
SEGV
TERM
USRL
USR2

Addi ti onal ’signal nane’ val ues MAY be sent in the format
"sig-nane@yz", where "sig-nane" and "xyz" may be anything a
particul ar inplementer wants (except the "@ sign). However, it is
suggested that if a 'configure' script is used, any non-standard
"signal nane’ values it finds be encoded as "SI G&yz. config. guess",
where "SIG is the 'signal nane’ without the "SIG prefix, and "xyz"
is the host type, as determ ned by "config. guess”.

The 'error nessage’ contains an additional textual explanation of the
error nmessage. The nessage nay consist of nultiple |ines separated
by CRLF (Carriage Return - Line Feed) pairs. The client software MAY
di splay this message to the user. |If this is done, the client
software shoul d take the precautions discussed in [ SSH ARCH] .

7. TCP/IP Port Forwarding
7.1. Requesting Port Forwarding

A party need not explicitly request forwardings fromits own end to
the other direction. However, if it wi shes that connections to a
port on the other side be forwarded to the local side, it nust
explicitly request this.

byte SSH MSG_GLOBAL_REQUEST

string "t cpi p-forward”

bool ean want reply

string address to bind (e.g., "0.0.0.0")
ui nt 32 port nunber to bind
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The 'address to bind and 'port nunber to bind specify the IP
address (or domain nane) and port on which connections for forwarding
are to be accepted. Sone strings used for 'address to bind have
speci al - case semanti cs.

o] neans that connections are to be accepted on all protoco
fam lies supported by the SSH i npl enentati on.

o "0.0.0.0" nmeans to listen on all 1Pv4 addresses.

o "::" means to listen on all |Pv6 addresses.

o "localhost" neans to listen on all protocol famlies supported by
the SSH i npl enentati on on | oopback addresses only ([RFC3330] and
[ RFC3513]).

o "127.0.0.1" and "::1" indicate listening on the | oopback
interfaces for IPv4 and |1 Pv6, respectively.

Note that the client can still filter connections based on
i nformati on passed in the open request.

| mpl ement ati ons should only allow forwarding privileged ports if the
user has been authenticated as a privil eged user

Client inplenentations SHOULD reject these nessages; they are
normally only sent by the client.

If a client passes 0 as port number to bind and has "want reply’ as
TRUE, then the server allocates the next avail able unprivil eged port
nunber and replies with the foll owi ng nmessage; otherwi se, there is no
response-specific data.

byt e SSH MSG_REQUEST_SUCCESS
ui nt 32 port that was bound on the server

A port forwarding can be canceled with the followi ng nessage. Note
that channel open requests nmay be received until a reply to this
nessage i s received.

byt e SSH MSG_GLOBAL_REQUEST

string "cancel -t cpi p-forward"

bool ean want reply

string address_to_bind (e.g., "127.0.0.1")
ui nt 32 port nunber to bind

Client inplenentations SHOULD reject these nessages; they are
normally only sent by the client.
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7.2. TCP/IP Forwarding Channel s

When a connection comes to a port for which rempte forwardi ng has
been requested, a channel is opened to forward the port to the other

si de.
byt e SSH_MSG_CHANNEL _OPEN
string "forwarded-tcpip"
ui nt 32 sender channe
ui nt 32 initial w ndow size
ui nt 32 maxi mum packet size
string address that was connected
ui nt 32 port that was connected
string originator |P address
ui nt 32 origi nator port

| mpl ement ati ons MUST reject these nessages unl ess they have
previously requested a remote TCP/IP port forwarding with the given
port nunber.

When a connection conmes to a locally forwarded TCP/ I P port, the

foll owi ng packet is sent to the other side. Note that these messages
MAY al so be sent for ports for which no forwardi ng has been
explicitly requested. The receiving side nust deci de whether to

al | ow the forwarding.

byt e SSH_MSG_CHANNEL _OPEN
string "direct-tcpip"

ui nt 32 sender channe

ui nt 32 initial w ndow size
ui nt 32 maxi mum packet size
string host to connect

ui nt 32 port to connect
string originator |P address
ui nt 32 origi nator port

The 'host to connect’ and 'port to connect’ specify the TCP/IP host
and port where the recipient should connect the channel. The ’host
to connect’ may be either a domain nane or a nuneric |P address.

The ’"originator IP address’ is the numeric | P address of the nachine
fromwhere the connection request originates, and the ’'originator
port’ is the port on the host fromwhere the connection origi nated.

Forwarded TCP/I P channel s are independent of any sessions, and

cl osing a session channel does not in any way inply that forwarded
connections shoul d be cl osed.
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8.

Client inplenentations SHOULD reject direct TCP/IP open requests for
security reasons.

Encodi ng of Term nal Modes

Al'l "encoded term nal nodes’ (as passed in a pty request) are encoded
into a byte stream It is intended that the coding be portable
across different environments. The stream consists of opcode-
argunent pairs wherein the opcode is a byte value. Opcodes 1 to 159
have a single uint32 argument. Opcodes 160 to 255 are not yet
defined, and cause parsing to stop (they should only be used after
any other data). The streamis term nated by opcode TTY_OP_END
(0x00).

The client SHOULD put any nodes it knows about in the stream and the
server MAY ignore any nodes it does not know about. This allows some
degree of machi ne-i ndependence, at |east between systens that use a
PCSI X-1i ke tty interface. The protocol can support other systens as
well, but the client may need to fill reasonabl e values for a nunber
of paraneters so the server pty gets set to a reasonable node (the
server | eaves all unspecified node bits in their default val ues, and
only sone conbi nati ons nmake sense).

The nam ng of opcode values nostly follows the POSI X term nal node
flags. The follow ng opcode val ues have been defined. Note that the
val ues given below are in decimal format for readability, but they
are actually byte val ues.

opcode mmenonic description
0 TTY_OP_END Indicates end of options.
1 VI NTR Interrupt character; 255 if none. Sinilarly

for the other characters. Not all of these
characters are supported on all systens.

2 VQUI T The quit character (sends SIGQU T signal on
PCSI X systens).

3 VERASE Erase the character to | eft of the cursor

4 VKI LL Kill the current input |ine.

5 VECF End-of -file character (sends ECF fromthe
term nal).

6 VECL End-of -1ine character in addition to
carriage return and/or |inefeed.

7 VEQOL2 Addi tional end-of-line character.

8 VSTART Conti nues paused output (normally
control -Q.

9 VSTOP Pauses output (normally control-S)

10 VSUSP Suspends the current program

11 VDSUSP Anot her suspend character.
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12 VREPRI NT Reprints the current input line.

13 VVERASE Erases a word left of cursor.

14 VLNEXT Enter the next character typed literally,
even if it is a special character

15 VFLUSH Character to flush output.

16 VSWICH Switch to a different shell |ayer.

17 VSTATUS Prints systemstatus line (load, comand,
pid, etc).

18 VDI SCARD Toggl es the flushing of term nal output.

30 | GNPAR The ignore parity flag. The paraneter

SHOULD be 0 if this flag is FALSE,
and 1 if it is TRUE

31 PARVRK Mark parity and fram ng errors.
32 I NPCK Enabl e checking of parity errors.
33 | STRI P Strip 8h bit off characters.
34 I NLCR Map NL into CR on input.
35 | G\NCR I gnore CR on input.
36 I CRNL Map CR to NL on input.
37 | UCLC Transl at e uppercase characters to
| ower case.
38 | XON Enabl e output flow control.
39 | XANY Any char will restart after stop.
40 | XOFF Enabl e i nput flow control.
41 | MAXBEL Ring bell on input queue full.
50 I SIG Enabl e signals INTR, QU T, [D] SUSP.
51 | CANON Canoni cal i ze i nput |ines.
52 XCASE Enabl e i nput and out put of uppercase

characters by preceding their |owercase
equi valents with "\".

53 ECHO Enabl e echoi ng.

54 ECHOE Vi sual |y erase chars.

55 ECHOK Kill character discards current I|ine.

56 ECHONL Echo NL even if ECHO is off.

57 NOFLSH Don’t flush after interrupt.

58 TOSTOP St op background j obs from out put.

59 | EXTEN Enabl e ext ensi ons.

60 ECHOCTL Echo control characters as ~(Char).

61 ECHOKE Vi sual erase for line kill.

62 PENDI N Ret ype pendi ng i nput.

70 OPOST Enabl e out put processi ng.

71 aLcuc Convert | owercase to uppercase.

72 ONLCR Map NL to CR-NL.

73 OCRNL Transl ate carriage return to newine
(out put).

74 ONOCR Translate newine to carriage
return-new i ne (output).

75 ONLRET Newl i ne perfornms a carriage return
(out put).
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90 Cs7 7 bit node.

91 Cs8 8 bit node.

92 PARENB Parity enabl e.

93 PARCDD Qdd parity, else even.

128 TTY_OP_I SPEED Specifies the input baud rate in
bits per second.

129 TTY_OP_OSPEED Specifies the output baud rate in
bits per second.

9. Summary of Message Nunbers

The following is a sumary of nessages and their associ ated nessage

nunber .
SSH MSG GL.OBAL_REQUEST 80
SSH MSG REQUEST_SUCCESS 81
SSH MSG _REQUEST_FAI LURE 82
SSH MSG_CHANNEL OPEN 90
SSH MSG_CHANNEL OPEN_CONFI RVATI ON 91
SSH _MSG_CHANNEL _OPEN_FAI LURE 92
SSH MSG_CHANNEL W NDOW ADJUST 93
SSH MSG_CHANNEL DATA 94
SSH MSG_CHANNEL EXTENDED DATA 95
SSH MSG CHANNEL ECF 96
SSH MSG_CHANNEL CLOSE 97
SSH MSG_CHANNEL REQUEST 98
SSH MSG_CHANNEL SUCCESS 99
SSH MSG_CHANNEL FAI LURE 100

10. | ANA Consi derati ons

This docunent is part of a set. The I ANA considerations for the SSH
protocol as defined in [ SSH ARCH], [SSH TRANS], [ SSH USERAUTH], and
this document, are detailed in [ SSH NUVBERS] .

11. Security Considerations

This protocol is assumed to run on top of a secure, authenticated
transport. User authentication and protection agai nst network-Ievel
attacks are assunmed to be provided by the underlying protocols.

Ful | security considerations for this protocol are provided in

[ SSH ARCH]. Specific to this docunent, it is RECOMMENDED t hat

i mpl ement ations disable all the potentially dangerous features (e.g.,
agent forwardi ng, X11 forwarding, and TCP/IP forwarding) if the host
key has changed wi t hout notice or explanation.
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