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Abst r act
Thi s docunent describes the "extended community" BGP-4 attribute.
This attribute provides a mechanismfor |abeling information carried
in BGP-4. These | abels can be used to control the distribution of
this information, or for other applications.
1. Introduction
The Extended Community Attribute provides a mechanismfor |abeling
information carried in BGP-4 [BGP-4]. It provides two inportant
enhancenents over the existing BGP Community Attribute [RFC1997]:

- An extended range, ensuring that communities can be assigned for
a plethora of uses, w thout fear of overlap

- The addition of a Type field provides structure for the
conmuni ty space

The addition of structure allows the usage of policy based on the

application for which the conmunity value will be used. For exanple,
one can filter out all conmmunities of a particular type, or allow
only certain values for a particular type of community. It also

all ows one to specify whether a particular comunity is transitive or
non-transitive across an Autononbus System (AS) boundary. W thout
structure, this can only be acconplished by explicitly enunerating
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all comunity values that will be denied or allowed and passed to BGP
speakers in neighboring ASes based on the transitive property.

1.1. Specification of Requirements

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [ RFC2119].

2. BGP Extended Communities Attribute

The Extended Communities Attribute is a transitive optional BGP
attribute, with the Type Code 16. The attribute consists of a set of
"extended communities". Al routes with the Extended Communities
attribute belong to the communities listed in the attribute.

Each Extended Community is encoded as an 8-octet quantity, as
fol | ows:

- Type Field : 1 or 2 octets
- Value Field : Remmining octets

0 1 2 3
01234567890123456789012345678901
T T I e N

+- +
| Type high | Type low(*) | |
N it N SR S i SN S Val ue |
I I
+- +

I T S T I S S S i S s e i

(*) Present for Extended types only, used for the Value field
ot herw se.

Type Fiel d:

Two cl asses of Type Field are introduced: Regular type and
Ext ended type.

The size of Type Field for Regular types is 1 octet, and the
size of the Type Field for Extended types is 2 octets.

The val ue of the high-order octet of the Type Field detern nes

if an extended comunity is a Regular type or an Extended type.
The class of a type (Regular or Extended) is not encoded in the
structure of the type itself. The class of a type is specified
in the document that defines the type and the | ANA registry.
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The hi gh-order octet of the Type Field is as shown bel ow

01234567
i T S S
| 1] Tl |
S i TR S St

I - 1ANA authority bit

Val ue 0: | ANA- assignable type using the "First Come First
Serve" policy

Value 1: Part of this Type Field space is for | ANA

assi gnabl e types using either the Standard Action or the
Early I ANA Al location policy. The rest of this Type
Field space is for Experimental use.

T - Transitive bit
Val ue 0: The comunity is transitive across ASes
Val ue 1: The comunity is non-transitive across ASes
Remaining 6 bits: Indicates the structure of the comunity
Val ue Fiel d:

The encoding of the Value Field is dependent on the "type" of
the community as specified by the Type Field.

Two extended conmunities are declared equal only when all 8 octets of
the comunity are equal

The two menbers in the tuple <Type, Val ue> should be enunerated to
specify any conmunity value. The remaining octets of the comunity
i nterpreted based on the value of the Type field.

3. Defined BGP Extended Conmunity Types

This section introduces a few extended types and defines the format
of the Value Field for those types. The types introduced here
provide "tenpl ates", where each tenplate is identified by the high-
order octet of the extended community Type field, and the | ower-order
octet (sub-type) is used to indicate a particular type of extended
comuni ty.
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3.1. Two-COctet AS Specific Extended Conmunity

This is an extended type with Type Field conposed of 2 octets and
Val ue Field conposed of 6 octets.

0 1 2 3
01234567890123456789012345678901
s S S i I S R R e h T Tk e S S S o T S
| Ox00 or 0x40 | Sub- Type | A obal Admi ni strator
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| Local Admi ni strator
B T s i I S e i S i i S S e S
The val ue of the high-order octet of this extended type is either
0x00 or 0x40. The loworder octet of this extended type is used to
i ndi cate sub-types.

The Val ue Field consists of two sub-fields:
d obal Administrator sub-field: 2 octets

This sub-field contains an Aut ononmous System nunmber assigned by
| ANA.

Local Adm nistrator sub-field: 4 octets

The organi zation identified by Autononobus System nunber in the
G obal Adm nistrator sub-field can encode any information in
this sub-field. The format and neani ng of the val ue encoded in
this sub-field should be defined by the sub-type of the

conmuni ty.

3.2. | Pv4 Address Specific Extended Community

This is an extended type with Type Field conposed of 2 octets and
Val ue Field conposed of 6 octets.

0 1 2 3
01234567890123456789012345678901
T S T ST S S e T S S S S S S i

| Ox01 or 0Ox41 | Sub- Type | G obal Admi ni strator
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| dobal Administrator (cont.) | Local Adni nistrator

L R e e i e i i S S N
The val ue of the high-order octet of this extended type is either

0x01 or 0x41. The |loworder octet of this extended type is used to
i ndi cate sub-types.
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The Value field consists of two sub-fields:
d obal Administrator sub-field: 4 octets

This sub-field contains an | Pv4 unicast address assigned by one
of the Internet registries.

Local Adm nistrator sub-field: 2 octets

The organi zation that has been assigned the | Pv4 address in the
G obal Adm nistrator sub-field can encode any information in
this sub-field. The fornmat and neaning of this val ue encoded
in this sub-field should be defined by the sub-type of the
comuni ty.

3.3. Opaque Extended Comunity

This is an extended type with Type Field conposed of 2 octets and
Val ue Field conposed of 6 octets.

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i

| O0x03 or 0x43 | Sub- Type | Val ue

s S S o T i i S S i (i
| Val ue (cont.) |
R Rt i i i i e T I I S S S R i e S R e e i s o

The val ue of the high-order octet of this extended type is either
0x03 or 0x43. The loworder octet of this extended type is used to
i ndi cate sub-types.

This is a generic community of extended type. The value of the sub-
type that should define the Value Field is to be assigned by | ANA.

4. Route Target Comunity
The Route Target Community identifies one or nore routers that my
receive a set of routes (that carry this Comunity) carried by BGP
This is transitive across the Autononmous System boundary.
The Route Target Comunity is of an extended type.
The val ue of the high-order octet of the Type field for the Route

Target Conmunity can be 0x00, 0x01, or 0x02. The value of the | ow
order octet of the Type field for this conmunity is 0x02.
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When the val ue of the high-order octet of the Type field is 0x00 or
0x02, the Local Adm nistrator sub-field contains a nunber froma
nunberi ng space that is adnministered by the organization to which the
Aut ononpbus System nunber carried in the G obal Adm nistrator sub-
field has been assigned by an appropriate authority.

When the val ue of the high-order octet of the Type field is 0x01, the
Local Adm nistrator sub-field contains a nunber from a numnbering
space that is adm nistered by the organization to which the IP
address carried in the d obal Admnistrator sub-field has been
assigned by an appropriate authority.

One possible use of the Route Target Community is specified in
[ RFC4364] .

5. Route Origin Comunity

The Route Origin Community identifies one or nore routers that inject
a set of routes (that carry this Community) into BGP. This is
transitive across the Autononpus System boundary.

The Route Origin Conmmunity is of an extended type.

The val ue of the high-order octet of the Type field for the Route
Oigin Community can be 0x00, 0x0l1, or 0x02. The value of the | ow
order octet of the Type field for this conmunity is 0x03.

VWen the value of the high-order octet of the Type field is 0x00 or
0x02, the Local Adm nistrator sub-field contains a nunber froma
nunbering space that is adnm nistered by the organization to which the
Aut ononobus System nunber carried in the @ obal Adm nistrator sub-
field has been assigned by an appropriate authority.

When the value of the high-order octet of the Type field is 0x01, the
Local Admi nistrator sub-field contains a number from a nunbering
space that is adm nistered by the organization to which the IP
address carried in the dobal Admnistrator sub-field has been
assigned by an appropriate authority.

One possible use of the Route Origin Comrunity is specified in
[ RFC4364] .
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6. Operations

A BGP speaker may use the Extended Conmunities attribute to contro
which routing information it accepts or distributes to its peers.

The Extended Community attribute MJUST NOT be used to nodify the BGP
best path selection algorithmin a way that |eads to forwarding
| oops.

A BGP speaker receiving a route that doesn’t have the Extended
Conmunities attribute MAY append this attribute to the route when
propagating it to its peers.

A BGP speaker receiving a route with the Extended Comuniti es
attribute MAY nodify this attribute according to the |ocal policy.

By default if a range of routes is to be aggregated and the resultant
aggregates path attributes do not carry the ATOM C_AGGREGATE
attribute, then the resulting aggregate shoul d have an Extended
Conmunities path attribute that contains the set union of all the

Ext ended Communities fromall of the aggregated routes. The default
behavi or coul d be overridden via |local configuration, in which case
handl i ng the Extended Communities attribute in the presence of route
aggregati on becones a matter of the local policy of the BGP speaker
that perforns the aggregation

If a route has a non-transitivity extended conmunity, then before
advertising the route across the Autonompus System boundary the
conmuni ty SHOULD be renpved fromthe route. However, the comunity
SHOULD NOT be renoved when advertising the route across the BGP
Conf eder ati on boundary.

A route may carry both the BGP Communities attribute, as defined in
[ RFC1997]), and the Extended BGP Communities attribute. In this
case, the BGP Communities attribute is handl ed as specified in

[ RFC1997], and the Extended BGP Conmunities attribute is handled as
specified in this docunent.

7. | ANA Consi derations
Al the BGP Extended Comunities contain a Type field. The | ANA has
created a registry entitled, "BG Extended Communities Type". The
IANA will maintain this registry.
The Type could be either regular or extended. For a regular Type the

| ANA al l ocates an 8-bit value; for an extended Type the | ANA
all ocates a 16-bit val ue.
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The val ue allocated for a regular Type MJST NOT be reused as the

val ue of the high-order octet when allocating an extended Type. The
val ue of the high-order octet allocated for an extended Type MJST NOT
be reused when allocating a regular Type.

The Type field indicates where the Extended Conmunity is transitive
or not. Future requests for assignnent of a Type val ue nust specify
whet her the Type value is intended for a transitive or a non-
transitive Extended Community.

Future assignnent are to be nade using either the Standards Action
process defined in [RFC2434], the Early | ANA Al |l ocation process
defined in [ RFC4020], or the "First Cone First Served" policy defined
in [ RFC2434].

The following table sunmarizes the ranges for the assignnent of
Types:

Type St andard Action First Cone
Early | ANA Al l ocation First Served

regul ar, transitive 0x90- Oxbf 0x00- x3f
regul ar, non-transitive 0xd0- Oxf f 0x40- 0x7f
extended, transitive 0x9000- Oxbf f f 0x0000- Ox3f f f
extended, non-transitive 0xd00O0- Oxf f ff 0x4000- Ox7f f f

Assi gnnents consi st of a nane and the val ue

The Type val ues 0x80-0x8f and OxcO-Oxcf for regular Types, and
0x8000- 0x8f ff and 0xc000-Oxcfff for extended Types are for
Experi mental use as defined in RFC 3692.

Thi s docunment defines a class of extended communities called two-
octet AS specific extended community for which the IANAis to create
and nmaintain a registry entitled "Two-octet AS Specific Extended
Conmunity". Al the communities in this class are of extended Types.
Future assignnent are to be nmade using the "First Cone First Served"
policy defined in [ RFC2434]. The Type values for the transitive
conmunities of the two-octet AS specific extended community class are
0x0000- 0x00f f, and for the non-transitive comunities of that class
are 0x4000-0x40ff. Assignments consist of a name and the val ue.

Thi s docunent nmakes the followi ng assignnents for the two-octet AS
speci fic extended community:
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Nane Type Val ue
two-octet AS specific Route Target 0x0002
two-octet AS specific Route Origin 0x0003

This docunent defines a class of extended comunities called | Pv4
address specific extended conmunity for which the IANAis to create
and maintain a registry entitled "IPv4 Address Specific Extended
Conmunity". Al the communities in this class are of extended Types.
Future assignnent are to be nmade using the "First Cone First Served"
policy defined in [ RFC2434]. The Type values for the transitive
conmunities of the two-octet AS specific extended community cl ass
are 0x0100- 0x01ff, and for the non-transitive comrunities of that
class are 0x4100-0x41ff. Assignments consist of a name and the

val ue.

Thi s docunent nakes the follow ng assignnents for the | Pv4 address
speci fic extended community:

Nane Type Val ue
| Pv4 address specific Route Target 0x0102
| Pv4 address specific Route Origin 0x0103

Thi s docunent defines a class of extended communities call ed opaque
ext ended comunity for which the IANA is to create and naintain a
registry entitled "Qpaque Extended Community". Al the communities
in this class are of extended Types. Future assignnment are to be
made using the "First Come First Served" policy defined in [ RFC2434].
The Type values for the transitive communities of the opaque extended
conmunity class are 0x0300-0x03ff, and for the non-transitive
comunities of that class are 0x4300-0x43ff. Assignments consist of
a name and the val ue.

VWhen requesting an allocation frommnore than one registry defined
above, one may ask for allocating the same Type value fromthese
registries. |If possible, the | ANA shoul d accommbpdate such requests.

8. Security Considerations

This extension to BGP has simlar security inplications as BGP
Conmuni ti es [ RFC1997].

Thi s extension to BGP does not change the underlying security issues.
Specifically, an operator who is relying on the information carried
in BGP nust have a transitive trust relationship back to the source
of the information. Specifying the nechanism(s) to provide such a
rel ationship is beyond the scope of this docunent.
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Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
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OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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