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Abst r act

Many protocol s nake use of identifiers consisting of constants and

ot her well-known val ues. Even after a protocol has been defined and
depl oyment has begun, new val ues nmay need to be assigned (e.g., for a
new option type in DHCP, or a new encryption or authentication
transformfor IPsec). To ensure that such quantities have consi stent
val ues and interpretations across all inplenentations, their

assi gnment rust be administered by a central authority. For |ETF
protocols, that role is provided by the Internet Assigned Nunbers
Authority (1ANA).

In order for I ANA to nanage a gi ven nanespace prudently, it needs

gui del i nes describing the conditions under which new val ues can be
assi gned or when nodifications to existing values can be nade. |If

| ANA i s expected to play a role in the nanagenent of a nanespace

| ANA nust be given clear and concise instructions describing that
role. This document discusses issues that should be considered in
fornmulating a policy for assigning values to a namespace and provi des
gui delines for authors on the specific text that nust be included in
docunents that place denands on | ANA

Thi s docunent obsol etes RFC 2434.
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1. Introduction

Many protocols make use of fields that contain constants and ot her

wel | - known values (e.g., the Protocol field in the I P header [IP] or
M ME nedia types [MME-REG). Even after a protocol has been defined
and depl oynent has begun, new val ues nmay need to be assigned (e.g., a
new option type in DHCP [ DHCP- OPTI ONS] or a new encryption or

aut hentication transformfor IPsec [IPSEC]). To ensure that such
fields have consistent values and interpretations in different

i mpl enent ati ons, their assignnment nust be adm nistered by a centra
authority. For |IETF protocols, that role is provided by the Internet
Assi gned Nunbers Authority (I ANA) [ ANA- MO .

In this docunent, we call the set of possible values for such a field
a "namespace"; its actual value may be a text string, a nunber, or
anot her kind of value. The binding or association of a specific
value with a particular purpose within a namespace is called an

assi gned nunber (or assigned value, or sonetinmes a "code point",
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"protocol constant", or "protocol paraneter"). Each assignnent of a
val ue in a nanespace is called a registration

In order for I ANA to nanage a gi ven namespace prudently, it needs

gui del i nes describing the conditions under which new val ues shoul d be
assi gned or when (and how) nodifications to existing values can be
nmade. This docunment provides guidelines to authors on what sort of
text should be added to their documents in order to provide | ANA
clear guidelines, and it reviews issues that should be considered in
fornmul ati ng an appropriate policy for assigning nunbers to nane
spaces.

Not all nanespaces require centralized adm nistration. |n sone
cases, it is possible to del egate a nanespace in such a way that
further assignnments can be made independently and with no further
(central) coordination. In the Domain Nane System for exanple, |ANA
only deals with assignnents at the higher |evels, while subdomains
are admi ni stered by the organi zation to which the space has been

del egated. As another exanple, Object ldentifiers (O Ds) as defined
by the ITU are al so del egated [ ASSI GNED]; | ANA nmanages the subtree
rooted at "iso.org.dod.internet” (1.3.6.1) . Wen a nanespace is

del egated, the scope of IANAis limted to the parts of the nanespace
where | ANA has authority.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MNAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [ KEYWORDS] .
For this docunent, "the specification" as used by RFC 2119 refers to
the processing of protocol docunents within the | ETF standards
process.

2. Wy Managenent of a Namespace May Be Necessary

One issue to consider in nanagi ng a nanespace is its size. |If the
space is small and limted in size, assignments nust be nade
carefully to prevent exhaustion of the space. |If the space is
essentially unlinmted, on the other hand, potential exhaustion wll
probably not be a practical concern at all. Even when the space is
essentially unlimted, however, it is usually desirable to have at
least a minimal review prior to assignment in order to:

- prevent the hoarding of or unnecessary wasting of values. For
exanple, if the space consists of text strings, it nmay be
desirable to prevent entities fromobtaining |arge sets of
strings that correspond to desirable names (e.g., existing
conpany nanes).
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3.

3.

- provide a sanity check that the request actually nakes sense and
is necessary. Experience has shown that sone |evel of ninim
review froma subject matter expert is useful to prevent
assignments in cases where the request is malforned or not
actually needed (i.e., an existing assignnent for an essentially
equi val ent service al ready exists).

A second consideration is whether it nakes sense to del egate the
namespace in some manner. This route shoul d be pursued when
appropriate, as it lessens the burden on I ANA for dealing with
assi gnment s.

A third, and perhaps nost inportant, consideration concerns potentia
i mpact on the interoperability of unreviewed extensions. Proposed
prot ocol extensions generally benefit fromcommunity review, indeed,
reviewis often essential to avoid future interoperability problens
[ PROTOCOL- EXT] .

When t he nanespace is essentially unlinted and there are no
potential interoperability issues, assigned nunbers can safely be
given out to anyone without any subjective review. |In such cases,

| ANA can make assignments directly, provided that 1 ANA is given
specific instructions on what types of requests it should grant, and
what information nust be provided as part of a well-forned request
for an assi gned nunber.

Desi ghat ed Experts
1. The Mdtivation for Designated Experts

It should be noted that | ANA does not create or define assignhnent
policy itself; rather, it carries out policies that have been defined
by others and published in RFCs. | ANA nust be given a set of
guidelines that allowit to nake allocation decisions with m nima
subjectivity and without requiring any technical expertise with
respect to the protocols that make use of a registry.

In many cases, some review of prospective allocations is appropriate,
and the question beconmes who should performthe review and what is
the purpose of the review One nmight think that an | ETF working
group (W familiar with the namespace at hand shoul d be consulted.
In practice, however, WG eventually di sband, so they cannot be

consi dered a permanent evaluator. It is also possible for namespaces
to be created through individual subm ssion docunments, for which no
WG is ever fornmed.
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One way to ensure conmunity revi ew of prospective assignnents is to
have the requester subnit a document for publication as an RFC. Such
an action hel ps ensure that the specification is publicly and
permanently available, and it all ows sone review of the specification
prior to publication and assignnent of the requested code points.
This is the preferred way of ensuring review, and is particularly
important if any potential interoperability issues can arise. For
exanpl e, sonme assignnents are not just assignments, but also involve
an el ement of protocol specification. A new option may define fields
that need to be parsed and acted on, which (if specified poorly) my
not fit cleanly with the architecture of other options or the base
protocols on which they are built.

In sone cases, however, the burden of publishing an RFC in order to
get an assignnment is excessive. However, it is generally stil

useful (and sometines necessary) to discuss proposed additions on a
mailing Iist dedicated to the purpose (e.g., the ietf-types@ana.org
for nmedia types) or on a nore general mailing list (e.g., that of a
current or former IETF W§. Such a nailing list provides a way for
new regi strations to be publicly reviewed prior to getting assigned,
or gives advice to persons wanting help in understanding what a
proper registration should contain.

Wi | e discussion on a mailing |ist can provide val uabl e technica

f eedback, opinions may vary and di scussions may continue for sone
time without clear resolution. 1In addition, |IANA cannot participate
in all of these mailing Iists and cannot determine if or when such

di scussi ons reach consensus. Therefore, I ANA relies on a "designated
expert" for advice regarding the specific question of whether an

assi gnment shoul d be nade. The designated expert is an individua
who is responsible for carrying out an appropriate eval uati on and
returning a recomrendation to | ANA

It should be noted that a key motivation for having designated
experts is for the ETF to provide ANA with a subject matter expert
to whom the eval uati on process can be del egated. |ANA forwards
requests for an assignnment to the expert for evaluation, and the
expert (after perform ng the evaluation) inforns | ANA as to whet her
or not to nake the assignment or registration

3.2. The Role of the Designated Expert

The designated expert is responsible for initiating and coordinating
the appropriate review of an assignment request. The review nmay be
wi de or narrow, depending on the situation and the judgnent of the
desi gnated expert. This may involve consultation with a set of
technol ogy experts, discussion on a public mailing list, consultation
with a working group (or its mailing list if the working group has
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di sbanded), etc. ldeally, the designated expert follows specific
review criteria as docunented with the protocol that creates or uses
the nanespace. (See the | ANA Considerations sections of [RFC3748]
and [ RFC3575] for exanples that have been done for specific
nanespaces. )

Desi gnat ed experts are expected to be able to defend their decisions
to the | ETF community, and the evaluation process is not intended to
be secretive or bestow unquestioned power on the expert. Experts are
expected to apply applicabl e docunented review or vetting procedures,
or in the absence of docunented criteria, follow generally accepted
norns, e.g., those in Section 3.3.

Section 5.2 discusses disputes and appeals in nore detail

Desi gnhat ed experts are appointed by the | ESG (nornmally upon
recomendati on by the rel evant Area Director). They are typically
naned at the tine a docunent creating or updating a nanespace is
approved by the IESG but as experts originally appointed may | ater
becone unavail able, the I1ESG will appoint replacements if necessary.

For some registries, it has proven useful to have nmultiple designated
experts. Sonetimes those experts work together in evaluating a
request, while in other cases additional experts serve as backups.

In cases of disagreenent anong those experts, it is the
responsibility of those experts to nmake a single clear recomendation
to IANA. It is not appropriate for I ANA to resol ve disputes anong
experts. In extreme situations (e.g., deadl ock), the |IESG nay need
to step in to resolve the problem

In registries where a pool of experts eval uates requests, the poo
shoul d have a single chair responsible for defining how requests are
to be assigned to and reviewed by experts. In sonme cases, the expert
pool may consist of a primary and backups, with the backups invol ved
only when the primary expert is unavailable. In other cases, |ANA

m ght assign requests to individual nenbers in sequential or

approxi nate randomorder. |In the event that I ANA finds itself having
received conflicting advice fromits experts, it is the
responsibility of the pool’s chair to resolve the i ssue and provide

| ANA with clear instructions.

Since the designated experts are appointed by the |ESG they may be
renoved by the | ESG
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3.3. Designated Expert Reviews

In the eight years since RFC 2434 was published and has been put to
use, experience has led to the foll owi ng observati ons:

- A designated expert nust respond in a tinely fashion, normally
within a week for sinple requests to a few weeks for nore
conpl ex ones. Unreasonabl e del ays can cause significant
probl ems for those needing assignments, such as when products
need code points to ship. This is not to say that all reviews
can be conpleted under a firmdeadline, but they nust be
started, and the requester and | ANA shoul d have sone
transparency into the process if an answer cannot be given
qui ckly.

- If a designated expert does not respond to | ANA's requests
within a reasonable period of tine, either with a response or
with a reasonabl e explanation for the delay (e.g., sone requests
may be particularly conplex), and if this is a recurring event,
| ANA nust raise the issue with the |ESG Because of the
probl ems caused by del ayed eval uati ons and assignnents, the | ESG
shoul d take appropriate actions to ensure that the expert
under st ands and accepts his or her responsibilities, or appoint
a new expert.

- The designated expert is not required to personally bear the
burden of evaluating and deciding all requests, but acts as a
shepherd for the request, enlisting the help of others as
appropriate. In the case that a request is denied, and
rejecting the request is likely to be controversial, the expert
shoul d have the support of other subject matter experts. That
is, the expert nust be able to defend a decision to the
conmunity as a whol e.

In the case where a designated expert is used, but there are no
speci fic docurmented criteria for performng an evaluation, the
presunption should be that a code point should be granted, unless
there is a conpelling reason to the contrary. Possible reasons to
deny a request include:

- scarcity of code points, where the finite remaining code points
shoul d be prudently managed, or when a request for a |arge
nunber of code points is made, when a single code point is the
nor m

- docunentation is not of sufficient clarity to evaluate or ensure
i nteroperability.
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- the code point is needed for a protocol extension, but the
extension is not consistent with the documented (or generally
under st ood) architecture of the base protocol being extended,
and woul d be harnful to the protocol if w dely deployed. It is
not the intent that "inconsistencies" refer to mnor differences
"of a personal preference nature". Instead, they refer to
significant differences such as inconsistencies with the
underlying security nodel, inplying a change to the semantics of
an exi sting nessage type or operation, requiring unwarranted
changes in depl oyed systens (compared with alternate ways of
achieving a simlar result), etc.

- the extension woul d cause problens with existing depl oyed
syst ens.

- the extension would conflict with one under active devel opnent
by the I ETF, and having both woul d harmrather than foster
i nteroperability.

4. Creating a Registry

Creating a registry involves describing the nanespaces to be created,
an initial set of assignments (if appropriate), and guidelines on how
future assignnents are to be nade.

Once a registry has been created, | ANA records assignnents that have
been nade. The followi ng | abels describe the status of an individua
(or range) of assignnents:

Private Use: Private use only (not assigned), as described in
Section 4.1.

Experimental : Avail able for experinental use as described in
[ EXPERI MENTATI ON]. | ANA does not record specific
assignments for any particul ar use.

Unassi gned: Unused and avail able for assignnment via docunented
procedures.

Reserved: Not to be assigned. Reserved values are held for
speci al uses, such as to extend the nanespace when it becone
exhausted. Reserved val ues are not available for genera
assi gnment .
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4.1. Well-Known | ANA Policy Definitions

The foll owing are sone defined policies, some of which are in use
today. These cover a range of typical policies that have been used
to date to describe the procedure for assigning new values in a
nanespace. It is not required that docunents use these terns; the
actual requirement is that the instructions to I ANA are clear and
unanmbi guous. However, use of these terms is RECOMMENDED wher e
possi bl e, since their nmeaning is w dely understood.

Private Use - For private or local use only, with the type and
pur pose defined by the local site. No attenpt is nmade to
prevent nmultiple sites fromusing the sanme value in
different (and inconpatible) ways. There is no need for
| ANA to review such assignnents (since | ANA does not record
then) and assignnents are not generally useful for broad
interoperability. It is the responsibility of the sites
nmaki ng use of the Private Use range to ensure that no
conflicts occur (within the intended scope of use).

Exanpl es: Site-specific options in DHCP [DHCP-1ANA], Fibre
Channel Port Type Registry [ RFC4044], Exchange Types in the
| KEv2 header [RFC4306].

Experinmental Use - Sinmilar to private or local use only, with the
purpose being to facilitate experinentation. See
[ EXPERI MENTATI ON] for details.

Exampl e: Experinental Values in |IPv4, [Pv6, |CWPv4, | CVPV6,
UDP, and TCP Headers [ RFC4727].

Hi erarchical Allocation - Del egated managers can assign val ues
provi ded they have been given control over that part of the
nanespace. | ANA controls the higher |evels of the namespace
according to one of the other policies.

Exanpl es: DNS names, Object Identifiers, |P addresses.

First Cone First Served - Assignhnments are nade to anyone on a
first cone, first served basis. There is no substantive
review of the request, other than to ensure that it is
wel | -fornmed and doesn’t duplicate an existing assignnent.
However, requests nust include a mnimal anmount of clerica
i nformation, such as a point of contact (including an enai
address) and a brief description of how the value will be
used. Additional information specific to the type of val ue
requested may al so need to be provided, as defined by the
nanespace. For nunbers, the exact value is generally

Narten & Al vestrand Best Current Practice [ Page 9]



RFC 5226

| ANA Consi derations Section in RFCs May 2008

assigned by I ANA; with nanes, specific text strings can
usual | y be requested.

Exampl es: SASL nechani sm nanmes [ RFC4422], LDAP Protoco
Mechani snms, and LDAP Synt ax [ RFC4520] .

Expert Review (or Designated Expert) - approval by a Designated

Expert is required. The required docunentation and review
criteria for use by the Designated Expert should be provided
when defining the registry. For exanple, see Sections 6 and
7.2 in [ RFC3748].

Exampl es: EAP Met hod Types [ RFC3748], HTTP Di gest AKA
al gorithm versions [ RFC4169], URl schenes [ RFC4395], CEOPRIV
Location Types [ RFC4589].

Speci fication Required - Values and their meanings nust be

docunented in a permanent and readily avail able public
specification, in sufficient detail so that interoperability
bet ween i ndependent inplenentations is possible. Wen used,
Speci fication Required also inplies use of a Designated
Expert, who will review the public specification and

eval uate whether it is sufficiently clear to all ow

i nteroperabl e inplenentations. The intention behind
"permanent and readily available" is that a docunent can
reasonably be expected to be findable and retrievable | ong
after | ANA assignnent of the requested value. Publication
of an RFC is an ideal nmeans of achieving this requirenent,
but Specification Required is intended to al so cover the
case of a docunent published outside of the RFC path. For
RFC publication, the normal RFC revi ew process is expected
to provide the necessary review for interoperability, though
the Designated Expert may be a particularly well-qualified
person to perform such a review

Exanpl es: Diffserv-aware TE Bandw dth Constrai nts Mde
Identifiers [RFC4124], TLS ClientCertificateType ldentifiers
[ RFC4346], ROHC Profile ldentifiers [ RFC4995].

RFC Required - RFC publication (either as an | ETF submi ssion or as

an RFC Editor |ndependent subm ssion [RFC3932]) suffices.
Unl ess ot herwi se specified, any type of RFC is sufficient
(e.g., Informational, Experinental, Standards Track, etc.).
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| ETF Review - (Fornerly called "IETF Consensus" in
[ I ANA- CONSI DERATI ONS] ) New val ues are assigned only through
RFCs that have been shepherded through the | ESG as AD
Sponsored or | ETF WG Docunents [ RFC3932] [ RFC3978]. The
intention is that the docunent and proposed assignment wl|
be reviewed by the I ESG and appropriate | ETF W& (or
experts, if suitable working groups no | onger exist) to
ensure that the proposed assignnment will not negatively
i mpact interoperability or otherw se extend | ETF protocols
in an i nappropriate or damagi ng manner

To ensure adequate comunity review, such docunents are
shepherded through the I ESG as AD-sponsored (or W5
docunents with an | ETF Last Call

Exampl es: | PSECKEY Al gorithm Types [ RFC4025],
Account i ng- Aut h- Met hod AVP val ues in DI AMETER [ RFC4005], TLS
Handshake Hel | o Extensi ons [ RFC4366].

St andards Action - Values are assigned only for Standards Track
RFCs approved by the | ESG

Exampl es: BGP nmessage types [ RFC4271], Mbobile Node
Identifier option types [ RFC4283], DCCP Packet Types
[ RFC4340] .

| ESG Approval - New assignnents may be approved by the | ESG
Al though there is no requirenment that the request be
docunented in an RFC, the |IESG has discretion to request
docunents or other supporting materials on a case-hy-case
basi s.

| ESG Approval is not intended to be used often or as a
"comon case"; indeed, it has sel dom been used in practice
during the period RFC 2434 was in effect. Rather, it is

i ntended to be available in conjunction with other policies
as a fall-back nechanismin the case where one of the other
al | owabl e approval nechani sns cannot be enployed in a tinmely
fashi on or for some other conpelling reason. |ESG Approva
is not intended to circumvent the public review processes
implied by other policies that could have been enpl oyed for
a particular assignment. |ESG Approval woul d be
appropriate, however, in cases where expediency is desired
and there is strong consensus for making the assignnent
(e.g., WG consensus).
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The foll owi ng guidelines are suggested for any eval uation
under | ESG Approval :

- The I ESG can (and should) reject a request if another path
for registration is available that is nore appropriate and
there is no conpelling reason to use that path.

- Before approving a request, the comunity shoul d be
consulted, via a "call for comments" that provides as nuch
information as is reasonably possi bl e about the request.

Exanmpl es: I Pv4 Milticast address assignnents [RFC3171], |Pv4
| GW Type and Code val ues [ RFC3228], Mdbile IPv6 Mbility
Header Type and Option val ues [ RFC3775].

It should be noted that it often makes sense to partition a nanmespace
into nultiple categories, with assignnments within each category
handl ed differently. For exanple, nmany protocols now partition
nanespaces into two (or even nore) parts, where one range is reserved
for Private or Experinental Use, while other ranges are reserved for
gl obal I y uni que assignnments assigned foll owi ng sonme review process.

Di vi di ng a nanespace into ranges makes it possible to have different
policies in place for different ranges.

Exanmpl es: LDAP [ RFC4520], Pseudowi re Edge to Edge Enul ati on ( PVE3)
[ RFC4446] .

4.2. \Vhat to Put in Docunents That Create a Registry

The previous sections presented sone issues that shoul d be consi dered

in formulating a policy for assigning values in namespaces. It is
the working group and/or docunent author’'s job to formulate an
appropriate policy and specify it in the appropriate docunment. In

al nost all cases, having an explicit "I ANA Consi derations" section is
appropriate. The following and | ater sections define what is needed
for the different types of | ANA actions.

Docurents that create a new nanespace (or nodify the definition of an
exi sting space) and that expect ANA to play a role in maintaining
that space (e.g., serving as a repository for registered val ues) MJST
provide clear instructions on details of the nanmespace. In
particular, instructions MJST include:

1) The nanme of the registry (or sub-registry) being created and/or
mai ntai ned. The nane will appear on the | ANA web page and will
be referred to in future docunents that need to allocate a
value fromthe new space. The full name (and abbreviation, if
appropriate) should be provided. It is highly desirable that
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2)

3)

4)

5)
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the chosen nane not be easily confusable with the nane of
another registry. Wen creating a sub-registry, the registry
that it is a part of should be clearly identified. When
referring to an already existing registry, providing a URL to
precisely identify the registry is helpful. Al such URLs,
however, will be renoved fromthe RFC prior to fina
publication. For exanple, docunents could contain: [TO BE
REMOVED: This registration should take place at the follow ng
[ ocation: http://wwmv iana.org/assignments/foobar-registry]

VWhat information nmust be provided as part of a request in order
to assign a new value. This information may include the need
to docunent relevant security considerations, if any.

The review process that will apply to all future requests for a
val ue fromthe namespace

Not e: When a Designated Expert is used, docunents MJST NOT nane
the Designated Expert in the docunent itself; instead, the nane
shoul d be relayed to the appropriate Area Director at the tine
the docunent is sent to the | ESG for approval .

If the request should also be reviewed on a specific public
mailing list (such as the ietf-types@ana.org for nedia types),
that mailing address should be specified. Note, however, that
when mailing lists are specified, the requirenent for a

Desi ghat ed Expert MJUST al so be specified (see Section 3).

If IANA is expected to make assignnents w thout requiring an
outside review, sufficient guidance MJST be provided so that
the requests can be evaluated with mniml subjectivity.

The size, format, and syntax of registry entries. Wen
creating a new nane/ nunber space, authors nust describe any
technical requirements on registry (and sub-registry) val ues
(e.g., valid ranges for integers, length [imtations on
strings, etc.) as well as the exact format in which registry
val ues shoul d be di splayed. For nunber assignments, one shoul d
speci fy whether values are to be recorded in deci nal

hexadeci mal, or sone other format. For strings, the encoding
format shoul d be specified (e.g., ASCII, UTF8, etc.). Authors
shoul d al so clearly specify what fields to record in the
registry.

Initial assignments and reservations. Cear instructions
shoul d be provided to identify any initial assignments or
registrations. 1In addition, any ranges that are to be reserved
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for "Private Use", "Reserved", "Unassigned", etc. should be
clearly indicated.

VWhen specifying the process for making future assignnents, it is
quite acceptable to pick one (or nore) of the exanple policies listed
in Section 4.1 and refer to it by nane. |Indeed, this is the
preferred nechanismin those cases where the sanple policies provide
the desired level of review It is also acceptable to cite one of
the above policies and include additional guidelines for what kind of
consi derations should be taken into account by the review process.

For exanple, RADI US [ RFC3575] specifies the use of a Designated
Expert, but includes specific additional criteria the Designated
Expert shoul d foll ow.

For exanple, a document could say sonething |ike:

Thi s docunent defines a new DHCP option, entitled "FooBar" (see
Section y), assigned a value of TBD1 fromthe DHCP Option space
[to be renmoved upon publication

http://ww. i ana. or g/ assi gnnent s/ boot p- dhcp- par anet er s]

[ DHCP- OPTI ONS] [ DHCP- | ANA] :

Dat a
Tag Nane Length Meani ng

TBD1 FooBar N FooBar server

The FooBar option al so defines an 8-bit FooType field, for which
IANA is to create and maintain a new sub-registry entitled
"FooType val ues" under the FooBar option. Initial values for the
DHCP FooBar FooType registry are given below, future assignnents
are to be made through Expert Revi ew [ | ANA- CONSI DERATI ONS] .

Assi gnnents consi st of a DHCP FooBar FooType nane and its
associ at ed val ue.

Val ue DHCP FooBar FooType Nane Definition

0 Reserved

1 Frobnitz See Section y.1
2 Ni t zFrob See Section y.2
3-254 Unassi gned

255 Reserved

For exanpl es of docunents that provide detail ed gui dance to | ANA
on the issue of assigning nunbers, consult [RFC2929], [RFC3575],
[ RFC3968], and [ RFC4520].

Narten & Al vestrand Best Current Practice [ Page 14]



RFC 5226 | ANA Consi derations Section in RFCs May 2008

4.3. Updating | ANA Guidelines for Existing Registries

5.

5.

Updating the registration process for an already existing (i.e.
previously created) namespace (whether created explicitly or
implicitly) follows a process simlar to that used when creating a
new nanespace. That is, a docunent is produced that nmkes reference
to the existing nanespace and then provi des detail ed guidelines for
handl i ng assignnents in each individual namespace. Such documents
are nornmal ly processed as Best Current Practices (BCPs)

[ 1 ETF- PROCESS] .

Exanpl e docunents that updated the guidelines for managi ng (then)
pre-existing registries include: [RFC2929], [RFC3228], and [ RFC3575].

Regi stering New Val ues in an Existing Registry
1. What to Put in Docunents When Regi stering Val ues
Oten, docunents request an assignnment from an al ready existing
nanespace (i.e., one created by a previously published RFC). In such

cases:

- Docunents should clearly identify the namespace in which each

value is to be registered. |If the registration goes into a
sub-registry, the author should clearly describe where the
assignment or registration should go. It is helpful to use the

exact namespace nane as |isted on the | ANA web page (and
defining RFC), and cite the RFC where the namespace is defined.

Note 1: There is no need to nention what the assignment policy
for new assignnments is, as that should be clear fromthe
ref erences.

Note 2: When referring to an existing registry, providing a URL
to precisely identify the registry is helpful. Such URLs,
however, should usually be renoved fromthe RFC prior to fina
publication, since | ANA URLs are not guaranteed to be stable in
the future. In cases where it is inportant to include a URL in
t he docunment, | ANA shoul d concur on its inclusion

As an exampl e, docunents could contain: [TO BE REMOVED: This
regi stration should take place at the follow ng | ocation
http://wwv. i ana. or g/ assi gnnent s/ f oobar -regi stry]

- Each val ue requested should be given a unique reference. Wen
the value is numeric, use the notation: TBDl, TBD2, etc.
Thr oughout the docunent where an actual | ANA-assigned val ue
should be filled in, use the "TBDx" notation. This hel ps ensure
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of

that the final RFC has the correct assigned values inserted in
all of the relevant places where the value is expected to appear
in the final document. For values that are text strings, a
speci fic nane can be suggested. |1ANA will normally assign the
nane, unless it conflicts with a nanme already in use.

- Normally, the values to be used are chosen by | ANA and docunents
shoul d specify values of "TBD'. However, in some cases, a val ue
may have been used for testing or in early inplenentations. In
such cases, it is acceptable to include text suggesting what
speci fic val ue should be used (together with the reason for the
choice). For exanple, one might include the text "the val ue XXX
is suggested as it is used in inplenentations”. However, it
shoul d be noted that suggested values are just that; | ANA will
attenpt to assign them but nmay find that inpossible, if the
proposed numnber has al ready been assigned for sonme ot her use.

For sone registries, IANA has a | ong-standing policy prohibiting
assi gnment of nanmes or codes on a vanity or organi zati on nane
basis, e.g., codes are always assigned sequentially unless there
is a strong reason for making an exception. Nothing in this
docunent is intended to change those policies or prevent their
future application.

- The | ANA Consi derations section should sunmarize all of the | ANA
actions, with pointers to the relevant sections el sewhere in the
docunent as appropriate. Wen nultiple values are requested, it
is generally helpful to include a sunmary table. It is also
hel pful for this table to be in the same format as it shoul d
appear on the | ANA web site. For exanple:

Val ue Descri ption Ref er ence

TBD1 Foobar [ RFCXXXX]

Note: In cases where authors feel that including the full table is
too verbose or repetitive, authors should still include the table,
but may include a note asking that the table be renpved prior to
publication of the final RFC.

an exanple, the follow ng text could be used to request assignnent
a DHCPv6 option nunber:

I ANA has assigned an option code value of TBDl to the DNS
Recursi ve Name Server option and an option code value of TBD2 to
the Domain Search List option fromthe DHCP opti on code space
defined in Section 24.3 of RFC 3315.
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5.2. Updating Registrations

Regi strations are a request to assign a new val ue, including the

rel ated i nformati on needed to eval uate and docunent the request.
Even after a nunber has been assigned, sone types of registrations
contain additional information that may need to be updated over tine.
For exanple, M ME nedia types, character sets, and |anguage tags,
etc. typically include nore information than just the registered
value itself. Exanple information can include point-of-contact

i nformation, security issues, pointers to updates, literature
references, etc. In such cases, the docunent defining the nanmespace
nust clearly state who is responsi ble for nmaintaining and updating a
registration. |In different cases, it may be appropriate to specify
one or nore of the follow ng:

- Let the author update the registration, subject to the sane
constraints and review as with new registrations.

- All ow sone nmechanismto attach coments to the registration, for
cases where others have significant objections to clains in a
regi stration, but the author does not agree to change the
registration.

- Designate the |ESG a Designated Expert, or another entity as
having the right to change the registrant associated with a
regi stration and any requirenents or conditions on doing so.
This is mainly to get around the probl emwhen a registrant
cannot be reached in order to make necessary updates.

5.3. Overriding Registration Procedures

Since RFC 2434 was published, experience has shown that the
docunent ed | ANA consi derations for individual protocols do not always
adequately cover the reality after the protocol is deployed. For
exanpl e, many ol der routing protocols do not have docunent ed,
detail ed | ANA considerations. In addition, documented | ANA

consi derations are sonetines found to be too stringent to all ow even
wor ki ng group documents (for which there is strong consensus) to
obtain code points fromIlANA in advance of actual RFC publication.

In other cases, the docunented procedures are unclear or neglected to
cover all the cases. In order to allow assignnents in individua
cases where there is strong | ETF consensus that an allocation should
go forward, but the docunented procedures do not support such an
assignment, the IESGis granted authority to approve assignnents in
such cases. The intention is not to overrule properly docunented
procedures, or to obviate the need for protocols to properly docunent
their 1 ANA considerations. Instead, the intention is to permt
assignments in individual cases where it is obvious that the
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6.

6.

assi gnment shoul d just be nmade, but updating the | ANA process just to
assign a particular code point is viewed as too heavy a burden

In general, the |ETF would like to see deficient | ANA registration
procedures for a namespace revised through the | ETF standards
process, but not at the cost of unreasonable delay for needed
assignments. |If the IESG has had to take the action in this section
it is a strong indicator that the | ANA registration procedures should
be updated, possibly in parallel wi th ongoing protocol work.

M scel | aneous | ssues
1. Wen There Are No | ANA Actions

Before an Internet-Draft can be published as an RFC, | ANA needs to
know what actions (if any) it needs to perform Experience has shown
that it is not always i mediately obvious whet her a document has no

| ANA actions, without review ng the docunment in sone detail. In
order to nake it clear to IANA that it has no actions to perform (and
that the author has consciously made such a determ nation), such
document s shoul d include an | ANA Consi derations section that states:

Thi s docunment has no | ANA acti ons.

This statenent, or an equivalent, nmust only be inserted after the WG
or individual submitter has carefully verified it to be true. Using
such wording as a matter of "boilerplate" or without carefu

consi deration can lead to inconplete or incorrect | ANA actions being
per f or med.

If a specification nakes use of values froma nanespace that is not
managed by 1 ANA, it may be useful to note this fact, e.g., with
wor di ng such as:

The val ues of the Foobar paraneter are assigned by the Barfoo
regi stry on behalf of the Rabfoo Forum Therefore, this docunent
has no | ANA acti ons.

In some cases, the absence of | ANA-assigned val ues may be consi dered
val uabl e information for future readers; in other cases, it may be
consi dered of no val ue once the docunent has been approved, and nmay
be renpbved before archival publication. This choice should be nade
clear in the draft, for exanple, by including a sentence such as

[RFC Editor: please renove this section prior to publication.]

or

Narten & Al vestrand Best Current Practice [ Page 18]



RFC 5226 | ANA Consi derations Section in RFCs May 2008

[RFC Editor: please do not renpve this section.]
6.2. Namespaces Lacki ng Docurment ed Gui dance

For all existing RFCs that either explicitly or inplicitly rely on

| ANA to eval uate assignments wi thout specifying a precise evaluation
policy, IANA (in consultation with the IESG w Il continue to decide
what policy is appropriate. Changes to existing policies can al ways
be initiated through the nornmal | ETF consensus process.

Al future RFCs that either explicitly or inmplicitly rely on 1ANA to
regi ster or otherw se manage nanespace assignnments MJST provide
gui del i nes for nanagi ng the nanespace.

6.3. After-the-Fact Registrations

CQccasional Iy, | ANA beconmes aware that an unassigned value froma
managed nanespace is in use on the Internet or that an assigned val ue
is being used for a different purpose than originally registered.

I ANA wi Il not condone such nisuse; i.e., procedures of the type
described in this document MJUST be applied to such cases. In the
absence of specifications to the contrary, values may only be
reassigned for a different purpose with the consent of the origina
assi gnee (when possible) and with due consideration of the inpact of
such a reassignnment. In cases of likely controversy, consultation
with the IESG is advised.

6.4. Reclaimng Assigned Val ues

Recl ai mi ng previously assigned values for reuse is tricky, because
doing so can lead to interoperability problens with depl oyed systens
still using the assigned values. Mreover, it can be extremely
difficult to determ ne the extent of deploynent of systens naking use
of a particular value. However, in cases where the nanespace is
runni ng out of unassigned val ues and additional ones are needed, it
may be desirable to attenpt to reclai munused values. Wen
recl ai m ng unused val ues, the following (at a mninmn) should be
consi dered:

- Attenmpts should be made to contact the original party to which a
value is assigned, to determne if the value was ever used, and
if so, the extent of deploynent. (ln sone cases, products were
never shi pped or have |ong ceased being used. In other cases,
it may be known that a value was never actually used at all.)
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- Reassignnments should not nornally be nmade without the
concurrence of the original requester. Reclamation under such
conditions should only take place where there is strong evidence
that a value is not widely used, and the need to reclaimthe
val ue outwei ghs the cost of a hostile reclamation. In any case,
| ESG Approval is needed in this case.

- It may be appropriate to wite up the proposed action and
solicit conrents fromrel evant user conmunities. |In some cases,
it may be appropriate to wite an RFC that goes through a forma
| ETF process (including | ETF Last Call) as was done when DHCP
reclaimed sone of its "Private Use" options [ RFC3942].

7. Appeals

Appeal s of registration decisions nmade by | ANA can be nmade using the
normal | ETF appeal s process as described in Section 6.5 of

[ ETF-PROCESS]. Specifically, appeals should be directed to the

| ESG, followed (if necessary) by an appeal to the |1 AB, etc.

8. Miiling Lists

Al 1ETF mailing lists associated with evaluating or discussing
assi gnment requests as described in this docunment are subject to
what ever rules of conduct and net hods of |ist nmanagenent are
currently defined by Best Current Practices or by | ESG deci sion

9. Security Considerations

Information that creates or updates a registration needs to be

aut henticated and aut horized. |ANA updates registries according to
instructions in published RFCs and fromthe IESG It also may accept
clarifications fromdocunment authors, relevant WG chairs, Designated
Experts, and mail |ist participants, too.

I nformati on concerni ng possible security vulnerabilities of a
protocol may change over tinme. Likew se, security vulnerabilities
related to how an assigned nunber is used (e.g., if it identifies a
protocol) may change as well. As new vulnerabilities are discovered,
i nformati on about such vulnerabilities nay need to be attached to

exi sting registrations, so that users are not nmsled as to the true
security issues surrounding the use of a registered nunber.

An anal ysis of security issues is generally required for al

protocol s that nake use of paraneters (data types, operation codes,
keywords, etc.) used in | ETF protocols or registered by I ANA.  Such
security considerations are usually included in the protocol docunent
[ RFC3552]. It is the responsibility of the | ANA considerations
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associated with a particular registry to specify what (if any)
security considerations nust be provi ded when assi gni ng new val ues,
and the process for review ng such clains.

10. Changes Rel ative to RFC 2434
Changes i ncl ude:

- Major reordering of text to expand descriptions and to better
group topics such as "updating registries" vs. "creating new
registries”, in order to make it easier for authors to find the
text nost applicable to their needs.

- Nunerous editorial changes to inprove readability.

- Changed the term "I ETF Consensus” to "I ETF Revi ew' and added
nore clarifications. History has shown that people see the
words "I ETF Consensus" (wi thout consulting the actua
definition) and are quick to nmake i ncorrect assunptions about
what the termmeans in the context of | ANA Considerations.

- Added "RFC Required" to list of defined policies.

- Much nore explicit directions and exanples of "what to put in
RFCs" .

- "Specification Required" now inplies use of a Designated Expert
to eval uate specs for sufficient clarity.

- Significantly changed the wording in Section 3. Main purpose is
to nake clear that Expert Reviewers are accountable to the
conmunity, and to provide sone guidance for reviewcriteria in
the default case.

- Changed wording to renmove any special appeals path. The norma
RFC 2026 appeal s path is used.

- Added a section about reclaimng unused val ue.
- Added a section on after-the-fact registrations.
- Added a section indicating that mailing lists used to eval uate

possi bl e assignnents (e.g., by a Designated Expert) are subject
to normal | ETF rul es.
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m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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