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Abst r act

This meno describes a Transport Layer Security (TLS) extension that
can be used to pad CientHello nessages to a desired size.
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This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further infornmation on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,
and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc7685
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(http://trustee.ietf.org/license-info) in effect on the date of
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1. Introduction

Successive TLS [ RFC5246] versions have added support for nore cipher
suites and, over tine, nore TLS extensions have been defined. This
has caused the size of the TLS ClientHello to grow, and the
addi ti onal size has caused sone inplenmentation bugs to come to light.
At | east one of these inplenmentation bugs can be aneliorated by
making the ClientHello even larger. This is desirable given that
fully conprehensive patching of affected inplenmentations is difficult
to achi eve.

This menpo describes a TLS extension that can be used to pad a
ClientHello to a desired size in order to avoid inplenmentation bugs
caused by certain ClientHello sizes.

2. Requirenments Notation
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
" SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [ RFC2119].

3. Paddi ng Extension

A new extension type ("padding(21)") is defined and MAY be incl uded
by the client inits CientHello nessage.

enum {

paddi ng(21), (65535)
} Ext ensi onType;
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The "extension_data" for the extension consists of an arbitrary
nunber of zero bytes. For exanple, the smallest "paddi ng" extension
is four bytes long and is encoded as 0x00 Ox15 0x00 0x00. A ten-byte
ext ensi on woul d i nclude six bytes of "extension_data" and woul d be
encoded as:

00 15 00 06 00 00 00 OO0 0O OO0
RSP I PEPEERREPRTR |
]

| \- extension_data: 6 zero bytes

|
| I 16-bit, extension_data |length
|

I R ext ensi on_type for paddi ng extension
The client MUST fill the paddi ng extension conpletely with zero

bytes, although the paddi ng extension_data field may be enpty.
The server MJST NOT echo the extension
4. Exanpl e Usage

As an example, consider a client that wi shes to avoid sending a
ClientHello with a TLSG phertext.|ength between 256 and 511 bytes
(inclusive). This case is considered because at |east one TLS

i mpl enentation is known to hang the connection when such a
ClientHello record is received.

After building a ClientHello as normal, the client can add four bytes
to the length (to account for the "nsg _type" and "length" fields of
the handshake protocol) and test whether the resulting length falls
into that range. |If it does, a padding extension can be added in
order to push the length to (at least) 512 bytes.

Note that if the original ClientHello size was between 505 and 507
bytes, then, with the handshake protocol overhead, the record payl oad
woul d be between 509 and 511 bytes long. Since it’'s not possible for
an extension to take |less than four bytes of space, the additiona
paddi ng woul d have to expand the ClientHello record payl oad beyond
512 bytes in these cases.

5. Security Considerations
The contents of the paddi ng extension could be used as a covert
channel. In order to prevent this, the contents are required to be

all zeros, although the length of the extension can still be used as
a nmuch smal | er covert channel
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6. | ANA Consi derations

| ANA has permanently registered value 21 (padding) in the
"Ext ensi onType Val ues" registry.
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