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This specification extends the Internet Message Access Protoco
(IMAP) to allow an administrative client to reuse the sane | MAP
connection on behalf of multiple | MAP user identities.
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1. Introduction

Modern | MAP [ RFC3501] server depl oyments often have peer systenms with
adm nistrative privilege that perform actions on behal f of | MAP end
users. For exanple, a voicenmail gateway can use |IMAP to store a
user’s voicemail and mark that voicenmail as \Seen when the user
listens to it via the phone interface. These systenms can issue the

| MAP AUTHENTI CATE command with administrative credentials to act on
behal f of other users. However, with the | MAP base specification
these specialized IMAP clients nust close the connection and create a
new connection for each user. For efficiency reasons, it is
desirable for these clients to reuse the sane connection

particularly if SSL has been negotiated. This specification proposes
t he UNAUTHENTI CATE conmand to achi eve this goal

The | MAP state machi ne described in Section 3 of RFC 3501 does not
have a transition from authenticated or selected state to not

aut henticated state. The UNAUTHENTI CATE conmmand adds this
transition.

2. Conventions Used in This Document

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here.
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3. UNAUTHENTI CATE Cormmand
Argunments: None
Responses: No specific response for this command

Resul t: KX - Conpleted, nowin not authenticated state
BAD - Conmand unknown or argunents invalid

This command directs the server to reset all connection state except
for the state of the TLS [ RFC8446] |ayer. Upon conpletion, the
server connection is placed in not authenticated state. This
represents Transition 7 in the State Machi ne D agram (Section 5).

If a mail box was sel ected, the mail box ceases to be sel ected, but no
expunge event is generated. |If a Sinple Authentication and Security
Layer (SASL) [RFC4422] was active, the server termnates its outgoing
security layer imediately after sending the CRLF followi ng the OK
response. The client’s outgoing security |ayer term nates

i medi ately after the CRLF follow ng the UNAUTHENTI CATE conmand.

Note that a BAD response only occurs if UNAUTHENTI CATE is issued in
an invalid state, is not advertised by the server, or does not follow
the command syntax in the specification. A NO response is not
permtted. As a result, specification-conpliant inplenentations wl]l
i nteroperate across security layer termnation

After sending this conmand, the client is free to issue a new
AUTHENTI CATE or LOd N conmand as permitted based on the server’s
capabilities. |If no SASL security |layer was active, the client is
permtted to pipeline the UNAUTHENTI CATE command with a subsequent
AUTHENTI CATE conmmand. |f the | MAP server also advertises SASL-IR

[ RFC4959], this permits an administrative client to re-authenticate
in one round trip. Because of this pipelining optimzation, a server
advertising UNAUTHENTI CATE is not permitted to respond to the
UNAUTHENTI CATE command with a NO response if it is unable to reset
the state associated with the connection. Servers MAY cl ose the
connection with an untagged BYE response if this preferably rare
situation occurs.

Servers MAY choose to advertise the UNAUTHENTI CATE capability only
after authentication has conpleted. As a result, clients may need to
i ssue an | MAP CAPABI LI TY command after authentication in order to
determ ne the availability of UNAUTHENTI CATE
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The I MAP I D [ RFC2971] command provi des properties about the client
primarily for use in server log or audit files. Because IMAP IDis
not related to application authentication or user identity in any
way, and caching it for the duration of the client connection can be
useful, the interaction between | MAP I D and t he UNAUTHENTI CATE
conmand i s defined by the inplenmentation

4. Interactions

Thi s section describes interactions between this extensi on and ot her
| MAP ext ensi ons or usage nodel s.

4.1. Stateful Extensions

The connection state for the following list of | MAP extensions MJST
be reset if both a) the specified extension is advertised and b) the
UNAUTHENTI CATE command i s advertised and used. This list may not be
conplete; the requirenent to reset the connection state applies to
all current and future extensions except STARTTLS and ID. Additiona
requirenments apply to specific stateful extensions as foll ows:

0o Cached identity information, such as group nenberships, that are
used to eval uate access control lists [RFC4314] MJST be reset.

o After an UNAUTHENTI CATE command is i ssued, CONDSTORE servers
[ RFC7162] MUST behave as if no CONDSTORE-enabling conmmand was
i ssued.

o If IMAP COMPRESS [ RFC4978] is active, the server termnates its
out goi ng conpression |layer after it sends the CRLF follow ng the
X response. The client terninates its outgoing conpression |ayer
after the CRLF foll owi ng the UNAUTHENTI CATE conmand. \Wen it
matters, the conpression |layer ternmi nates before a SASL | ayer
term nates.

0 Any extensions enabled by the | MAP ENABLE [ RFC5161] command cease
to be enabl ed when the UNAUTHENTI CATE command i s issued. This
includes, but is not Iimted to, CONDSTORE [ RFC7162], QRESYNC
[ RFC7162], METADATA [ RFC5464], METADATA- SERVER [ RFC5464], and
UTF8=ACCEPT [ RFC6855] .

o A server advertising SEARCHRES [ RFC5182] di scards any saved search
results so that '$ subsequently represents the enpty set.

o A server advertising LANGUAGE [ RFC5255] will revert to the
"i-default" | anguage.
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o Wien a server advertises CONTEXT=SEARCH or CONTEXT=SORT [ RFC5267],
t he UNAUTHENTI CATE conmand i ncl udes an inplicit CANCELUPDATE f or
all server contexts.

o Wien a server advertises NOTIFY [ RFC5465], the UNAUTHENTI CATE
conmand cancel s the server state related to the NOTI FY command and
reverts to default | MAP base-specification behavior for
notifications.

4.2. dient Certificates, SASL EXTERNAL, and i maps

When a TLS [ RFC8446] security layer is negotiated using either the
STARTTLS command or the inmaps port [RFC8314], | MAP servers nay be
configured to request a client certificate, and | MAP clients may
provide one. Cdient credentials at the TLS layer do not normally

i npact the application |ayer; however, they do have an inmpact when
the SASL EXTERNAL nechani sm [ RFC4422] in an | MAP AUTHENTI CATE comand
is used to direct the server to use the provided client certificate
to authenticate as the specified | MAP user. The UNAUTHENTI CATE
conmand breaks any application-level binding of the TLS client
credentials but does not discard the client credentials. As a
result, an adnministrative client may use a client certificate with
adm nistrative privilege to act on behalf of multiple | MAP users in
the same connection via the EXTERNAL nechani sm and t he UNAUTHENTI CATE
comand.

Sone server inplenentations using the imaps port will request and use
a TLS client certificate to authenticate i Mmediately as the default

| MAP identity associated with that certificate. These

i npl enentations indicate this behavior by using the PREAUTH greeti ng,
as indicated by Transition 2 in the State Machi ne D agram

(Section 5). As aresult, TLS client certificates cannot be used for
admini strative proxy authentication with the imps port unless the
UNAUTHENTI CATE command is al so advertised. In that case, an

adm nistrative client can respond to the PREAUTH greeting with an
UNAUTHENTI CATE command and then issue an AUTHENTI CATE EXTERNAL
comand.
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5. Revised State Mchine

oo +
| connecti on establi shed|
o e e e e e e +
N
\/
oo e +
server greeting |
o m e e e e e e e e e e e e e e e e o +
I (1) Il (2) Il (3)
\/ | |
oo v ]
| Not Aut henti cat ed| <===| | =========++ | |
RS EE o (D) 1] 1]
I (8 |1 (4) | 11
| \/ \/ 1]
[ b + 1]
|| | |::::::::++ ||
[ ] | Authenticated |<=++ [ 1]
] e ol
| [ (8 I (5 [I(6) || |l
| | \/ | 1]
] [ 4 s 0
| | | Sel ect ed| ==++ L]
|| || | |::::::::++ ||
] [ e + ]
| | Il (8) |
\/ \/ \/ \/
o e m e e e e e e e e e e e e m— oo +
| Logout |
ot o e +
|
\/
o e e e e e e e e e e e e aa o s +
| both sides close the connection|
o oo +

Revi sed | MAP state machi ne transitions:

1. Connection w thout pre-authentication (OK greeting)
2. Pre-authenticated connection (PREAUTH greeti ng)

3. Rejected connection (BYE greeting)

4. Successful LOG N or AUTHENTI CATE conmand
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5. Successful SELECT or EXAM NE command
6. CLOSE, UNSELECT [RFC3691], or failed SELECT or EXAM NE comrand
7. UNAUTHENTI CATE command
8. LOGOUT command, server shutdown, or connection closed
6. Formal Syntax

The foll owi ng syntax specification uses the Augrmented Backus- Naur
Form (ABNF), as described in [RFC5234]. Anended terns are defined in
[ RFC3501] .

capability =/ " UNAUTHENTI CATE"

conmmand- aut h =/ " UNAUTHENTI CATE"

command- sel ect =/ " UNAUTHENTI CATE"
7. 1 ANA Consi derations

| ANA has added t he UNAUTHENTI CATE capability to the "I MAP
Capabilities" registry.

8. Security Considerations

The original | MAP state nmachi ne was designed to allow a server-

i mpl enent ati on approach in which each | MAP aut hentication identity
mat ches an operating systemidentity and the server revokes al

adm nistrative privilege once authentication conpletes. This
extension is not conpatible with that inplenentation approach
However, that approach has significant performance costs on Unix
systens, and this extension is designed for environments where
efficiency is a relatively high-priority deployment goal. This
extension is therefore appropriate for sone depl oynents but nmay not
be appropriate for the nbst security-sensitive environnents.

| MAP server inplenentations are conplicated and can retain a | ot of
state related to an authenticated user. Server inplenenters need to
take care to reset all server state such that authentication as a
subsequent user does not inherit any data or privileges fromthe
previous user. State data associated with a user can include cached
identity information such as group nmenbership used to eval uate access
control lists [RFC4314], active notifications [ RFC5465], access to
per-user data such as flags, etc.
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10.

10.

| MAP server systens are often deployed in a two-tier nbdel where a
server-side | MAP proxy routes to an | MAP backend that handl es al
connections for a subset of possible users. Sonme | MAP proxies enter
a pass-through node after authentication. |If enabled, the
UNAUTHENTI CATE command woul d allow a client, on a subsequent

aut hentication, to bypass any security restrictions present in the
proxy |layer but not in the backend server layer. As a result, |MAP
server inplementations of this extension MJST provide a way to
disable it when it is not needed. Use of an | MAP proxy that
processes the UNAUTHENTI CATE conmand at the proxy |ayer elimnates
this concern. Another option to mitigate this concern is for servers
to only enabl e the UNAUTHENTI CATE extension if the supplied

aut hentication credentials are associated with an admi nistrative
identity.

Privacy Consi derations

For the nost part, this extension will have no inpact on the privacy
consi derations already present in an | MAP inplenentation. However,
if this extension were used between data centers, it could inprove
end-user privacy by increasing the difficultly of traffic analysis
due to connection reuse.
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Appendi x A. Design Considerations

The author deliberately chose to add a separate UNAUTHENTI CATE
conmand i nstead of allowi ng the LOG N or AUTHENTI CATE commands to be
i ssued when the connection is in a state other than unauthenticated.
The primary reason for this choice is that the code that transitions
fromnot authenticated state to authenticated state in a server is
often the npst security-sensitive code, because it needs to assune
and handl e unconditionally hostile attackers. That sensitive code is
simpler if it only handles a single server state (unauthenticated)
and the state transition is as sinple as possible. Smaller and
sinpler code is easier to audit and wite in a secure way.

A secondary reason to have a separate command is that it is sinpler
to enable or disable the feature with that design. See the

di scussion in the Security Considerations section reconmendi ng t hat
i mpl enent ati ons provide a way to disable this extension

Acknowl edgenent s

Thanks to Fred Batty for inplenenting UNAUTHENTI CATE and to Cyrus
Daboo for constructive suggestions to inprove this document.

Aut hor’ s Addr ess
Chri s Newran
Oracl e
440 E. Huntington Dr., Suite 400
Arcadia, CA 91006
United States of Anerica

Emai |l : chris. newran@r acl e. com

Newman St andards Track [ Page 11]






