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| ntroducti on

| MAP stores are often used by many clients. Each client may cache

data fromthe server so that it doesn’'t need to redownl oad

i nformati on. [RFC3501] states that a mail box can be uniquely

referenced by its nane and U DVALIDI TY, and a nessage wi thin that

mai | box can be uni quely referenced by its mail box (nanme +

U DVALI DI TY) and unique identifier (UD). The triple of mailbox

nane, U DVALID TY, and U D is guaranteed to be immutable.

[ RFC4315] defines a COPYU D response that allows a client that copies
nessages to know t he nappi ng between the U Ds in the source and

destinati on nail boxes and, hence, update its |ocal cache.

If a mailbox is successfully renamed by a client, that client wll
know t hat the same messages exist in the destination mail box nane as

previously existed in the source mail box nane.
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The result is that the client that copies (or noves [ RFC6851])
nessages or renames a mmil box can update its |ocal cache, but any
other client connected to the same store cannot know with certainty
that the messages are identical, so it will redownl oad everything.

Thi s extension adds new properties to a nessage (EMAILID) and nmil box
(MAILBOXID). These properties allow a client to quickly identify
nessages or mail boxes that have been renaned by another client.

Thi s extension al so adds an optional thread identifier (THREADID) to
nmessages, which can be used by the server to indicate nessages that
it has identified to be related. A server that does not inplenent
threading will return NIL to all requests for THREADI D.

2. Conventions Used in This Document

In exanples, "C:" indicates lines sent by a client that is connected
to a server. "S:" indicates |lines sent by the server to the client.
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

3. CAPABILITY ldentification

| MAP servers that support this extension MJST include "OBJECTID' in
the response list to the CAPABILITY command.

4. MNAILBOXID Object ldentifier

The MAILBOXID is a server-allocated unique identifier for each
mai | box.

The server MJST return the sane MAILBOXID for a mail box with the sane
name and Ul DVALI DI TY.

The server MJST NOT report the same MAILBOXID for two nail boxes at
the sane tine.

The server MJST NOT reuse the sane MAILBOXID for a mail box that does

not obey all the invariants that [ RFC3501] defines for a mail box that
does not change name or Ul DVALI DI TY.
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4.

4.

1.

2.

The server MJUST keep the sane MAILBOXID for the source and
destinati on when renanming a nailbox in a way that keeps the sane
nmessages (but see [ RFC3501] for the special case regarding the
renam ng of INBOX, which is treated as creating a new nmail box and
novi ng the messages).

New Response Code for CREATE

Thi s docunent extends the CREATE conmand to have the response code
MAI LBOXI D on successful mail box creation.

A server advertising the OBIJECTID capability MJST include the

MAI LBOXI D response code in the tagged OK response to all successful
CREATE comrands.

Syntax: "MAILBOXID' SP "(" objectid ")"

Response code in tagged OK response for successful CREATE conmmand.

Exanpl e:
C. 3 create foo
S: 3 OK [ MAILBOXI D (F2212ea87-6097- 4256-9d51- 71338625)] Conpl et ed
C. 4 create bar
S: 4 OK [ MAI LBOXI D (F6352ae03- b7f 5- 463c- 896f - d8bh48ee3)] Conpl et ed
C. 5 create foo
S: 5 NO Mail box al ready exists

New OK Unt agged Response for SELECT and EXAM NE

Thi s docunent adds a new untagged response code to the SELECT and
EXAM NE commrands.

A server advertising the OBJECTID capability MJST return an untagged
X response with the MAILBOXI D response code on all successful SELECT
and EXAM NE commands.

Syntax: "OK' SP "[" "MAILBOXID' SP "(" objectid ")" "]" SP text
Unt agged OK response to SELECT or EXAM NE.
Exanpl e:
C. 27 select "foo"

... ]
S: * OK [ MAI LBOXI D (F2212ea87- 6097- 4256- 9d51- 71338625)] Ok

[..
S: 27 OK [READ-WRI TE] Conpl et ed
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4.3. New Attribute for STATUS

This docunent adds the MAILBOXID attribute to the STATUS conmmand
usi ng the extended syntax defined in [ RFC4466].

A server that advertises the OBJECTID capability MJST support the
MAI LBOXI D status attri bute.

Synt ax: " MAl LBOXI D
The attribute in the STATUS comrand.
Syntax: "MAILBOXID' SP "(" objectid ")"

The response itemin the STATUS response contains the ojectID
assigned by the server for this mail box.

Exanpl e:

status foo (mail boxid)

STATUS foo (MAILBOXI D (F2212ea87-6097-4256-9d51- 71338625))
K Compl et ed

status bar (mail boxid)

STATUS bar (MAILBOXI D (F6352ae03-b7f5-463c- 896f - d8b48ee3))
K Conpl et ed

renane foo renaned

K renane foo renaned

K Compl et ed

status renaned (nail boxid)

STATUS renaned (MAILBOXI D (F2212ea87-6097- 4256-9d51- 71338625))
K Conpl et ed

10 status bar (nail boxid)

* STATUS bar (MAI LBOXI D (F6352ae03- b7f 5- 463c- 896f - d8b48ee3))
10 OK Conpl et ed

© FOM F*ON FNOD FO

When the LI ST-STATUS | MAP capability defined in [RFC5819] is al so
avai | abl e, the STATUS command can be conmbined with the LI ST command.

Exanpl e:

C 11 list "" "*" return (status (rmail boxid))

S: * LIST (\HasNoChildren) "." 1 NBOX

S: * STATUS | NBOX (MAI LBOXI D ( Ff 8e3ead4- 9389- 4af f - adbl- d8d89ef d8cbhf))
S: * LIST (\HasNoChildren) "." bar

S: * STATUS bar (MAILBOXI D (F6352ae03- b7f 5- 463c- 896f - d8b48ee3))

S: * LIST (\HasNoChildren) "." renamed

S: * STATUS renamed (MAI LBOXI D (F2212ea87-6097-4256-9d51- 71338625))
S: 11 OK Compl eted (0.001 secs 3 calls)
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5. EMAILID Object Identifier and THREADI D Correl at or
5.1. EMAILID Identifier for Identical Messages

The EMAILID data itemis an QojectID that uniquely identifies the
content of a single nessage. Anything that nmust remain i mutable on
a {name, uidvalidity, uid} triple nmust also be the sanme between
nessages with the same EMAI LID.

The server MUST return the same EMAILID for the same triple; hence
EMAILID is inmutable.

The server MUST return the sane EMAILID as the source nessage for the
mat chi ng destinati on message in the COPYU D pairing after a COPY or
MOVE command [ RFC6851] .

The server MAY assign the same EMAILID as an exi sting nessage upon
APPEND (e.g., if it detects that the new nessage has exactly
identical content to that of an existing nessage).

NOTE: EMAILID only identifies the i mutable content of the message.
In particular, it is possible for different messages with the same
EMAILID to have different keywords. This docunent does not specify a
way to STORE by EMAILID

5.2. THREADID ldentifier for Related Messages

The THREADI D data itemis an CbjectID that uniquely identifies a set
of messages that the server believes should be grouped together when
pr esent ed.

THREADI D cal cul ation is generally based on sone conbi nation of

Ref erences, In-Reply-To, and Subject, but the exact logic is left up
to the server inplenentation. |[RFC5256] describes sone al gorithns
that coul d be used; however, this specification does not mandate any
particul ar strategy.

The server MUST return the same THREADID for all nessages with the
same EMAI LI D

The server SHOULD return the same THREADI D for rel ated nessages, even
if they are in different mail boxes; for exanple, nessages that woul d
appear in the sanme thread if they were in the sane nail box SHOULD
have the same THREADI D, even if they are in different mail boxes.

The server MUST NOT change the THREADI D of a nessage once reported.
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THREADI D is OPTIONAL; if the server doesn't support THREADID or is
unable to calculate rel ationshi ps between nessages, it MJST return
NIL to all FETCH responses for the THREADI D data item and a SEARCH
for THREADI D MUST NOT match any nessages.
The server MUST NOT use the sane bjectlD value for both EMAILIDs and
THREADI Ds. If they are stored with the same value internally, the
server can generate prefixed values (as shown in the exanpl es bel ow
with Mand T prefixes) to avoid cl ashes.

5.3. New Message Data Itenms in FETCH and U D FETCH Conmands
Thi s docunent defines two FETCH itemns:
Syntax: "EMAI LID'

The EMAI LI D nessage data item causes the server to return EMAILID
FETCH response data itens.

Synt ax: " THREADI D'

The THREADI D message data item causes the server to return THREADI D
FETCH response data itens.

Thi s docunent defines the follow ng responses:
Syntax: "EMAILID' SP "(" objectid ")"

The EMAI LI D response data item contains the server-assigned CbjectlD
for each nessage.

Syntax: "THREADID' SP "(" objectid ")"

The THREADI D response data item contains the server-assigned QbjectlD
for the set of related nmessages to which this nmessage bel ongs.

Syntax: "THREADI D' SP nil

The NIL value is returned for the THREADI D response data item when
the server mail box does not support THREADI D cal cul ati on.
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Exanpl e:

C

[.
Su

5 append i nbox "20-Mar-2018 03:07:37 +1100" {733}
]

bject: Message A

Message- | D <fake. 1521475657. 54797 @xanpl e. conp

[.
S

C

[.
Su

]
5 OK [ APPENDUI D 1521475658 1] Conpl et ed

11 append inbox "20-Mar-2018 03:07:37 +1100" {793}

o]
bj ect: Re: Message A

Message- | D <fake. 1521475657. 21213@xanpl e. or g>
Ref erences: <fake. 1521475657. 54797 @xanpl e. con®

[.
S

C.

[.
Su

]
11 OK [ APPENDUI D 1521475658 2] Conpl et ed

17 append inbox "20-Mar-2018 03: 07:37 +1100" {736}
]

Bject: Message C

Message- | D: <f ake. 1521475657. 60280@xanpl e. con>

PRONTO OUWLNO VWONO LVOOKNO O

]
17 OK [ APPENDUI D 1521475658 3] Conpl et ed

22 fetch 1:* (enmailid threadid)

* 1 FETCH (EMAI LI D (M6d99ac3275bb4e) THREADI D (T64b478a75b7ea9))
* 2 FETCH (EMAI LI D (M288836c4c7a762) THREADI D ( T64b478a75b7ea9))
* 3 FETCH (EMAI LI D ( M6f dc09b49ea703) THREADI D (T11863d02dd95b5))
22 K Compl eted (0.000 sec)

23 move 2 foo

* OK [ COPYUI D 1521475659 2 1] Conpl et ed
* 2 EXPUNGE

23 K Conpl et ed

24 fetch 1:* (emailid threadid)

* 1 FETCH (EMAI LI D (M6d99ac3275bb4e) THREADI D (T64b478a75b7ea9))
* 2 FETCH (EMAI LI D (Mbf dc09b49ea703) THREADI D (T11863d02dd95b5))
24 K Conpl eted (0.000 sec)

25 sel ect "foo"

25 sel ect "foo"

o]
25 K [ READ- WRI TE] Conpl et ed

26 fetch 1:* (emailid threadid)
* 1 FETCH (EMAI LI D (M288836c4c7a762) THREADI D ( T64b478a75b7ea9))
26 OK Compl eted (0.000 sec)
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Exanmpl e: (no THREADI D support)

C. 26 fetch 1:* (emailid threadid)

S: * 1 FETCH (EMAI LI D (MD0O000001) THREADI D NI L)
S. * 2 FETCH (EMAI LI D (M)0000002) THREADI D NI L)
S: 26 OK Conpl eted (0.000 sec)

6. New Filters on SEARCH Command

Thi s docunent defines the filters EMAILI D and THREADI D on t he SEARCH
command.

Syntax: "EMAILID' SP objectid
Messages whose EMAILID is exactly the specified ojectlD.

Syntax: "THREADI D' SP objectid
Messages whose THREADI D is exactly the specified OojectlD.

Exampl e: (as if run before the MOVE shown above when the nuail box had
three nmessages)

27 search enmilid M6d99ac3275bb4e

* SEARCH 1

27 OK Conpleted (1 nmsgs in 0.000 secs)
28 search threadi d T64b478a75b7ea9

* SEARCH 1 2

28 K Conpleted (2 nmsgs in 0.000 secs)

PROLNO

7. Formal Syntax

The foll owi ng syntax specification uses the Augmented Backus- Naur
Form (ABNF) [ RFC5234] notation. Elenents not defined here can be
found in the fornmal syntax of the ABNF [ RFC5234], | MAP [ RFC3501], and
| MAP ABNF ext ensi ons [ RFC4466] specifications.

Except as noted otherw se, all al phabetic characters are case

i nsensitive. The use of uppercase or |owercase characters to define
token strings is for editorial clarity only. |Inplementations MJST
accept these strings in a case-insensitive fashion

Pl ease note specifically that ObjectlD val ues are case sensitive.
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capability =/ "OBJECTI D"
fetch-att =/ "EMAILID' / "THREADI D'

fetch-emailid-resp = "EMAILID' SP "(" objectid ")"
; follows tagged-ext production from [ RFC4466]

fetch-threadid-resp = "THREADID' SP ( "(" objectid ")" [/ nil )
; follows tagged-ext production from [ RFC4466]

neg-att-static =/ fetch-emailid-resp / fetch-threadid-resp
objectid = 1*255(ALPHA / DIGT / "_" [ "-")
; characters in object identifiers are case
; significant
resp-text-code =/ "MAILBOXID' SP "(" objectid ")"
; incorporated before the expansion rule of
;  atom [ SP 1*<any TEXT- CHAR except "]">]
; that appears in [ RFC3501]
search-key =/ "EMAILID' SP objectid / "THREADI D' SP objectid

/" NMAl LBOXI D'

status-att

status-att-val =/ "MAILBOXID' SP "(" objectid ")"
; follows tagged-ext production from [ RFC4466]

8. Inplenentation Considerations

8.1. Assigning hject ldentifiers
Al'l CbjectlD values are allocated by the server.
In the interest of reducing the possibilities of encoding m stakes,
ohjectIDs are restricted to a safe subset of possible byte values; in
order to allowclients to allocate storage, they are restricted in
[ engt h.
An bjectIDis a string of 1 to 255 characters fromthe foll ow ng set
of 64 codepoints: a-z, A-Z 0-9, _, -. These characters are safe to

use in alnost any context (e.g., filesystens, URls, | MAP atons).
These are the sane characters defined as base64url in [RFC4648].
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For maxi num safety, servers should also follow defensive allocation
strategies to avoid creating risks where glob conpletion or data type
detection may be present (e.g., on filesystens or in spreadsheets).
In particular, it is wise to avoid:

o IDs starting with a dash

o IDs starting with digits

o IDs that contain only digits

o IDs that differ only by ASCI| case (for exanple, A vs. a)

o the specific sequence of three characters NIL in any case (because
this sequence can be confused with the | MAP protocol expression of
the null val ue)

A good solution to these issues is to prefix every IDwith a single
al phabeti cal character.

8.2. Interaction with Special Cases

The case of RENAME | NBOX may need special handling because it has
speci al behavior, as defined in [ RFC3501], Section 6.3.5.

It is advisable (though not required) to have MAILBOXI D be globally
unique, but it is only required to be unique wthin nessages of fered
to a single client login to a single server hostnane. For exanple, a
proxy that aggregates multiple independent servers MJST NOT advertise
the OBJECTID capability unless it can guarantee that different
objects will never use the sane identifiers, even if backend object
identifiers collide.

8.3. dient Usage

Servers that inplement both RFC 6154 and this specification should
optim ze their execution of commands |ike U D SEARCH OR EMAILID 1234
EMAI LI D 4321

Clients can assume that searching the all-mail mail box using OR
EMAILID or ORY THREADID is a fast way to find nmessages again if sone
other client has noved them out of the mmil box where they were
previously seen.

Clients that cache data offline should fetch the EMAILID of all new
messages to avoi d redownl oadi ng al ready-cached nessage details.
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Clients should fetch the MAILBOXID for any new nmil boxes before

di scardi ng cache data for any mailbox that is no | onger present on
the server so that they can detect renanmes and avoi d redownl oadi ng
dat a.

8.4. Advice to dient Inplenenters

In cases of server failure and disaster recovery, or m sbehaving
servers, it is possible that a client will be sent invalid
information, e.g., identical ObjectlDs or ObjectlDs that have changed
where they MJUST NOT change according to this docunent.

In a case where a client detects inconsistent bjectlD responses from
a server, it SHOULD fall back to relying on the guarantees of RFC
3501. For sinmplicity, a client MAY instead choose to discard its
entire cache and resync all state fromthe server.

Client authors protecting agai nst server m sbehavior MJST ensure that
their design cannot get into an infinite |loop of discarding cache and
fetching the same data repeatedly without user interaction

9. Future Considerations

This extension is intentionally defined to be conpatible with the
data nodel in [ JMAP-NAIL].

A future extension could be proposed to give a way to SELECT a
mai | box by MAI LBOXI D rat her than name.

A future extension to [RFC5228] could allow fileinto by MAI LBOXI D
rat her than nane.

An extension to allow fetching message content directly via EMAILID
and nessage |istings by THREADI D coul d be proposed.

10. | ANA Consi derations
| ANA has added "OBJECTID' to the "I MAP Capabilities" registry |ocated

at <https://ww.iana.org/assignnents/imp-capabilities> with a
reference to this docunent.

| ANA has added "MAILBOXID' to the "I MAP Response Codes" registry

| ocated at <https://ww.iana. org/assi gnnents/i map-response-codes>
with a reference to this docunent.
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11.

12.

12.

Security Considerations

It is strongly advised that servers generate ObjectlDs that are safe
to use as filesystem names and unlikely to be autodetected as
nunbers. See inplenmentation considerations.

If a digest is used for ID generation, it nust have a colli sion-

resi stant property, so server inplenentations are advised to nonitor
current security research and choose secure digests. As the IDs are
generated by the server, it will be possible to migrate to a new hash
by just using the new al gorithm when creating new IDs. This is
particularly true if a prefix is used on each ID, which can be
changed when the al gorithm changes.

The use of a digest for ID generation may be used as proof that a
particul ar sequence of bytes was seen by the server. However, this
isonly arisk if IDs are |eaked to clients who don’t have perm ssion
to fetch the data directly. Servers that are expected to handl e

hi ghly sensitive data should consider this when choosing how to
create |Ds.

See also the security considerations in [ RFC3501], Section 11.
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Appendi x A. Ideas for Inplenmenting Object ldentifiers
| deas for cal cul ati ng MAI LBOXI D
o Universally Unique Identifier (UU D) [RFC4122]
o Server-assigned sequence nunber (guaranteed not to be reused)
| deas for inplenmenting EMAILID

o Digest of message content (RFC822 bytes) -- expensive unless
cached

o UUID [RFC4122]
0 Server-assigned sequence nunber (guaranteed not to be reused)
| deas for inplenmenting THREADI D:
0 Derive fromEMAILID of first seen nessage in the thread.
o UUID [RFC4122]
o0 Server-assigned sequence nunber (guaranteed not to be reused)
There is a need to index and | ook up reference/in-reply-to data at
nessage creation to efficiently find matching nmessages for threading.
Threadi ng may be either across mail boxes or within each mail box only.
The server has significant | eeway here.
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