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Li ght wei ght Directory Access Protocol (LDAP)
Cancel Operation

Status of this Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nemo is unlimted.

Copyri ght Notice
Copyright (C The Internet Society (2004).
Abst r act

Thi s specification describes a Lightweight Directory Access Protocol
(LDAP) extended operation to cancel (or abandon) an outstanding
operation. Unlike the LDAP Abandon operation, but |ike the X 511
Directory Access Protocol (DAP) Abandon operation, this operation has
a response which provides an indication of its outcomne.

1. Background and Intent of Use

The Lightwei ght Directory Access Protocol (LDAP) [RFC3377] provides
an Abandon operation [RFC2251] which clients may use to cancel other
operations. The Abandon operation does not have a response and
requires no response fromthe abandoned operation. These senantics
provide the client with no clear indication of the outcone of the
Abandon operati on.

The X. 511 Directory Access Protocol (DAP) [X 511] provi des an Abandon
operation which has a response and al so requires the abandoned
operation to return a response indicating it was canceled. The LDAP
Cancel operation is nodeled after the DAP Abandon operati on.

The LDAP Cancel operation SHOULD be used instead of the LDAP Abandon
operation when the client needs an indication of the outcome. This
operation may be used to cancel both interrogation and update

oper ations.
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Protocol elenents are described using ASN.1 [ X.680] with inplicit
tags. The term "BER-encoded" neans the elenment is to be encoded
usi ng the Basic Encoding Rules [ X 690] under the restrictions
detailed in Section 5.1 of [RFC2251].

DSA stands for Directory System Agent (or server).
DSE stands for DSA-specific Entry.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC2119].

2. Cancel Operation

The Cancel operation is defined as an LDAP Extended Operation

[ RFC2251, Section 4.12] identified by the object identifier
1.3.6.1.1.8. This section details the syntax of the Cancel request
and response nessages and defines additional LDAP result Codes.

2.1. Cancel Request

The Cancel request is an ExtendedRequest with the requestName field
containing 1.3.6.1.1.8 and a requestValue field which contains a
BER- encoded cancel Request Val ue val ue.

cancel Request Val ue ::= SEQUENCE {
cancel I D Messagel D
-- MessagelD is as defined in [ RFC2251]

}

The cancel ID field contains the nessage I D associated with the
operation to be cancel ed.

2.2. Cancel Response

A Cancel response is an ExtendedResponse where the responseNane and
response fields are absent.

2.3. Additional Result Codes

I mpl ement ations of this specification SHALL recogni ze the foll ow ng
addi tional resultCode val ues:

cancel ed (118)
noSuchQperation (119)
tooLate (120)
cannot Cancel (121)
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3.

Qperational Semantics

The function of the Cancel Operation is to request that the server
cancel an outstandi ng operation issued within the same session.

The client requests the cancel ation of an outstandi ng operation by

i ssuing a Cancel Response with a cancellD set to the nessage |D of
the outstandi ng operation. The Cancel Request itself has a distinct
nmessage ID. Cients SHOULD NOT request the cancel ation of an
operation nmultiple tinmes.

If the server is willing and able to cancel the outstandi ng operation
identified by the cancelld, the server SHALL return a Cancel Response
with a success resultCode, and the cancel ed operation SHALL fail with
cancel ed resultCode. O herw se the Cancel Response SHALL have a

non- success resultCode and SHALL NOT have an inpact upon the

out standi ng operation (if it exists).

The protocol Error resultCode is returned if the server is unable to
parse the requestValue or the requestValue is absent,

The noSuchQperation resultCode is returned if the server has no
know edge of the operation requested for cancel ation

The cannot Cancel resultCode is returned if the identified operation
does not support cancel ation or the cancel operation could not be
performed. The follow ng classes of operations are not cancel abl e:
- operations which have no response,

- operations which create, alter, or destroy authentication and/or
aut hori zati on associ ati ons,

- operations which establish, alter, or tear-down security services,
and

- operations which abandon or cancel other operations.

Specifically, the Abandon, Bind, Start TLS [ RFC2830], Unbind, and
Cancel operations are not cancel abl e.

The Cancel operation cannot be abandoned.

The tooLate resultCode is returned to indicate that it is too late to
cancel the outstanding operation. For exanple, the server nmay return
tooLate for a request to cancel an outstanding nodify operation which
has al ready comm tted updates to the underlying data store.
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Servers SHOULD indicate their support for this extended operation by
providing 1.3.6.1.1.8 as a value of the ’supportedExtension’
attribute type in their root DSE. A server MAY choose to advertise
this extension only when the client is authorized to use it.

4. Security Considerations

This operation is intended to allow a user to cancel operations they
previously issued during the current LDAP association. |In certain
cases, such as when the Proxy Authorization Control is in use,

di fferent outstandi ng operations may be processed under different
LDAP associ ations. Servers MJST NOT all ow a user to cancel an
operation bel onging to another user.

Sonme operations shoul d not be cancelable for security reasons. This
speci fication disallows the cancel ati on of the Bind operation and
Start TLS extended operation so as to avoid addi ng conplexity to

aut hentication, authorization, and security |ayer senmantics.

Desi gners of future extended operations and/or controls should

di sal | ow abandonnment and cancel ati on when appropri ate.

5. | ANA Consi derati ons
The foll owi ng val ues [ RFC3383] have been registered by the | ANA
5.1. (Object ldentifier

The |1 ANA has regi stered upon Standards Action the LDAP (bject
Identifier 1.3.6.1.1.8 to identify the LDAP Cancel Operation as
defined in this docunent.

Subj ect: Request for LDAP bject Identifier Registration
Person & enmail address to contact for further information:
Kurt Zeil enga <kurt @penLDAP. or g>
Speci fication: RFC 3909
Aut hor/ Change Controller: |ESG
Conment s:
Identifies the LDAP Cancel Operation
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5.2. LDAP Protocol Mechani sm

The | ANA has regi stered upon Standards Action the LDAP Protoco
Mechani sm descri bed in this document.

Subj ect: LDAP Protocol Mechani sm Registration

oject ldentifier: 1.3.6.1.1.8

Descri ption: LDAP Cancel Operation

Person & emmil address to contact for further information:
Kurt Zeil enga <kurt @penl dap. org>

Usage: Extended Operation

Speci fication: RFC 3909

Aut hor/ Change Controller: |ESG

Comment s: none

5.3. LDAP Result Codes

The | ANA has regi stered upon Standards Action the LDAP Result Codes
described in this docunent.

Subj ect: LDAP Result Code Registration

Person & enmnil address to contact for further information:
Kurt Zeil enga <kurt @penLDAP. or g>

Result Code Nane: canceled (118)

Result Code Nane: noSuchQperation (119)

Result Code Nane: toolLate (120)

Result Code Nane: cannot Cancel (121)

Speci fication: RFC 3909

Aut hor/ Change Control ler: |ESG

6. Acknow edgnent

The LDAP Cancel operation is nodeled after the X 511 DAP Abandon
operation.
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9. Full Copyright Statenent
Copyright (C The Internet Society (2004).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and at ww.rfc-editor.org, and except as set
forth therein, the authors retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the 1SOC s procedures with respect to rights in | SOC Docunents can
be found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the information to the IETF at ietf-
ipr@etf.org.
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