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Initializing a DNS Resolver with Primng Queries
Abst r act

Thi s docunent describes the queries that a DNS resol ver should enit
toinitialize its cache. The result is that the resolver gets both a
current NS Resource Record Set (RRset) for the root zone and the
necessary address information for reaching the root servers.

Status of This Menp
This nenmo docunents an Internet Best Current Practice.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
BCPs is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc8109

Copyri ght Notice

Copyright (c) 2017 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust's Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Recursive DNS resol vers need a starting point to resolve queri es.

[ RFC1034] describes a conmon scenario for recursive resolvers: they
begin with an enpty cache and some configuration for finding the
nanes and addresses of the DNS root servers. [RFCL034] describes
that configuration as a |ist of servers that will give authoritative
answers to queries about the root. This has beconme a commmon

i mpl ement ation choice for recursive resolvers, and is the topic of
thi s docunent.

Thi s docunent describes the steps needed for this comon

i mpl enentation choice. Note that this is not the only way to start a
recursive name server with an enpty cache, but it is the only one
described in [RFCL034]. Sore inplenmenters have chosen ot her
directions, sone of which work well and others of which fai
(sonetines disastrously) under different conditions. For exanple, an
i mpl enentation that only gets the addresses of the root name servers
fromconfiguration, not fromthe DNS as described in this docunent,
will have stale data that could cause slower resolution

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Thi s docunent only deals with recursive nane servers (recursive
resol vers, resolvers) for the IN cl ass.
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2.

Description of Primng

Priming is the act of finding the list of root servers froma
configuration that lists some or all of the purported |IP addresses of
some or all of those root servers. A recursive resolver starts with
no i nformati on about the root servers, and ends up with a list of
their names and their addresses.

Primng is described in Sections 5.3.2 and 5.3.3 of [RFC1034]. The
scenario used in that description, that of a recursive server that is
al so authoritative, is no | onger as conmon.

The configured list of I P addresses for the root servers usually
cones fromthe vendor or distributor of the recursive server
software. This list is usually correct and conpl ete when shi pped,
but may become out of date over tine.

The list of root server operators and the domain name associated with
each one has been stable since 1997. However, there are address
changes for the root server donain names, both for IPv4 and | Pv6
addresses. However, research shows that after those addresses
change, sone resol vers never get the new addresses. Therefore, it is
i mportant that resolvers be able to cope with change, even without

rel ying upon configuration updates to be applied by their operator.
Root server change is the nain reason that resolvers need to do
primng instead of just going froma configured list to get a ful

and accurate list of root servers.

Prim ng Queries

A primng query is a DNS query used to get the root server
information in a resolver. It has a QONAME of "." and a QTYPE of NS
and is sent to one of the addresses in the configuration for the
recursive resolver. The primng query can be sent over either UDP or
TCP. If the query is sent over UDP, the source port SHOULD be
randomy sel ected (see [ RFC5452]). The Recursion Desired (RD) bit
MAY be set to 0 or 1, although the neaning of it being set to 1 is
undefined for primng queries.

The recursive resol ver SHOULD use EDNS(0) [RFC6891] for primng
gueries and SHOULD announce and handl e a reassenbly size of at |east
1024 octets [RFC3226]. Doing so allows responses that cover the size
of a full primng response (see Section 4.2) for the current set of
root servers. See Section 3.3 for discussion of setting the DNSSEC
OK (DO) bit (defined in [ RFC4033]).
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3.1. Repeating Primng Queries

The recursive resolver SHOULD send a primng query only when it is
needed, such as when the resolver starts with an enpty cache and when
the NS RRset for the root zone has expired. Because the NS records
for the root are not special, the recursive resolver expires those NS
records according to their TTL values. (Note that a recursive

resol ver MAY pre-fetch the NS RRset before it expires.)

If a primng query does not get a response, the recursive resol ver
needs to retry the query with a different target address fromthe
configuration.

3.2. Target Selection

In order to spread the load across all the root server domai n names,
the recursive resol ver SHOULD select the target for a primng query
randomy fromthe |ist of addresses. The recursive resolver m ght
choose either IPv4 or |Pv6 addresses based on its know edge of

whet her the systemon which it is running has adequate connectivity
on either type of address.

Note that this recommended method is not the only way to choose from
the list in a recursive resolver’s configuration. Two other commobn
net hods include picking the first fromthe list, and renmenbering

whi ch address in the |ist gave the fastest response earlier and using
that one. There are probably other methods in use today. However,
the random nethod |isted above SHOULD be used for primng

3.3. DNSSEC with Primng Queries

The resol ver MAY set the DNSSEC OK (DO) bit. At the tinme of
publication, there is little use to perforn ng DNSSEC val i dati on on
the primng query. Currently, all root nane server names end in
"root-servers.net” and the AAAA and A RRsets for the root server
nanmes reside in the "root-servers.net" zone. Al root servers are
al so authoritative for this zone, allowing primng responses to

i nclude the appropriate root nane server A and AAAA RRsets. But,
because the "root-servers.net" zone is not currently signed, these
RRset s cannot be vali dat ed.

A man-in-the-mddle attack on the prinmng query could direct a
resolver to a rogue root name server. Note, however, that a
validating resolver will not accept responses from rogue root nane
servers if they are different fromthe real responses because the
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resol ver has a trust anchor for the root and the answers fromthe
root are signed. Thus, if there is a man-in-the-mddle attack on the
primng query, the only result for a validating resolver will be a
deni al of service, not the resolver’s accepting the bad responses.

If the "root-servers.net" zone is |ater signed, or if the root
servers are naned in a different zone and that zone is signed, having
DNSSEC val idation for the primng queries mght be val uabl e.

4. Primng Responses

A priming query is a nornmal DNS query. Thus, a root nane server
cannot distinguish a primng query fromany other query for the root
NS RRset. Thus, the root server’'s response will also be a nornal DNS
response.

4.1. Expected Properties of the Primng Response

The primng response is expected to have an RCODE of NOERROR, and to
have the Authoritative Answer (AA) bit set. Also, it is expected to
have an NS RRset in the Answer section (because the NS RRset
originates fromthe root zone), and an enpty Authority section
(because the NS RRset already appears in the Answer section). There
will also be an Additional section with A and/or AAAA RRsets for the
root nane servers pointed at by the NS RRset.

Resol ver software SHOULD treat the response to the primng query as a
normal DNS response, just as it would use any other data fed to its
cache. Resolver software SHOULD NOT expect exactly 13 NS RRs
because, historically, some root servers have returned fewer.

4.2. Conpl eteness of the Response

There are currently 13 root servers. Al have one |Pv4 address and
one | Pv6 address. Not even counting the NS RRset, the combined size
of all the A and AAAA RRsets exceeds the original 512-octet payl oad
l[imt from[RFCL035].

In the event of a response where the Additional section omts certain
root server address information, re-issuing of the primng query does
not help with those root name servers that respond with a fixed order
of addresses in the Additional section. |Instead, the recursive

resol ver needs to issue direct queries for A and AAAA RRsets for the
remai ni ng names. Currently, these RRsets would be authoritatively
avail able fromthe root nane servers.
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5.

Security Considerations

Spoofing a response to a prining query can be used to redirect all of
the queries originating froma victimrecursive resolver to one or
nore servers for the attacker. Until the responses to primng
gueries are protected with DNSSEC, there is no definitive way to
prevent such redirection

An on-path attacker who sees a primng query com ng froma resol ver
can inject false answers before a root server can give correct
answers. |If the attacker’s answers are accepted, this can set up the
ability to give further false answers for future queries to the
resolver. False answers for root servers are nore dangerous than
say, false answers for Top-Level Donains (TLDs), because the root is
the hi ghest node of the DNS. See Section 3.3 for nore di scussion

In both of the scenarios above, a validating resolver will be able to
detect the attack if its chain of queries comes to a zone that is
signed, but not for those that are unsigned.

| ANA Consi derati ons
Thi s docunent does not require any | ANA acti ons.
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